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1
Decision/action requested

The group is invited to discuss the rational and the related CR for approval.
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Rationale

Users’ privacy in MDT requires support from different functionalities of the network, like the HSS, RAN and OAM functions. SA5 has been working closely with other WGs to identify requirements (mainly during SA5#75) and discuss possible solutions (maily during SA5#76).

We biefly report here the inputs provided by other WGs as basis for finalizing the the solution of user consent. 
We regard the inputs from SA3 as stringent to the solution to be agreed in SA5, because they are not derived from technical considerations, but they capture legal requirements from regulators in some countries. In other words, the non-compliance of MDT procedures to these inputs is a “non-show” condition for MDT, i.e. MDT cannot be activated in those countries for legal reasons.
The inputs provided from RAN2 and RAN3 are “working assumptions”, elaborated until SA5 will finalize the solution of user consent in MDT.

The inputs received from SA5 are the following:
· The user must be able to opt-in or opt-out whenever the user wants (from SA1, [2])
· however this is considered out of 3GPP standardisation (e.g. using a web portal).
· There is no requirement to impact ongoing MDT measurement collection when the user withdraws consent (from SA1, [2])
· a new IE to indicate the user consent status is introduced in the Initial Context Setup procedure and the S1/X2 handover preparation procedure (from RAN3, [3])
· User consent revocation shall be performed in upper layer, e.g., using web portal. In this mechanism interworking between upper layer and AS layer is not needed (from RAN2, [4])
· even if UE or user identity is not present in the collected data, MDT trace information has to be considered as private information and therefore can only be collected with prior user consent and must adhere to the privacy principles of S5-110529 and legal obligations (from SA3, [5])
· SA3 therefore believes that there is no reason to have two different types of user consent.
4
Detailed proposal
Proposal 1. Accept the working assumptions proposed by RAN2 and RAN3, i.e.:
· new IE to indicate the user consent status
· revocation shall be performed in upper layer
Proposal 2. Introduce a step to verify user consent in the MDT activation procedure, as discussed in SA5#76 [1].

Proposal 3. Agree on the CR [6], which is an extension of the previous CR [1] at SA5#76 and captures the mechanisms proposed by RAN2 and RAN3.
