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5.1
Requirements

REQ-OAMP-CON-001 The HNB shall be able to be managed in all management domain aspects defined below as Configuration management, Security management, Performance management and Fault management, without the use of vendor-specific or operator-specific extension capability.  

5.1.1
Configuration Management

REQ-OAMP_CM-CON-001 The HNB shall be able to automatically, i.e. without human operator on-line interaction or attention, configure itself to be ready for service when powered up and connected to HMS.
REQ-OAMP_CM-CON-002 The HNB shall be able to automatically, i.e. without human operator on-line interaction or attention, configure itself to be in service when powered up and connected to HMS.
REQ-OAMP_CM-CON-003 The HNB shall be able to automatically, i.e. without human operator on-line interaction or attention, upgrade its software/firmware and configuration.
REQ-OAMP_CM-CON-004 The HNB auto-configuration shall be done in such way that the performance of the surrounding macro cells is not adversely affected.

REQ-OAMP_CM-CON-005 The HNB auto-configuration function should be adaptive to react to change in the network and changes in the radio environment.
REQ-OAMP_CM-CON-006 The operator shall be able to remotely reboot the HNB.

REQ-OAMP_CM-CON-007 The operator shall be able to remotely start/stop the radio transmission of the HNB.
REQ-OAMP_CM-CON-008 In case IPsec is used, the system should be engineered to ensure that the HNB IP address changes as minimally as possible.
REQ-OAMP_CM-CON-009 The operator shall be able to remotely reconfigure the HNB to adapt to changes in the radio environment.
REQ-OAMP_CM-CON-010 The HNB may be configurable to IPsec or non-IPsec usage option based on the operator’s policy [12].
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6.1.1
Configuration Management
The requirements for configuration management are as follows:

REQ-OAMP_CM-FUN-001 The HNB configuration shall be administered by the HMS utilising the TR-069 CWMP Protocol, reference [3].
REQ-OAMP_CM-FUN-002 The HNB Information Model used by the HMS for Configuration Management shall be based on the following:

a. Broadband Forum TR-106 Amendment 2 Data Model [4]

b. FAP Access Point Service Data Model [5]
REQ-OAMP_CM-FUN-003 HMS shall be able to reboot the HNB.

REQ-OAMP_CM-FUN-004 HMS shall have remote access to the HNB to start/stop the radio transmission.
REQ-OAMP_CM-FUN-005 HMS shall have remote access to the HNB to start/stop the radio transmission on the frequencies specified by HMS.
REQ-OAMP_CM-FUN-006 HMS shall maintain the configuration data of the HNB. 

REQ-OAMP_CM-FUN-007 When the HNB is initially powered up and connected to the HMS, HMS shall send the initially needed configuration data to the HNB.
REQ-OAMP_CM-FUN-008 If the inner IPsec tunnel IP address of the HNB changes and HNB is connected to HMS via IPsec Tunnel then the HNB shall notify the HMS using TR-069.

REQ-OAMP_CM-FUN-009 The HMS shall specify which parameters it needs to be notified of when the HNB changes their values through auto-configuration. The HNB shall notify the HMS of changes in the values of any such auto-configured parameters.
REQ-OAMP_CM-FUN-010 The HNB shall inform the HMS of its ability to auto-configure parameters or groups of parameters that are relevant to the HMS. 

REQ-OAMP_CM-FUN-011 HMS shall be able to specify a value, or a valid range of values, for any parameter that is auto-configurable by the HNB.
REQ-OAMP_CM-FUN-012 Configuration management capability for the HNB shall be supported by means of TR-069 RPCs SetParameterValues, AddObject and DeleteObject. Optionally a bulk configuration management file may be supported. In this case the TR-069 manager uses the RPC download method to trigger a CM file download from a file server.

REQ-OAMP_CM-FUN-013 The HNB shall be able to inform the HMS of the changes in radio environment.
REQ-OAMP_CM-FUN-014 The HNB shall provide a capability allowing the HMS to manage downloading of HNB software/firmware image files and provide mechanisms for version identification and notification to the HMS of the success or failure of a file download.

REQ-OAMP_CM-FUN-015 The HNB shall support capabilities to inform the HMS about the results of specific actions triggered by the HMS.
REQ-OAMP_CM-FUN-016 It shall be possible to initiate a management connection at the request of either the HNB or the HMS.
REQ-OAMP_CM-FUN-017 If the HNB is unable to offer service for an operator configured time period it will deactivate the air interfac.
REQ-OAMP_CM-FUN-018 The HNB shall support a capability to allow the HMS to activate Local IP Access.

REQ-OAMP_CM-FUN-019 The HNB shall support a capability to allow the HMS to deactivate Local IP Access.
REQ-OAMP_CM-FUN-020 The HMS may securely configure the HNB according to the operator's policy, whether or not to use IPsec for subsequent connections.
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6.1.4
Security Management
REQ-OAMP_SM-FUN-001.The HNB shall have the capability to communicate with the HMS via TR-069 CWMP, reference [3], through the support of one of the two security mechanisms determined by the Network Operator’s Security Policies:

-
utilising SSL/TLS outside the IPsec Tunnel


-within the IPsec Tunnel with the option to utilise SSL/TLS within the IPsec Tunnel for additional end-to-end security

TR-069 CPE devices are currently factory programmed with a Bootstrap HMS URL only and therefore the HNB capable CPEs requiring to utilise IPsec for connection to the HMS either require to be factory programmed with Bootstrap Security Gateway/IPsec Information or this information is supplied outside of the IPsec tunnel before tunnel establishment utilising SSL/TLS.
REQ-OAMP_SM-FUN–002 The HNB shall provide a capability to prevent tampering with the interactions that take place between the HNB and the HMS as well as management functions of a HNB.

REQ-OAMP_SM-FUN–003 The HNB shall provide a capability allowing the HMS to authenticate the HNBs.

REQ-OAMP_SM-FUN–004 The HNB shall be able to authenticate the HMS prior to responding to interactions triggered by the HMS.

REQ-OAMP_SM-FUN–005 The HNB shall provide a capability supporting confidentiality for interactionstaking place between the HNB and the HMS.
REQ-OAMP_SM-FUN–006 If the HNB is configured not to use IPsec, mutual authentication between the HNB device and the SeGW shall be performed and the interface between the HNB and SeGW shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to subsequent interactions between HNBs and HMS.
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