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1 Introduction
Exposure of the TCE (Trace Control Entity) IP address to the UE as required by the current specification in case of Logged MDT is considered a security issue by some operators. The problem is acknowledged by SA3 in the recent LS [2]. RAN2 have discussed this problem, but the discussion was limited to the specifications that are in the scope of RAN2. In this paper we discuss a more efficient and flexible solution based on S1 protocol.
2 Problem Description
Logged MDT is activated when UE is in RRC CONNECTED mode; data is collected when UE is in RRC IDLE. When UE reconnects it indicates the presence of MDT information to the eNB which retrieves the logged data and sends it to the TCE. As UE can reconnect not necessarily to the same eNB which activated logged MDT measurements this new eNB may not have the relevant MDT context.
According to the current specification TCE IP address is sent to the UE as part of the Logged MDT configuration by the eNB which actives the MDT measurements. When UE reconnects to the new eNB it sends the TCE IP address to the new eNB along with MDT measurements. The new eNB uses TCE IP address received from UE to send the MDT report. MDT reporting of Logged MDT is performed as illustrated below:
· UE collects MDT information while in RRC IDLE mode

· When UE goes into RRC CONNECTED mode it indicates to eNB availability of MDT log

· eNB retrieves MDT log from UE

· eNB extracts TCE IP address from information received from UE

· eNB sends trace records to TCE
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There are a few operational and security concerns with the fact that TCE IP address is stored in the UE. There is a general requirement in TS22.278 [3] to “allow for a network to hide of internal network elements from the UE”. In order to fulfill this requirement TCE IP address should not be indicated to the UE. In additional, some operators noted that this issue can be more serious in setups where TCE is collocated with MME. This concern was acknowledged by SA3 in [2].
One of the operational concerns is the change of IP address of the TCE which would only be possible when there are no MDT measurements in the network. For the full list of security and operational concerns refer to [1].
3 Solution
We propose a solution  that a newly defined TCE identifier (TCE ID) be stored as part of the UE MDT context in the network and sent to UE when MDT session is activated instead of TCE IP address.
When eNB needs to send a MDT report to TCE this TCE ID will be mapped to TCE IP address as follows:

1. For signaling based MDT, eNB will query MME by embedding the TCE ID in the newly defined S1 message for TCE IP address mapping. According to current specification, MME will already retrieve UE MDT context from HSS as part of Locate Update procedure that should include the TCE IP address. 
2. For management based MDT, this can be further broken down as follows:

a. If MDT reporting happens in the same area where MDT measurements were activated, the eNB should already have MDT context. So, there is no impact to the standard. This is the most common scenario.
b.  If MDT reporting happens in a different area where eNB may not have the MDT context, eNB will query MME using the same S1 based message defined above. If MME does not have the MDT context , it will retrieve it from the network.
Proposal 1: To discuss and agree on a proposed S1 based solution for TCE IP protection issue.

For management-based MDT, according to TS 32.422, “the Logged MDT trace session context of the UE is stored in the network as long as the trace session is active, including also the periods when the UE is in connected state”. However, it is not clear which entity will store Logged MDT context once the LOG-MDT UE goes to idle mode.

Proposal 2: To discuss which network entity stores UE MDT context for management based MDT, as specified in TS 32.422: “the Logged MDT trace session context of the UE is stored in the network as long as the trace session is active, including also the periods when the UE is in connected state”.

Instead of a newly defined TCE identifier, TR (Trace Reference) can be used as TCE ID. This can significantly reduce the standardization impact of the current proposal.

Proposal 3: To discuss and agree to use Trace Reference as TCE ID.
The proposed solution is the most flexible and easy to maintain for the operator. In addition to the solution of the security issue, it supports TCE IP address relocation and TCE behind NAT configurations. It reuses existing mechanisms wherever possible and as a result its impact on network load is minimal among possible solutions with the same level of flexibility.

4 Proposal

It is proposed to discuss the issue above and agree the follows:
Proposal 1: To discuss and agree on a proposed S1 based solution for TCE IP protection issue.
Proposal 2: To discuss which network entity stores UE MDT context for management based MDT, as specified in TS 32.422: “the Logged MDT trace session context of the UE is stored in the network as long as the trace session is active, including also the periods when the UE is in connected state”.
Proposal 3: To discuss and agree to use Trace Reference as TCE ID.
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