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Agree on the proposal. Once agreed formal CRs will be produced.
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Rationale

In Logged MDT, TCE IP is configured to UE when MDT job is activated. It was confirmed by SA3 that there are security threats to send IP address of TCE to the UE. [1].
 To avoid such security problem there are some discussion which will not send the TCE IP address to UE but uses a unique identifier(TCE ID). So after eNB sends the identifier during the MDT configuration, UE will report the MDT data together with the identifier to the eNB. The eNB then will look for the corresponding TCE IP address based on the mapping information and report the MDT data to the TCE.
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There are two alternative solutions to get the mapping between the unique identifier and the TCE IP addresses.: 
Alternative 1: The eNB/RNC will fetch TCE IP according to TCE Identifier when the related TCE is unknown. See in figure 1:
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Figure 1: eNB Requests for TCE IP when MDT reporting TCE is unknown
IRPManager Configuration (Time1): 

· IRPManager configures the Logged MDT configurations to UE1/UE2/UE3 through eNB1 with the corresponding TCE ID.
Reporting (Time2):

· UE1/UE2 now connected to eNB2, and time is scheduled to report MDT data. 
· eNB2 got the MDT report from UE1 and UE2.

· eNB2 asked to get TCE IP address of TCE ID1(corresponds to UE1 MDT job) and TCE ID2(corresponds to UE2 MDT job) from IRPManager.

· eNB2 reported to TCE IP1 and TCE IP2 with the mapping information after IRPManager provides the TCE IP addresses.

Reporting (Time3):

· UE3 now connected to eNB3, and time is scheduled to report MDT data. 

· eNB3 got the MDT report from UE3.

· eNB3 asked to get TCE IP address of TCE ID3(corresponds to UE3 MDT job) from IRPManager.

· eNB3 reported to TCE IP3 with the mapping information after IRPManager provides the TCE IP address.

It would be perceived that: After several times of UE movement, eNB will get all the TCE IP address and TCE ID mapping information from the learning process. 
Alternative 2: OAM Pre-configure TCE IP and TCE ID mapping rules to related eNB, known and specified by operator, so that each possible eNB can convert TCE ID reported to correct TCE IP when eNB got MDT reports from UE. See figure 2:
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Figure 2 OAM pre-configure TCE ID and TCE IP mapping rule to eNB/RNC

IRPManager Configuration (Time1): 

· IRPManager configures the mapping information between TCE IP address and TCE ID to the related eNBs.

· IRPManager configures the Logged MDT configurations to UE1/UE2/UE3 through eNB1 with the corresponding TCE ID.

Reporting (Time2):

· UE1/UE2 now connected to eNB2, and time is scheduled to report MDT data. 

· eNB2 got the MDT report from UE1 and UE2.

· eNB2 reported to TCE IP1 and TCE IP2 with the mapping information.

Reporting (Time3):

· UE3 now connected to eNB3, and time is scheduled to report MDT data. 

· eNB3 got the MDT report from UE3.

· eNB3 reported to TCE IP3 with the mapping information.
Summary of the two approaches:

The drawback of Alternative1:

1. Many interactions from IRPAgent to IRPManager for the requesting of mapping information: Whenever eNB found unknown TCE ID, it’s required to initiate the request to IRPManager. Especially when UE is moving around cross many eNBs covered area, each related eNB will need to request for the mapping information which they have not before. In a wide area this will cause too many requests/responses. 

2. The long term consequence of alternative 1 would be same as just do preconfiguration in the beginning: It would be perceived that after several times of UE movement, eNB will get all the TCE IP address and TCE ID mapping information from the learning process. So alternative 1 will increase the interactions but finally achieve the same effect.

3. Problems with the synchronization of mapping information: 
a) In case of eNB will record the mapping information after it made the request to IRPManager, so far there is mechanism to support the update of the mapping information if operators decided to change the mapping between TCE IP address and TCE ID.
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b) In case eNB will not record the mapping information, then it’s required to require every time whenever eNB got a UE report which will greatly increase the unnecessary interactions.

The advantage of Alternative 2:

1. It will only have limited TCE servers in the networks, the preconfiguration could be done along the same way as the eNB traditional configuration.

2. There is no other effort/interaction needed with this approach.

Proposal: It is proposed for SA5 to agree on alternative 2 to support pre-configurations TCE IP and TCE ID mapping table on eNB before activating MDT job, avoid the security problem with sending the TCE address to UE.
4 Detailed proposal
It is proposed to agree on Alternative 2 as the solution to solve the security problem with sending the TCE address to UE. 

If group agrees, detail modification proposal on specification will be submitted.




































































































































































































































































































































