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	1st Modified Section


5.7
Distress and Remediation Procedure

HeNB device validation is specified in a way that most important security related faults and attacks can be prevented or at least detected. From a operational point of view it is most important that a device tampering (attempt) does not go unnoticed. While some of the detected attacks are uncritical others may need to be countered by triggering OAM remediation means such as installation of a new validated firmware. Following main situations of device tempering need to be distinguished:

· Detection of potential device tampering without the need for immediate remediation

· Detection of potential device tampering and start of remote remediation procedure

· Detection of fatal device security breach that can not be remedied remotely, followed by local HeNB shutdown attempt and blacklisting the device ID in HeMS

The next subchapters describes a set of procedures which follows an standardized escalation scheme, detection of a misconfigured or tampered HNB, remote remediation management to fix the reported problem and in case where remote management is not longer able to solve the problem the HNB shut down and blocking to protect the Mobile Operator Network.
5.7.1
Detection Procedure
When HeNB detects a device tampering or a fatal device breach, e.g.
· Unexpected firmware/software modification

· Unexpected configuration parameter change

· Unexpected behaviour of SW components (e.g. indicating attacks via the LAN) 
· Modified clock speed

· Modified antenna

· Case opened

· Circuit modifications

· Etc. 
an security alarm is generated and forwarded to the HMS according to the standardized Alarm Reporting procedure. Each generated security alarm contains event type information. Event types for security alarms are defined in TS 32.111-2 Annex B.
The EventType, ProbableCause and PerceivedSeverity information of a security relevant alarm is then used to initiate the respective remediation procedure.
Note: To forward the Alarm to the HeMS it may be necessary to configure the security relevant alarms as expedited (alternatively queued) at the HNB. 
5.7.2
Remediation Procedures

When HMS receives or detects a security relevant alarm due to suspected tamper or other fatal security breach on the device the alarm output parameters are used to determine which remediation procedures between HNB and HMS has to be started.

In the case that the alarm does not contain enough information to select the correct procedure (e.g. device opened without further information) the HMS may trigger a diagnostic test (e.g. check of software and configuration integrity) to get further information in the received report. The diagnostic test mechanism is described in [7].

5.7.2.1
Notification of potential device tampering without the need for immediate remediation
The alarms which initiate this procedure are forwarded by the HMS via the Interface Type 2 to a more specialized management functions (e.g. fraud detection system, Network Management, ...). Further analysis and actions are performed by the specialized management functions and will be out of scope of this procedure. In case that the tampered HNB is not able to inform the HMS about the situation (e.g. management traffic is blocked), HNB starts automatically an extended remediation procedure.

5.7.2.2
Notification of potential device tampering and start of remote remediation procedure
When HMS receives these alarms it forwards them via Interface Type 2 to the higher management functions (e.g. fraud detection system, Network Management, ...), analyses the reason and starts one of the following procedures:

· Reconfiguration of faulty or manipulated configuration data

HMS reconfigures the HNB via the Interface Type 1 (TR-069). If reconfiguration is not successful HMS initiates further defined procedures according to an escalation scheme (e.g. reboot and reconfigure HNB,  reset to factory defaults and then reconfigure HNB, etc.) If the reconfiguration fails again and HMS is not able to reconfigure the tampered HNB (e.g. management traffic is blocked), HMS starts automatically an extended remediation procedure.

· Reload of faulty or manipulated Software

HMS initiates a Software download at the HNB via the Interface Type 1 (TR-069) and reconfigures the HNB after successful Software download. If Software download is not successful HMS initiates further defined procedures according to an escalation scheme (e.g. reboot and request Software download of HNB,  reset to factory defaults and initiate a Software download request for the HNB, etc.). In case that Software download can not be finalized successfully (e.g. management traffic is blocked), HMS starts automatically an extended remediation procedure.

5.7.2.3
Notification of fatal device security breach that can not be remedied remotely, followed by local HNB shutdown attempt and blacklisting the device ID in HMS
After sending the Alarm to the HMS, HNB closes the management session and initiates a shut down. In case that the tampered HNB is not able to inform the HMS about the situation (e.g. management traffic is blocked), HNB starts automatically an extended remediation procedure.

When HMS receives this alarm it forwards the Alarm via Interface Type 2 to the higher management functions (e.g. fraud detection system, Network Management, ...), analyses the reason and waits for further instructions. (e.g. block HNB, etc.).

5.7.3
Extended remediation procedures

Extended remediation procedures are used to overcome and solve fault situations remotely even in case of a malfunctioning communication path between HNB and HMS. The remediation procedure via a predefined distress channel and the emergency remediation procedure are defined for both HNB and HMS.

5.7.3.1
Remediation procedure via a predefined distress channel (Optional)
As a prerequisite at least one distress channel needs to be defined. A distress channel is an alternative communication path between the HNB and the HMS and is based on a simplified protocol which allows performing basic operations in case of emergency. At least the equivalent TR-069 methods “ACS initiated session”, “Inform”, “Reboot”, “FactoryReset” and “Download” needs to be supported. Additionally a mechanism to trigger an “Emergency Diagnostic Test” and the method “Get” may be useful. To provide the basic security measures defined for TR-069 the HMS uses always a trigger mechanism to initiate a secure alternative management connection path from HNB to HMS. Examples for such communication paths are:

-
2nd IPSec connection

-
Alternative communication (e.g. direct internet access between HNB and HMS, this option is also a valid architecture option (management outside the IPSec tunnel)

-
Alternative communication path (e.g. air interface, i.e. HNB acts as UE)

The distress channel is used by the HNB and the HMS whenever the standard management connection doesn’t work properly. Beside the potential device tampering or a fatal device security breach the distress channel is also used by the HMS when a request for a ACS initiated session via the standard TR-069 communication path fails (e.g. firewall of the Internet Access Gateway IAGW blocks management traffic because of a misconfiguration). In all of these situations HMS uses the distress channel to trigger HNB according to TR-069 to establish a session over the standard communication path. If the communication over the standard path fails HNB uses the distress channel as 2nd communication path to establish a session to the HMS. 

In case the 2nd communication path is established successfully the HNB transfers the information and performs the management requests triggered by the HMS. The HMS uses the 2nd communication path to receive information from the HNB and to trigger management actions (see definitions for remediation procedures).

In case that management actions via the 2nd communication path fails as well (e.g. management traffic is blocked), HNB starts automatically the optional emergency remediation procedure or if emergency remediation procedure is not available HNB initiates immediately a shut down. The HMS informs the Network Management System via the Interface Type 2 about the faulty situation »no communication possible« and waits for further instructions (e.g. block HNB).

HMS performs this procedure when:

-
HMS receives a notification which requires a management action over the standard TR-069 communication path but the management action can not be performed successfully

-
HMS is instructed via the Interface Type 2 to initiate a connection to an active HNB but the management action can not be performed successfully over the standard TR-069 communication path (i.e. forced management request in case that connection to the Network is active but no OAM messages received for a long period)

HNB performs this procedure when:

-
HNB has an active connection to the HNB-GW/MME but is not able to exchange information with the HMS over the standard TR-069 communication path

-
HNB receives from HMS a connection request that can not be performed successfully over the standard TR-069 communication path

5.7.3.2
Emergency remediation procedure
The emergency remediation procedure is performed by the HNB in case that HNB has detected an potential security fault but is not able to exchange information with the HMS over the standard or remediation communication path combined with an active connection to the HNB-GW/MME. The emergency remediation procedure resets HNB and enforces the HNB to boot a failsafe boot image. The image is typically stored in a protected area and allows predefined basic procedures (e.g. Initiation of a communication session, Software download). After successful boot HNB connects to the emergency management system (initial HMS or dedicated emergency HMS) and requests a new Software image from the emergency management system. After successful Software download the HNB reboots with the downloaded Software image and performs the discovery and registration procedure as defined in chapter 5.1.

If the emergency remediation procedure fails as well the HNB initiates a shut down and the emergency management system informs the Network Management System via the Interface Type 2 about the faulty situation.

5.7.4
Higher Level Management System Measures

Based on the functionality of the higher level management system the Operator is able to initiate further actions or the system automatically starts predefined actions to the network. Examples fur such actions are:

-
Put HNB to the black list or delete it from the white list of a SGW

-
Block HNB at the HMS or at the HNB-GW/MME

-
Initiate information to Subscriber to replace HNB

-
Etc.
The measures are performed when a higher level management system receives an alarm from HMS which indicates a potential device tampering or a fatal device security breach that can not be fixed by the HMS.
	End of 1st Modified Section
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