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1
Decision/action requested

The group is requested to discuss and agree on the proposal of file transfer mechanisms in H(e)NB Type 1 interface.  
2
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3
Rationale
There were discussions in recent SA5 meetings on whether the FTPS protocol should be kept as one of the optional file transfer protocols for Home (e)NodeB Type 1 interface management.  This document is intended to elaborate more on the secure file transfer mechanisms used in H(e)NB type 1 interface.

We think both FTPS and SFTP have their merits, according to the following analysis:

1. FTPS and SFTP

FTPS is defined in [1]. It’s a direct extension protocol to the commonly used FTP which adds support for Transport Layer Security (TLS) and Secure Sockets Layer (SSL) as channel cryptographic protocols.

SFTP is an implementation of FTP that uses SSH (SSH-1 or SSH-2 transport protocol) to provide a secure FTP. It is one member of SSH family, which is designed to provide a remote shell access to the UNIX system. The main idea of SFTP is to extend SSH with file transfer protocol.

· FTPS has the following merits:

a)      FTPS is compatible with FTP, which has already be widely applied in the existing Internet. It is an easy and reliable way to upgrade file transfer functionality from FTP to FTPS with minimum impact to the existing network.

b)    Usage of X.509 certificate and TLS has already been specified to protect traffic between H(e)NB and H(e)MS in SA3 TS 33.320. It's a straightforward way to use FTPS (FTP over TLS) since TLS and X.509 certificate is already there. 

On the other hand, since SFTP can not fully support X.509 certificate and its certificate validation mechanism, SFTP is under the risk of masquerade and other attacks.  
c)
  Like FTP, FTPS supports resuming file transfer from breakpoints by REST command.
It was mentioned before the problem of FTPS when it uses CCC command in some firewall environment (control connection is unprotected after the execution of CCC command). However, the problem can be well resolved through appropriate configuration of the firewalls. For example, using FTPS active transfer mode and configure fixed ports on the firewall could be one of the solution.
· SFTP has merits on:

SFTP is more popular in UNIX-compatible platforms such as the Type 2 interface between NMS and EMS. It’s an efficient transmission protocol (binary format) with only one secure connection between the client and the server. 
However, some weaknesses of SFTP can also be found. For example, Standard-compliant implementations of SFTP can not fully support X.509 certificate and its certificate validation mechanism. SSH lacks of an infrastructure or mechanism to distribute the public keys of the hosts, which makes it vulnerable to man-in-the middle attack. 

To summarize, the two secure file transfer protocols are applicable to different security scenarios and both have pros and cons: FTPS is widely applied in the existing huge-volumed Internet devices while SFTP is more applicable to UNIX-compatible servers. The selection of which protocol to apply in a given scenario depends on the customer’s security requirements and the application environment. 
2. Mandatory or Optional qualifier of file transfer mechanism
As the H(e)NB type 1 interface management is based on the TR-069, there are the following descriptions in TR-069[2].
[image: image1.png]23.2 File Transfers
The RPC Method Specification (see Annex A) defines a mechanism to facilitate file downloads o

(optionally) uploads for a vaiety of purposes, such as firmware upgrades o vendor-specific configuration
files

File transfers can be performed by means of Unicast or (for downloads) Multicast transport protocols.
Unicast protocols include HTTP/HTTPS, FTP, SFTP and TETP. Multicast protocols include FLUTE and
DSM-CC. Support for HTTP/HTTPS is mandatory. and protocols other than those listed here can be
supported.

When initiated by the ACS, the CPE is provided with the location of the file fo be transferred, or details of
the Mulicast group to join. The CPE then performs the transfer, and notifies the ACS of the success or
failure.

Dowaloads may be optionally inifiated by a CPE. In this case, the CPE first requests a download of a
particular file type from the ACS. The ACS may then respond by initiating the dowaload following the
same steps as an ACS-initiated download.

Dowaloads may also be optionally initiated by an external event, e.g. a Multicast firmmware availability
announcement. In this case, the CPE performs the transfer antonomously, and notifies the ACS of the
success or failure

The CPE WAN Management Protocol also defines a digitally signed file format that may optionally be
used for downloads. This Signed Package Format s defined in Annex E.




We can conclude the following from the highlighted sentences:
1. TR-069 keeps the support of file transfer protocols open; it’s not restricted to the protocol listed in the TR-069 specification.

2. Support of HTTP/HTTPS is mandatory according to the description of TR-069.

4 Detailed proposal
Based on the analysis above, it’s proposed that:

1. Keep FTPS as one of the file transfer protocols of H(e)NB Type 1 management.

2. Make HTTP/HTTPS to be mandatory according to TR-069, and other protocols are kept as optional.

3. If the proposal is agreed, corresponding CR and pCR will be proposed for the update of TS 32.581 and TS 32.591.










































































































































































































































































































