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4.1.2
Signalling activation

4.1.2.1
General

In Signalling activation, the Trace Activation shall be carried out from the Core Network EM only [EM (PS), EM (CS), EM (HSS), EM (UE) and EM(EPC) are generally considered to be in the Core Network. A Core Network EM can be any of these or their combinations].

In case of home subscriber trace (i.e. in the HPLMN) the Trace Session activation shall go to the HSS / MSC Server / SGSN / MME. Instances where the home subscriber is roaming in a VPLMN, the HSS may initiate a trace in that VPLMN. The VPLMN may reject such requests.

In case of foreign subscriber trace (i.e. the HPLMN operator wishes to trace foreign subscribers roaming in his PLMN) the Trace Session activation shall go the MSC Server/VLR, SGSN / MME. Depending on the Trace Control and Configuration parameters received, the Core Network shall propagate the activation to selected NE's in the entire network – RAN and Core Network.
If the NE failed to activate the Trace Session, a Trace failure notification shall be sent to the TCE, and the Trace failure notification has the the same parameters as the notification notifyTraceRecordingSessionFailure defined in 3GPP TS 32.442 [24], the Trace failure notification file XML schema is defined in Annex A.
4.1.2.2
Intra PLMN signalling activation

The following figure represents the signalling based trace functionality within a PLMN. The figure represents a typical PLMN network. A dotted arrow with "Trace Parameter Configuration" represents the availability of the trace functionality at the EM for that domain. E.g. you cannot invoke a Signalling Trace at the EM (UTRAN) because there is no such arrow shown in the figure. You can however do it from the EM (CS Domain). Similarly "Trace Parameter Propagation" is allowed only for the interfaces indicated in the figure. E.g. there is no parameter propagation over Iu-B.

NOTE:
For tracing on the basis of IMEI(SV), the signalling based activation can be only initiated from the MSC/VLR or SGSN.
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Figure 4.1.2.2.1: Overview of Intra-PLMN Signalling Activation 

4.1.2.3
Inter PLMN Signalling Activation

The following figure represents the signalling based trace functionality between PLMNs. This is particularly useful when a roaming subscriber needs to be traced in a network. The figure represents a typical PLMN network and its connections with another PLMN’s HSS. A dotted arrow with "Trace Parameter Configuration" represents the availability of the trace functionality at the EM for that domain. E.g. you cannot invoke a Signalling Trace at the EM (UTRAN) because there is no such arrow shown in the figure. You can however do it from the EM (CS Domain). Similarly "Trace Parameter Propagation" is allowed only for the interfaces indicated in the figure. E.g. there is no parameter propagation over Iu-B.

NOTE:
There is no intention to allow tracing of a home subscriber roaming in a foreign network i.e. the trace function is limited to a single PLMN.
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Figure 4.1.2.3.1: Overview of Inter-PLMN Signalling Activation 

4.1.2.4
UTRAN activation mechanisms

See subclause 4.2.3.1.

4.1.2.5
PS Domain activation mechanisms

The following figure shows the Trace Session activation in the PS domain. The figure is an example of tracing PDP context.
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Figure 4.1.2.5.1: Trace session activation in PS domain for PDP Context

When a UE registers with the network by sending an ATTACH_REQUEST message to the SGSN, it updates the location information in the HSS by sending the UPDATE_GPRS_LOCATION message to the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration parameters to the SGSN by sending a MAP-ACTIVATE_TRACE_MODE - see 3GPP TS 29.002 [11] message to the SGSN. When an inter-SGSN routing area update occurs, HSS shall send the MAP-ACTIVATE_TRACE_MODE message to the new SGSN.

When SGSN receives the MAP-ACTIVATE_TRACE_MODE message it shall store the trace control and configuration parameters and shall start a Trace Session.

When any of the triggering events defined in the trace control and configuration parameters occur, (e.g. PS session is started (i.e. a ACTIVATE PDP CONTEXT REQUEST message is received from the UE)) the SGSN shall propagate the trace control and configuration parameters to the GGSN (by sending a GTP-CREATE_PDP_CONTEXT_REQUEST message) and to the radio network (by sending a RANAP-CN_INVOKE_TRACE message), if it is defined in the trace control and configuration parameters (NE types to trace). The Trace Session activation to UTRAN is described in clauses 4.1.2.4.

When HSS sends the MAP-ACTIVATE_TRACE_MODE  message to SGSN it shall include the following parameters to the message:

· IMSI (M).

· Trace reference (M).

· Triggering events for SGSN (M) and GGSN (M).

· Trace Depth (M).

· List of NE types to trace (M).

· List of interfaces  for SGSN (O), GGSN (O) and/or RNC (O).

When the SGSN sends the GTP-CREATE_PDP_CONTEXT_REQUEST  message to GGSN it shall include the following parameters to the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for GGSN (M).

· Trace Depth (M).

· List of interfaces for GGSN (O).

The following figure is an example of tracing for MBMS Context.
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Figure 4.1.2.5.2: Trace session activation in PS domain for MBMSContext

When HSS receives a Trace Session activation from its EMS, it shall store the received trace control and configuration parameters. At this point a Trace Session shall be started in the HSS.

When a UE registers with the network by sending an ATTACH_REQUEST message to the SGSN, it updates the location information in the HSS by sending the UPDATE_GPRS_LOCATION message to the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration parameters to the SGSN by sending a MAP-ACTIVATE_TRACE_MODE message to the SGSN. When an inter-SGSN routing area update occurs, HSS shall send the MAP-ACTIVATE_TRACE_MODE message to the new SGSN.

When SGSN receives the MAP-ACTIVATE_TRACE_MODE message it shall store the trace control and configuration parameters and shall start a Trace Session.

When any of the triggering events defined in the trace control and configuration parameters occur, (i.e. an ACTIVATE MBMS CONTEXT REQUEST message is sent to the UE)) the SGSN shall propagate the trace control and configuration parameters to the GGSN (by sending a GTP-CREATE_MBMS_CONTEXT_REQUEST message) and to the radio network (by sending a RANAP-CN_INVOKE_TRACE message), if it is defined in the trace control and configuration parameters (NE types to trace). The Trace Session activation to UTRAN is described in clauses 4.1.2.4.

The GGSN shall propagate the trace control and configuration parameters to the BM-SC (by sending a Diameter Gmb AAR message) if the BM-SC is defined in the trace control and configuration parameters (NE types to trace).

When HSS sends the MAP-ACTIVATE_TRACE_MODE message to SGSN it shall include the following parameters in the message:

· IMSI (M).

· Trace reference (M).

· Triggering events for SGSN (M), GGSN (M) and BM-SC (M).

· Trace Depth (M).

· List of NE types to trace (M).

· List of interfaces for SGSN (O), GGSN (O), BM-SC (O) and/or RNC (O).

When the SGSN sends the GTP-CREATE_MBMS_CONTEXT_REQUEST message to GGSN it shall include the following parameters in the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for GGSN (M) and BM-SC (M).

· Trace Depth (M).

· List of interfaces for GGSN (O) and BM-SC (O).
When the GGSN sends the Diameter Gmb AAR message to the BM-SC it shall include the following parameters in the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for BM-SC (M).

· Trace Depth (M).

· List of interfaces for BM-SC (O).
4.1.2.6
CS Domain activation mechanisms

The following figure shows the Trace Session activation in the CS domain. The figure is an example of tracing Mobile Originating Call.
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Figure 4.1.2.6.1: Trace Session Activation in CS domain

When HSS receives Trace Session activation from the EMS it should store the trace control and configuration parameters associated to the Trace Session.

If the UE registers to the network, by sending a LOCATION UPDATING REQUEST message to the MSC/VLR, the MSC Server/VLR updates the location information in the HSS by sending the MAP-UPDATE_LOCATION message to the HSS. After receiving the UPDATE_LOCATION message HSS shall propagate the trace control and configuration parameters by sending a MAP-ACTIVATE_TRACE_MODE  message to the MSC Server/VLR.

When the MSC Server/VLR receives the MAP-ACTIVATE_TRACE_MODE message from the HSS, it shall store the trace control and configuration parameters.

When any of the triggering event, defined in the trace control and configuration parameters, occurs (e.g. in case of Mobile Originating Call is started (i.e. the MSC Server receives the CM_SERVICE_REQUEST message with service type set to originating call establishment)) the MSC Server should propagate the trace control and configuration parameters to the MGW (by sending an ADD command with  a trace package - see 3GPP TS 29.232 [10]) and to the radio network if it is defined in the trace control and configuration parameters (NE types to trace). Trace Session activation for UTRAN is described in clauses 4.1.2.4. In case of inter-MSC Server handover the MSC Server-A should propagate the trace control and configuration parameters to the MSC Server-B.

When HSS sends the MAP-ACTIVATE_TRACE_MODE message to MSC Server it shall include the following parameters to the message:

· IMSI (M).

· Trace reference (M).

· Triggering events  for MSC Server (M) and MGW (M) .

· Trace Depth (M).
· List of NE types to trace (M).

· List of interfaces for MSC Server (O), MGW (O) and/or RNC (O).

When the MSC Server sends the ADD command with trace package to MGW it shall include the following parameters to the message:

· IMSI or IMEI (SV) (M).

· Trace reference (M).

· Trace Recording Session Reference (M).

· Triggering events for MGW (M).

· Trace Depth (M).

· List of interfaces for MGW (O).

4.1.2.7
Void

4.1.2.8
Tracing roaming subscribers

If a HPLMN operator activates a Trace Session for a home subscriber, while it (MS) is roaming in a VPLMN, it (HSS) may restrict the propagation of the Trace Session activation message to a MSC Server/VLR or to a SGSN located in the VPLMN.

Also, a MSC Server/VLR or a SGSN located in a VPLMN may accept any Trace Session activation message(s) coming from an HSS located in another PLMN. However, there shall be a capability to reject activations from another PLMN. 

4.1.2.9
Service Level Tracing for IMS activation mechanisms

4.1.2.9.1
General

Figure 4.1.2.9.1.1 illustrates signalling based activation for service level tracing within a home IM CN SS and a visited IM CN SS. An arrow with "Trace Parameter Configuration" represents the availability of the trace functionality at the EM for that domain. Similarly, An arrow with "Trace Parameter Propagation" represents the ability to propagate trace parameters only for the interfaces indicated.
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Figure 4.1.2.9.1.1: Overview of Signalling Activation for service level tracing for IMS

Trace Activation shall be initiated from the Core Network EM only [EM (UE), and EM (HSS)].

The EM (UE) and the interactions between the EM (UE) and the UE shall be achieved using OMA Device Management [18].

When service level tracing for IMS is required for a registered home subscriber in the home IM CN SS Trace Session activation shall go to the UE and the HSS. The HSS shall propagate the Trace Session activation to the S-CSCF, I-CSCF and the AS. 

The S-CSCF and I-CSCF shall propagate the Trace Session activation to the P-CSCF. The Trace Session activation shall be propagated to the MRF, MGCF and BGCF via the S-CSCF. When an IMS NE (i.e. S/I/P-CSCF, AS, HSS, MRF, MGCF, BGCF) receives Trace Session activation it shall save the received Trace control and configuration parameters and shall start a Trace Session.

When service level tracing for IMS is required for a registered home subscriber in a visited IM CN SS Trace Session activation shall go to the UE and the HSS. The HSS shall propagate the Trace Session activation to the S-CSCF, I-CSCF and the AS. The I-CSCF may prohibit the propagation of the Trace Session activation from the home IM CN SS to the P-CSCF in the visited IM CN SS. 

Editor’s Note: The ability to send Trace session activation to the S/I-CSCF in the home IM CN SS in the situation where it is not possible to send Trace Session activation to a UE is FFS.

4.1.2.9.2
Trace session activation for non-registered UE

Figure 4.1.2.9.2.1 illustrates the sending of Trace Session activation towards the HSS, S-CSCF, I-CSCF, AS and 
P-CSCF during the registration of a UE with the IM CN SS. 

As described in 3GPP TS 23.228 [15] for the purposes of signalling flows the user is considered always to be roaming. For a user roaming in their home network, the home network shall perform the role of the visited network elements and the home network elements.

NOTE:
For detailed information of application level registration procedures for IMS see 3GPP TS 23.228 [15].
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Figure 4.1.2.9.2.1: Trace Session activation for non-registered user

When HSS receives Trace Session activation from its EM (Step 1), it shall update the user information associated with the user for whom the trace is to be applied (Step 2). The HSS shall store the received trace control and configuration parameters (Step 3). At this point a Trace Session shall be started in the HSS.

When the EM sends the Trace Session activation to the HSS it shall include the following trace and configuration parameters in the message:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M)

· Service identification (M)

· Trace reference (M)

· Triggering events for HSS (M)

· Trace depth (M)

· List of NE types (M)

· Triggering events for S-CSCF (M), I-CSCF (M), P-CSCF (M), AS (M), BGCF (M), MRF (M), MGCF (M)

· Trace depth (M)

When the EM sends the Trace Session activation to the HSS it may include the following trace and configuration parameters in the message if required:

· List of interfaces for HSS (O)

· List of interfaces for S-CSCF (O), I-CSCF (O), P-CSCF (O), AS (O), BGCF (O), MRF (O), MGCF (O).

As described in 3GPP TS 23.228 [15] when a UE registers with the network by sending a REGISTER message (Steps 4 to 10), the HSS sends Service Control (user and filter information) to the S-CSCF (Steps 11). It shall also propagate trace control and configuration parameters to the S-CSCF. At this point a Trace Session shall be started in the S-CSCF (Step 12).

When the HSS sends the Cx-Put-Response operation to the S-CSCF (see 3GPP TS 29.228 [16]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M)

· Service identification (M)

· Trace reference (M)

· Triggering events for S-CSCF (M)

· Trace depth (M)

· List of NE types (M)

· Triggering events for I-CSCF (M), P-CSCF (M), BGCF (M), MGCF (M)

· 
When the HSS sends the Cx-Put-Response operation to the S-CSCF it may include the following trace and configuration parameters if required:

· List of interfaces for S-CSCF (O)

· List of interfaces for I-CSCF (O), P-CSCF (O), BGCF (O), MGCF (O)

Editor’s Note: The sending of trace and configuration parameters as part of the Cx-Put-Response operation is for FFS by CT4.

As described in 3GPP TS 23.218 [14] on reception of a REGISTER request, the S-CSCF shall send a third-party REGISTER request to the Application Server if the registration request from the user matches a contained trigger as downloaded from the HSS (Step 13 and 14).

As described in 3GPP TS 29.328 [17] the Application Server shall request from the HSS information such as service and user related information. In this case, the HSS shall determine that a trace request for the user is active and shall return to the Application Server trace control and configuration parameters (Step 16). At this point a Trace Session shall be started in the AS (Step 17).

When the HSS sends the Sh-Pull-Response operation to the AS (see 3GPP TS 29.328 [17]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M).

· Service identification (M)

· Trace reference (M)

· Triggering events for AS (M)

· Trace depth (M)

· List of NE types (M)

· Triggering events for MRF (M)

· 
When the HSS sends the Sh-Pull-Response operation to the AS it may include the following trace and configuration parameters if required:

· List of interfaces for AS (O)

· List of interfaces for MRF (O)

Editor’s Note: The sending of trace and configuration parameters as part of the Sh-Pull-Response operation is for FFS by CT4.

Upon successful registration the S-CSCF shall return a SIP 200 OK and shall propagate the received trace control and configuration parameters to the I-CSCF (Step 18). At this point a Trace Session shall be started in the I-CSCF (Step 19).

When the S-CSCF sends the 200 OK (Register) message to the I-CSCF (see 3GPP TS 24.228 [15]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M).

· Service identification (M)

· Trace reference (M)

· Trace depth (M)

· Triggering events for I-CSCF (M)

· List of NE types (M)

· Triggering events for P-CSCF (M)

· 
When the S-CSCF sends the 200 OK (Register) message to the I-CSCF it may include the following trace and configuration parameters if required:

· List of interfaces for I-CSCF (O)

· List of interfaces for P-CSCF (O)

If the P-CSCF resides in the same (i.e. home IM CN SS) network as the I-CSCF, the I-CSCF forwards the SIP 200 OK and shall propagate the retrieved trace control and configuration parameters to the P-CSCF (Step 20). At this point a Trace Session shall be started in the P-CSCF (Step 21). 

When the I-CSCF sends the 200 OK (Register) message to the P-CSCF (see 3GPP TS 24.228 [15]) it shall include the following trace and configuration parameters:

· Public User Identity (i.e. Identity of user initiating/terminating the traced service) (M)

· Service identification (M)

· Trace reference (M)

· Trace depth (M)

· Triggering events for P-CSCF (M)

· List of NE types (M)

When the I-CSCF sends the 200 OK (Register) message to the P-CSCF it may include the following trace and configuration parameters if required:

· List of interfaces for P-CSCF (O).

If the P-CSCF resides in a different (i.e. visited IM CN SS) network as the I-CSCF, the I-CSCF forwards the SIP 200 OK and may propagate the retrieved trace control and configuration parameters to the P-CSCF. If the P-CSCF is in a different network than the I-CSCF and the sending of trace control and configuration parameters from the home IM CN SS to the visited IM CN SS is prohibited then the I-CSCF shall restrict the sending of the trace control and configuration parameters. 

The P-CSCF shall forward the SIP 200 OK to the UE. The P-CSCF shall not send the retrieved trace control and configuration parameters.

4.1.2.9.3
Trace session activation for a registered UE

Figure 4.1.2.9.3.1 illustrates the sending of Trace Session activation towards the HSS, S-CSCF, I-CSCF, AS and P-CSCF during the re-registration of a UE with the IM CN SS. 

As described in 3GPP TS 23.228 [15] periodic application level re-registration is initiated by the UE either to refresh an existing registration or in response to a change in the registration status of the UE. Re-registration follows the same process as that defined for registration of a non-registered user.
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Figure 4.1.2.9.3.1: Trace Session activation for registered UE

When HSS receives Trace Session activation from its EM (Step 1), it shall update the user information associated with the user for whom the trace is to be applied (Step 2). The HSS shall store the received trace control and configuration parameters (Step 3). At this point a Trace Session shall be started in the HSS.

When the EM sends the Trace Session activation to the HSS it shall include the trace and configuration parameters as described in clause 4.1.2.9.2.

Prior to expiry of the agreed registration timer, the UE initiates a re-registration by sending a REGISTER message. 
The subsequent steps of re-registration of the UE as described in 3GPP TS 23.228 [15] and the signalling flow steps as described in subclause 4.1.2.9.2 apply.

The IM CN SS shall request a re-authentication of a registered UE when Trace Session activation is required before the UE performs a periodic re-registration, and when the subscription status of the registered UE is not to be affected. 

Following a network initiated re-authentication, the UE shall re-register with the IM CN SS and the procedures described for Trace Session activation for a registered UE shall apply.

4.1.2.9.4
Trace session activation at the UE

Figure 4.1.2.9.4.1 illustrates the sending of Trace Session activation from the Device Management Server (DMS) to a UE and the subsequent propagation of a SIP message including a start trigger event from the UE and the P-CSCF.

Editor’s note: The exact OMA Device Management enabler is FFS.
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Figure 4.1.2.9.4.1: Trace Session activation at a UE

A management session shall be established (Step 1) in accordance with OMA Device Management [18]. When a UE receives Trace Session Activation (Step 2) as part of the received management operation it shall store the Trace Control and configuration parameters, and may (e.g. depending on Operator conditions) start a trace session (Step 3).

When any of the triggering events occur at the UE (e.g. the service to be traced from the traced UE is initiated), and when the condition(s) as defined by the trace control and configuration parameters within the received management operation occur,  the UE shall start a trace recording (Step 4). As described in subclause 4.2.3.5 the UE shall include in the outgoing SIP (service) signalling message (e.g. INVITE) a Start Trigger Event (Step 5).

4.1.2.10
EPC activation mechanism

Figure 4.1.2.10.1 summarizes the Trace Session activation procedure in EPC:
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Figure 4.1.2.10.1: Trace Session activation procedure in EPC with GTP based S5 interface:

The Trace Session activation in MME can come for a home subscriber trace from HSS via the S6a interface or for a foreign subscriber from the EM of MME. 

When the UE makes an attach request to the MME, it updates the location information in the HSS. The HSS checks if the UE is being traced. If it is being traced, the HSS shall propagate the trace control and configuration data to the MME by  including the trace control and configuration parameters into the S6a-Insert subscriber data message or the S6a-Update Location Answer message. If the traced UE has already attached before receiving the Trace Session Activation from the EM/NM,  the HSS shall also propagate the trace control and configuration data to the MME by either S6a-Insert subscriber data message or the S6a-Update Location Answer message. When MME receives the trace control and configuration data from the HSS it shall store the information and shall start a Trace Session. 

During inter-MME TAU, the MME shall propagate the trace control and configuration parameters to the target MME within an S10- Context Response as part of inter-MME TAU procedures. During attach procedures where the context information is requested from the target MME, the MME shall propagate the trace control and configuration parameters within an S10-Identification Response message. During inter-MME handover, the MME shall propagate the trace control and configuration parameters to the target MME within an S10- Forward Relocation Request message as part of inter-MME handover procedures.
If the List of NE Types parameter specifies tracing in the SGW and/or Tracing in the PGW, MME shall propagate the trace control and configuration parameters via the S11 interface to the SGW per one of the following messages:

1. if a default bearer connection has not been established, via the S11: Create Session Request message

2. otherwise via the S11-Trace Session Activation message

The SGW upon receiving the trace control and configuration parameters shall start a trace session.

If the List of NE Types parameter specifies Tracing in the PGW, SGW shall propagate the trace control and configuration parameters via the S5 interface to the PGW per one of the following messages:
1. if a default bearer connection has not been established, via the S5: Create Session Request message

2. otherwise via the S5-Trace Session Activation message

The PGW upon receiving the trace control and configuration parameters shall start a trace session.
When a triggering events, defined in the trace control and configuration data occur (i.e. a session is started) a Trace Recording Session shall be started and the trace control and configuration data shall be propagated to the radio network to the eNB if the List of NE Types parameter specifies eNB tracing.  See section 4.2.3.6.
When HSS activates the trace to the MME the following trace control and configuration parameters shall be included in the message:

· IMSI or IMEISV
· Trace Reference

· Triggering events for MME, Serving GW, PDN GW

· Trace Depth
· List of NE types to trace

· List of Interfaces for MME, Serving GW, PDN GW, eNB

· IP address of Trace Collection Entity

When MME activates the trace to the SGW the following trace control and configuration parameters shall be included in the message::

· IMSI or IMEISV

· Trace Reference

· Triggering events for Serving GW, PDN GW

· Trace Depth
· List of NE types to trace

· List of Interfaces for Serving GW, PDN GW

· IP address of Trace Collection Entity
When SGW activates the trace to the PGW the following trace control and configuration parameters shall be included in the message:
· IMSI or IMEISV 
· Trace Reference

· Triggering events for PDN GW

· Trace Depth
· List of Interfaces for PDN GW

· IP address of Trace Collection Entity

When MME sends the trace control and configuration parameters to the eNB the following information shall be included in the message:

· Trace Reference

· Trace Recording Session Reference

· Trace Depth
· IP Address of Trace Collection Entity
and the following information may be included in the message:

· List of Interfaces for eNB

Figure 4.1.2.10.1.A illustrates the Trace Session activation in case of PMIP based S5 interface. The figure contains only the difference compare to the GTP based S5 interface
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Figure 4.1.2.10.1.A Trace Session Activation from SWG to PGW in case of PMIP based S5 interface

When the SGW receives the Trace Session activation message and the List of NE Type to trace parameter specifies Tracing in the PDN GW , SGW shall send Trace Session Activation to PDN GW via the PCRF. The Trace Session activation can be done as part of the IP CAN session establishment or as a standalone procedure [29]. 

The Trace Session Activation shall include the following information:

· IMSI or IMEISV

· Trace reference

· Trace Recording Session Reference

· Trace Depth
· Triggering events for PDN GW

· List of Interfaces for PDN GW

· IP address of Trace Collection Entity

When the PCRF receives the Trace Session Activation it shall forward the same trace control and configuration parameters to the PDN GW [29]. 

Figure 4.1.2.10.2 illustrates the Trace Session activation when the UE is attached from a non-3GPP access network. 
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Figure 4.1.2.10.2 Trace Session activation procedure to PGW in case of UE attaches from non-3GPP access network

When the UE attaches to the EPC network via a non-3GPP access network the Trace Session activation to the PGW can be done only via HSS and AAA server. Therefore when the UE attach is signalled to the HSS via non-3GPP access network, the HSS shall send the the Trace control and configuration parameters to the AAA server as part of the user profile download [25]. The following information shall be included in the downloaded user data:

· IMSI, or IMEI(SV)

· Trace Reference

· Triggering event for PGW

· Trace Depth
· List of interface for PGW

· IP address of Trace Collection Entity

When the AAA server receives the user profile, which contains also the trace control and configuration parameters, it shall store the received trace control and configuration parameters. The AAA server shall forward the received trace control and configuration parameters in the authorization when it receives the authorization request from the PGW during the PDN connectivity. 

The event, which triggers the authorization in the PDN GW depend on the used IP mobility protocol:

· In case of DSMIP (option A), it is a binding update received from the UE,  

· In case of PMIP (Option B), it is a proxy binding update request received from the Trusted Non-3GPP GW or ePDG playing the role of the Mobile Access Gateway (MAG)

If the UE is already registered to the HSS by a AAA server via the SWx interface, Trace Session activation shall also be possible from the HSS to the PDN GW via the AAA server. In that case the HSS sends the Trace Session activation message with a push profile request. 

The AAA server shall examine the received user profile and if Trace Session activation is needed in the PDN GW, it shall initiate a re-authorization procedure towards the the PDN GW. The Trace Session is activated to te PDN GW using this re-authorization procedure. When PDN GW receives the Trace Session activation message, it shall save the received trace control and configuration parameters.

4.1.2.11
E-UTRAN activation mechanisms

The Trace Session should be activated in in an eNB when the eNB receives the TRACE START, INITIAL CONTEXT SETUP REQUEST or HANDOVER REQUEST message with the IE Trace Activation from the MME and if some activities have been started on the interfaces that have been requested to be traced.

If the subscriber or equipment which is traced makes a handover to a target eNB using the X2 interface, the source eNB should propagate the trace control and configuration parameters further to the target eNB by using the HANDOVER REQUEST message. When the target eNB receives the HANDOVER REQUEST message it should immediately start a Trace Session according to the trace control and configuration parameters received in the HANDOVER REQUEST message. 
If the subscriber or equipment which is traced makes a handover to a target eNB using the S1 interface, it is the MME's responsibility to propagate the trace control and configuration parameters to the target eNB.
Interaction with Relocation

If the tracing shall continue also after the relocation has been performed, the CN Invoke Trace procedure shall be re-initiated from the CN towards the future eNB after the Relocation Resource Allocation procedure has been executed successfully.
The TRACE START, INITIAL CONTEXT SETUP REQUEST or HANDOVER REQUEST message that is received from the MME contains the following information:

· Trace Reference (including Trace Recording Session Reference)
· Trace Depth
· List of interfaces for eNB
· IP address of Trace Collection Entity

	Next Modified Section


4.2.3.1
UTRAN starting mechanisms

In an RNC the Trace Recording Session will always be the same as the Trace Session as no triggering events are defined in UTRAN. Therefore a Trace Recording Session should be started in an SRNC when the SRNC receives the CN_INVOKE_TRACE message from the Core Network and if some activities have been started on the interfaces that have been requested to be traced. If the SRNC receives a second CN_INVOKE_TRACE message from the CN with the same Trace Reference that have been received in the first CN_INVOKE_TRACE message, a new Trace Recording Session should not be started as it is already started.

The CN_INVOKE_TRACE message that is received from the Core Network (MSC Server or SGSN) contains the following information:

· Trace Reference 

· UE identity (IMSI or IMEI(SV)

· Trace Recording Session Reference

· Trace Depth
· List of interfaces for RNC

If the SRNC does not have enough resources it may not start a Trace Recording Session.

The Trace Recording Session Reference shall be the same as received in the CN_INVOKE_TRACE message.

In a DRNC the Trace Recording Session should be started when the DRNC receives the IUR_INVOKE_TRACE message. If the DRNC does not have enough resources it may not start a Trace Recording Session.

The Trace Session is activated to the RNC by sending a CN_INVOKE_TRACE message from the CN (MSC Server or SGSN). When RNC receives the CN_INVOKE_TRACE message it should immediately start a Trace Session and a Trace Recording Session according to the trace control and configuration parameters received in the CN_INVOKE_TRACE message. 

If there are not enough resources in RNC to start a Trace Recording Session, the RNC may reject to start a Trace Recording Session. However the RNC shall start the Trace Session.

In the case RNC receives multiple CN INVOKE TRACE messages for the same subscriber or equipment (e.g. simultaneous CS/PS connections):

· If the Trace Reference is equal to an existing one, a new trace session and trace recording session shall not be started;

· If the Trace Reference is not equal to an existing one, a new trace session and trace recording session may be started.

The following figure shows an example for a CS call how the Trace Session is activated to RNC. In the example it is assumed that there is no PS connection at all during the CS call.
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Figure 4.2.3.1.1: Starting a Trace Recording Session (Signalling) in UTRAN

Interaction with soft-handovers

If the subscriber or equipment, which is traced, makes a soft handover the SRNC should propagate the trace control and configuration parameters further to the DRNC by using the IUR_INVOKE_TRACE message. When the DRNC receives the IUR_INVOKE_TRACE message it should immediately start a Trace Session and a Trace Recording Session according to the trace control and configuration parameters received in the IUR_INVOKE_TRACE message. 

If there are insufficient resources in the DRNC, the DRNC may not start a Trace Recording Session.

The Trace Recording Session Reference sent by the SRNC to the DRNC shall be the same what SRNC has received in the CN_INVOKE_TRACE message from the CN. 

Interaction with Relocation

If the tracing shall continue also after the relocation has been performed, the CN Invoke Trace procedure shall be re-initiated from the CN towards the future SRNC after the Relocation Resource Allocation procedure has been executed successfully.
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5.3
Trace Depth (M)

This mandatory parameter defines how detailed information should be recorded in the Network Element. The Trace Depth is a paremeter for Trace Session level, i.e., the Trace Depth is the same for all of the NEs to be traced in the same Trace Session. 
The following table describes the values of the Trace Depth parameter.
	Trace Depth
	Meaning

	Minimum
	Recording of some IEs in the signalling messages plus any vendor specific extensions to this definition, in decoded format. 

	Medium
	Recording of some IEs in the signalling messages together with the radio measurement IEs plus any vendor specific extensions to this definition, in decoded format. 

	Maximum
	Recording entire signalling messages plus any vendor specific extensions to this definition, in encoded format. 

	MinimumWithoutVendorSpecificExtension
	Recording of some IEs in the signalling messages in decoded format. 

	MediumWithoutVendorSpecificExtension
	Recording of some IEs in the signalling messages together with the radio measurement IEs in decoded format. 

	MaximumWithoutVendorSpecifcExtension
	Recording entire signalling messages in encoded format. 


At least one of Minimum, Medium or Maximum trace Depth shall be supported depending on the NE type (see trace record description in TS 32.423 [3] for details).
Trace depth shall be an enumerated parameter with the following possible values: 
0 –Minimum, 

1 – Medium 

2 – Maximum

3 – MinimumWithoutVendorSpecificExtension

4 – MediumWithoutVendorSpecificExtension 

5 – MaximumWithoutVendorSpecificExtension
	End of modifications


� EMBED Visio.Drawing.11  ���








�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





[image: image14.wmf]UE

MAG

PDN GW

3

GPP AAA

server

HSS

Authentication and Authorization

Attach

User Profile request

User Profile Download 

(

Trace Info

)

DSMIP

: 

Binding Update

Storing Trace control 

and configuration 

paramaters

Authorization request

Authorization Answer 

(

Trace Info

)

Option A

PMIP

:  

Proxy Binding 

Update

Option B

Storing Trace control 

and configuration 

paramaters

Storing Trace control 

and configuration 

paramaters

EM

Trace Session Activation

Authorization request

Authorization Answer 

(

Trace Info

)

_1208859592.vsd
�

�

EMS�

Storing Trace Control & Configuration parameters�

Starting Trace Recording Session�

GGSN�

SGSN�

HSS�

UE�

Storing Trace Control & Configuration parameters�

Trace Session Activation�

ATTACH_REQUEST�

UPDATE_GPRS_LOCATION�

MAP-ACTIVATE_TRACE_MODE�

SM-ACTIVATE_PDP_CONTEXT_REQUEST�

GTP-CREATE_PDP_CONTEXT_REQUEST�

Starting Trace Session & Trace Recording Session�


_1263901421.vsd
IBM 37XX


IBM PS/2


Processor


Data


Radio tower


Drag the side handles to change the width of the text block.


Gn


MSC / VLR


EM
(UTRAN)


RNC


RNC


BM-SC


SGSN


EM
(CS Domain)


HSS


 D  


Iu-CS


Gs


Parameter 
Propagation


Trace Parameter 
Configuration


Trace Parameter Configuration


Gr


MGW


Node B


EM
(PS Domain)


Iu - B


Signalling Link


Management Link


 Gc 


Iu-PS


Iu - R


GGSN


Gmb


Parameter Propagation


Parameter 
Propagation


Parameter
 Propagation


Parameter Propagation


Parameter Propogation


Mc


EM


PLMN - A


PLMN - B


eNB


MME


EM
(EPC)


EM
(E-UTRAN)


S3


S1-MME


Trace Parameter Configuration


Parameter Propagation


S6a


Serving GW


PDN GW


S11


Parameter 
Propagation


S1-U


S5



_1293542895.doc


HSS







Update Location Answer







  Trace Session Activation







Starting Trace



Recording Session







Starting Trace



Recording Session







Starting Trace



Recording Session







 Create Session Request











EMS







Storing Trace Control & Configuration Parameters











Storing Trace Control & Configuration Parameters











 Create Session Response







 Create Session Response







 Initial Context Setup Request







Storing Trace Control & Configuration Parameters







  Update Location Request







 Attach_Request











eNodeB







PGW







SGW







MME











 Attach_Request







Storing Trace Control & Configuration































Starting Trace



Recording Session







UE







Storing Trace Control & Configuration Parameters



































 Create Session Request












_1302605067.doc






Trace Session Activation















Starting Trace



Recording Session























Storing Trace Control & Configuration Parameters































Trace Session Activation



















PGW







PCRF







SGW















Trace Session Activated / Trace Recording Session Started












































































_1295432141.vsd
UE


MAG


PDN GW


3GPP AAA
server


HSS


Authentication and Authorization


Attach


User Profile request


User Profile Download (Trace Info)


DSMIP: Binding Update


Storing Trace control and configuration paramaters


Authorization request


Authorization Answer (Trace Info)


Option A


Authorization request


Authorization Answer (Trace Info)


PMIP:  Proxy Binding Update


Option B


Storing Trace control and configuration paramaters


Storing Trace control and configuration paramaters


EM


Trace Session Activation



_1263994814.vsd
IBM 37XX


IBM PS/2


Processor


Data


Radio tower


Drag the side handles to change the width of the text block.


Gr


MSC / VLR


EM
(UTRAN)


RNC


RNC


BM-SC


SGSN


EM
(CS Domain)


HSS


 D  


Iu-CS


Gs


MGW


Gn


Node B


EM
(PS Domain)


Iu - B


Signalling Link


Management Link


 Gc 


Iu-PS


Iu - R


Trace Parameter Configuration


Parameter 
Propagation


Parameter
 Propagation


Parameter Propagation


Parameter Propogation


GGSN


Trace Parameter Configuration


Mc


Gmb


Parameter Propagation


Parameter 
Propagation


Parameter
Propagation


Trace Parameter 
Configuration


S5


eNB


MME


EM
(EPC)


S3


S1-MME


Trace Parameter Configuration


Parameter Propagation


S6a


Serving GW


PDN GW


Parameter 
Propagation


S1-U


S11


Parameter 
Propagation



_1208859611.vsd
�

�

EMS�

Storing Trace Control & Configuration parameters�

Starting Trace Session�

MGW�

MSS/VLR�

HSS�

UE�

Storing Trace Control & Configuration parameters�

Trace Session Activation�

LOCATION_UPDATING_REQUEST�

UPDATE_LOCATION�

MAP-ACTIVATE_TRACE_MODE�

Starting Trace Recording Session�

Starting Trace Session�

CM-SERVICE_REQUEST�

MEGACO-Trace package with ADD command�


_1208859676.vsd
�

MSC-S�

RNC�

UE�

Trace Session started�

Trace Session and Trace Recording Session started�

Trace Session and Trace Recording Session stopped�

CM_Service_Request�

CN_Invoke_Trace�

Setup�

Iu Release Command�

Iu Release Complete�

.
.
.�


_1207629306.vsd
�

�

UE�

19. Storing Trace Control & Configuration parameters�

P-CSCF�

I-CSCF�

HSS�

21. Storing Trace Control & Configuration parameters�

EM�

�

�

1. Trace Session Activation�

3.Storing Trace Control & Configuration parameters�

5. REGISTER�

�

6. Cx-Query/
Cx-Select-Pull�

7. Cx-Query/ 
Cx-Select-Pull Resp.�

�

8. REGISTER�

�

14. 200 OK�

�

�

20. 200 OK
(incl. Trace Session activation)�

�

S-CSCF�

4. REGISTER�

9. Cx-Put/ Cx-Pull�

10. Cx-Put/ 
Cx-Pull Resp.�

15. Sh-Pull�

17. Storing Trace Control & Configuration parameters�

16. Sh-Pull Resp.
(incl. Trace Session Activation) �

18. 200 OK
(incl. Trace Session activation)�

22. 200 OK�

12. Storing Trace Control & Configuration parameters�

AS�

11. Service Control
(incl. Trace session activation)�

2. Update of user�s profile information�

13. Third Party REGISTER�


_1207818439.vsd
�

�

DMS�

2. UE Management operation
(incl. Trace Session activation)�

3. Storing Trace Control & Configuration parameters�

UE�

1. Management session established�

P-CSCF�

5. SIP INVITE
(Start Trigger Event)�

4. Trigger event detected and Trace recording started�


_1208859591.doc


HSS







MAP_Activate_Trace_Mode







  Trace Session Activation







Starting Trace



Recording Session







 GTP_Create_MBMS_Context_Request







Starting Trace



Recording Session







 SM_Activate_MBMS_Context_Request











EMS



























Storing Trace Control & Configuration Parameters











  Update_GPRS_Location







 Attach_Request











BM-SC







UE







GGSN







SGSN















Storing Trace Control & Configuration Parameters































 Diameter Gmb AAR











Starting Trace



Recording Session








































_1207636559.vsd
�

�

UE�

19. Storing Trace Control & Configuration parameters�

P-CSCF�

I-CSCF�

HSS�

21. Storing Trace Control & Configuration parameters�

EM�

�

�

1. Trace Session Activation�

3.Storing Trace Control & Configuration parameters�

5. REGISTER�

�

6. Cx-Query�

7. Cx-Query Resp.�

�

8. REGISTER�

�

14. 200 OK�

�

�

20. 200 OK
(incl. Trace Session activation)�

�

S-CSCF�

4. REGISTER�

9. Cx-Put/ Cx-Pull�

10. Cx-Put/ 
Cx-Pull Resp.�

15. Sh-Pull�

17. Storing Trace Control & Configuration parameters�

16. Sh-Pull Resp.
(incl. Trace Session Activation) �

18. 200 OK
(incl. Trace Session activation)�

22. 200 OK�

12. Storing Trace Control & Configuration parameters�

AS�

11. Service Control
(incl. Trace session activation)�

2. Update of user�s profile information�

13. Third Party REGISTER�


_1207577711.vsd
IBM 37XX�

IBM PS/2�

Processor�

Data�

Radio tower�

Drag the side handles to change the width of the text block.�

�

Sh�

AS�

Parameter
Propagation�

Cx�

�

Parameter
Propagation�

MRF�

MGCF�

Parameter Propagation�

�

Parameter
Propagation�

Cx�

�

Mw�

Mr�

Parameter Propagation�

Mw�

EM
(UE)�

I-CSCF�

P-CSCF�

EM
(IMS Domain)�

HSS�

Gm�

Parameter
Propagation�

Parameter
Propagation�

Parameter
Propagation�

Parameter
Propagation�

Parameter Propagation�

�

Signalling Link�

Management Link�

Trace Parameter Configuration�

�

S-CSCF�

Mg�

BGCF�

Mi�

Trace Parameter Configuration�

�

UE�


