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5.1.1 
Discovery procedures via HMS (initial) accessible on the MNO Intranet (Mandatory)
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Figure 5.1.1-1: HNB-GW discovery via HMS (initial) accessible on the MNO Intranet 
1. The HNB establishes a LAN connectivity to the Internet when it is initially powered up.
2. The HNB initiates a process to get IP address of Security Gateway (initial).

2.1 The HNB requests outer DNS (Domain Name Server) server for the address of Security Gateway (initial)’s URL.
2.2.DNS responds to the HNB with the IP addresses of Security Gateway (initial) URL.
2.3 An IPSEC Tunnel is established between the HNB and Security Gateway (initial).2.3 The secure connection is established between the HNB and Security Gateway (initial).

2.4 The HNB requests DNS (inner) via IPSec tunnel secure connection for the address of HMS (initial) URL.
2.5 DNS (inner) responses to the HNB with the IP addresses of HMS (initial).
3. The CWMP Session is established between the HNB and HMS (initial). 
4. The HNB sends to HMS (initial) an Inform Request containing location parameters and HNB Identity etc.
Note: For the definition of location parameters, see subclause 6.1.2 of [9].
5. HMS (initial) returns an Inform response to accept the HNB location information.
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5.1.2 
Discovery procedures via HMS (initial) accessible on the public Internet (Mandatory)
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Figure 5.1.2-1: HNB-GW discovery via HMS (initial) accessible on the public Internet
In this case the HNB is factory programmed with the initial TR-069 manager URL. The MNO needs to publish the initial TR-069 manager domain name in the outer DNS. At the initial switch-on, the HNB performs the following steps:

1. The HNB establishes a LAN connectivity to the Internet when it is initially powered up.
2. The HNB resolves the host name of the HMS (initial) through going to the outer DNS

3. TR-069 session establishment with the HMS (initial) that is accessible on the public Internet using TLS/SSL security.

4. The HNB sends to HMS (initial) an Inform Request containing location parameters and HNB Identity etc.
Note: For the definition of location parameters, see subclause 6.1.2 of [9].

5. HMS (initial) returns an Inform response to accept the HNB location information.
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5.2.1 
HNB registration Procedure (Mandatory)

HNB registration is a process to put the HNB into service when it is initially powered up. The process contains two sub-processes of registration: registration to HMS (serving) and registration to HNB-GW.  In this section, the HNB registration is mainly focused on registration to HMS (serving), and registration to HNB-GW has a reference to the definition of TS 25.467 Section 5.2.2. HMS (serving) may be physically different from HMS (initial).   
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Figure 5.2.1-1: HNB Registration procedure flow
1. The HNB has discovered the Serving SeGW and the Serving HMS and optionally HNB-GW (if the HMS (initial) provided the HNB-GW during the discovery procedures) and start the registration process. If the secure connection between the HNB and HMS (serving) has already been established, then go directly to step 4. In this case, HMS (serving) is the same physical entity as HMS (initial).
Note: if the HNB-GW information is not provided during the discovery procedure flow then it shall be provided in step 5.3.
2. If the local access information of Security Gateway (serving) obtained by the HNB is URL, then the HNB fetches the IP address of Security Gateway (serving) from public outer DNS. If the HMS connection is to be established outside the IPSEC tunnel and the HMS (serving) obtained by the HNB is URL, then the HNB also fetches the IP address of HMS (serving) from outer DNS
2.1 The HNB requests public outer DNS (Domain Name Server) server for the IP address of the Security Gateway (serving)’s URL and optionally the HMS (serving)’s URL.
2.2. Public Outer DNS responds to the Home NodeB with the IP addresses of the Security Gateway (serving) URL and optionally the IP address of HMS (serving) URL.
3. A secure connection is established between the HNB and Security Gateway (serving).
4. If the HMS connection is to be established inside the IPSEC tunnel and the If the HMS (serving) obtained by the HNB is URL, then the HNB fetches the IP address of HMS (serving) from DNS server (inner) via the secure connection.

4.1 The HNB requests DNS server (inner) via secure connection for the IP address of the HMS (serving) URL.
4.2. DNS (inner) responds to the Home NodeB with the IP addresses of HMS (serving) URL.

5. Registration to HMS (serving)

5.1 The HNB sends to HMS (serving) an Inform Request message containing HNB general information as location parameters and HNB Identity, which has a reference to TS 25.467 Section 5.2.2 etc.
Note: TR-098 [11] defines a list of device information parameters under InternetGatewayDevice.DeviceInfo such as, Manufacturer, ManufacturerOUI (Organizationally unique identifier), ModelName, ProductClass, SerialNumber and HardwareVersion,

As per Table 36 of [5], HNB must send Manufacturer, OUI (or ManufacturerOUI), ProductClass and SerialNumber in this Inform Request message.  As per this specification, HNB must send location parameters and HNB Identity in this Inform Request message.  In addition, HNB may send other parameters, in this Inform Request message, such as ModelName, HardwareVersion.  
For the definition of location parameters, see subclause 6.1.2 of [9].
5.2 HMS (serving) returns an Inform Response message to accept the HNB general information.

Note: In addition to 5.1 and 5.2 being performed, HMS may issue a series of TR‑069 get operations to obtain HNB parameter values to determine a suitable configuration data.
5.3 The HMS (serving) provisions the HNB with configuration data optionally including HNB-GW (if the HNB-GW is not provided in the discovery procedures then it must be provided in step 5.3) 
5.4 The HNB acknowledges the provisioning data by sending a SetParameterValue Response

Optionally if CM is done by means of a file download then step 5.3 and step 5.4 are replaced by 5.3-bis and 5.4 bis: 

5.3-bis HMS (Serving) may trigger by means of download RPC a CM file download providing CM data. 

5.4-bis CM file download procedure optionally including the HNB-GW.

6. If the HNB-GW obtained by the HNB is URL, then the HNB fetches the IP address of the HNB-GW from DNS server (inner) via the secure connection.

6.1 The HNB requests DNS server (inner) via secure connection for the IP address of the HNB-GW URL.
6.2. DNS (inner) responds to the Home NodeB with the IP addresses of HNB-GW URL.

7.  Registration to HNB-GW, which is already defined in TS 25.467 section 5.2.2.            
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