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1 Decision/action requested

Modifications on document S5-093261

2 References

[1] TS 32.593 v0.2.0

3 Rationale

Procedure flows for discovery and registration need to be ed in [1]. 

4 Detailed proposal

	1st Modified Section


5 Procedure Flows

5.1 Discovery and registration procedures
5.1.1 Overview
When HeNB is powered up, it needs to establish connectivity with the Serving HeMS for management purposes and with the MME for EPC connectivity purposes. The transport layer protocol for both of these connections is IP. IP connectivity with Serving HeMS is established using Serving HeMS discovery procedures. Using these procedures, the HeNB is able to:

· Acquire IP address of the HeMS

· Establish secure IP connection with the HeMS 

The IP address(es) of the S1 interface is provided to the HeNB in one of the following ways:

· By the Initial HeMS during Serving HeMS discovery procedure

· By the Serving HeMS during the registration procedure of the HeNB with the HeMS. 

Once the HeNB has established the IP connectivity with the Serving HeMS, the HeNB must register with the Serving HeMS. This is accomplished using the HeNB registration with Serving HeMS procedure, described in Section ‎5.1.3. 

The registration of the HeNB with MME (S1 Setup procedure) is specified in [8].

Figure ‎5‑1 illustrates discovery and registration procedures executed by the HeNB upon power up.
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Figure ‎5‑1  Discovery and registration procedures
5.1.2 Serving HeMS discovery procedures

5.1.2.1 Overview

Operators may deploy their management infrastructure in different ways. Specifically, Initial HeMS may be accessible within the operator’s secure public network domain or on the public internet. The following Serving HeMS discovery procedures are defined to accommodate these deployment scenarios:

· Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain (Section ‎5.1.2.2)

· Serving HeMS discovery via Initial HeMS accessible on the public internet (Section ‎5.1.2.3)

Comment 01:

The procedures should be as close as possible with the corresponding procedures for the HNB. The 32.581 specification describes two security mechanisms on how to communicate with the HMS via TR-069 CWMP:
•
utilising SSL/TLS outside the IPsec Tunnel

•
within the IPsec Tunnel with the option to utilise SSL/TLS within the IPsec Tunnel for additional end-to-end security

Therefore multiple configuration and use cases should be considered for the discovery and the registration phase (depending on the security mechanis and if SeGW are configured or not):

· Device Auth with initial HeMS (no initial SeGW)

· Device Auth with initial SeGW (no end-to-end TLS)

· Device Auth with initial SeGW + initial HeMS (end-to-end TLS)

· Hosting Party Auth with initial HeMS (no initial SeGW)

· Hosting Party Auth with initial SeGW (no end-to-end TLS)

· Hosting Party Auth with initial SeGW + initial HeMS (end-to-end TLS)

The message flows and procedure descriptions below should be adapted accordingly.

5.1.2.2 Serving HeMS Discovery via Initial HeMS accessible inside operator’s private secure network domain (Mandatory)
This procedure applies for deployments with Initial HeMS, wherein Initial HeMS is accessible only from inside the operator’s private secure network domain.3

In this case the HeNB is factory programmed with:

· FQDN or IP address of the Initial HeMS

· FQDN or IP address of the Initial SeGW

Comment 02:

According to S5-092721 it is also possible that these data are stored on the USIM card. How will these data be transfered and/or used?
The procedure for Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain is described next and illustrated in Figure ‎5‑2.

As a pre-condition, the HeNB establishes IP connectivity to the Internet when it is initially powered up.
1. Steps 1.1-2.5 allow HeNB to establish a secure connection with the Intial HeMS. 
1.1 The HeNB initiates a process to get IP address of the Initial SeGW. If the HeNB already has the IP address then go to step 1.3. If the HeNB has the FQDN, the HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Initial SeGW.

1.2.DNS responds to the HeNB with the IP address of the Initial SeGW. 

1.3 A secure connection via IPSec tunnel is established between the HeNB and Initial SeGW. 
1.4 The HeNB initiates a process to get IP address of the Initial HeMS. If the HeNB already has the IP address then skip step 1.4 and step 1.5. If the HeNB has the FQDN, the HeNB performs DNS query to a private DNS for the IP address corresponding to the FQDN of the Initial HeMS.

1.5 Private DNS responds to the HeNB with the IP address of the Initial HeMS.
A secure connection via IPSec tunnel is now established between the HeNB and the Initial HeMS.
2. Steps 2.1-2.2 allow the HeNB to establish a TR-069 session with Initial HeMS, as specified in [7]. 

2.1 
The HeNB sends to Initial HeMS an Inform request containing Device ID of the HeNB and optionally location information and/or other parameters.

Comment 03:

Why is location information optionally? For HNB, 32.583-800 specifies “4. The HNB sends to HMS (initial) an Inform Request containing location parameters and HNB Identity etc.” (See chapter 5.1.1)
2.2
Initial HeMS returns an InformResponse to accept the session.
3. Steps 3.1-3.2 allow the HeMS to provide the HeNB with the IP address of the Serving SeGW and Serving HeMS. 

3.1. Initial HeMS invokes SetParameterValues RPC method to configure the IP address of the Serving SeGW and Serving HeMS. Initial HeMS may also provide the far-end IP address of the S1 interface at this stage. If the Initial HeMS does not provide the far-end IP address of the S1 interface the Serving HeMS should provide it during the procedure for registration of HeNB with Serving HeMS (Section ‎5.1.3).
3.2. The HeNB acknowledges the received parameters using SetParameterValuesResponse RPC method. 
4. The HeNB releases the TR-069 Session between the HeNB and Initial HeMS, according to the criteria specified in [7].

5. The IPSec tunnel association may be destroyed between the HeNB and Initial SeGW. 
Comment 04:

This is only valid if the initial SegGW is no longer needed … correct? What about other cases?
6. Steps 6.1 – 6.5 allow HeNB to establish a secure connection with the Serving HeMS. 

6.1 The HeNB initiates a process to get IP address of the Serving SeGW. If the HeNB already has the IP address then go to step 6.3. If the HeNB has the FQDN, the HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Serving SeGW.

6.2.DNS responds to the HeNB with the IP address of the Serving SeGW. 

6.3 A secure connection via IPSec tunnel is established between the HeNB and Serving SeGW. 
6.4 The HeNB initiates a process to get IP address of the Serving HeMS. If the HeNB already has the IP address then skip steps 6.4 and 6.5. If the HeNB has the FQDN, the HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the Serving HeMS.

6.5 Private DNS responds to the HeNB with the IP address of the Serving HeMS.
A secure connection via IPSec tunnel is established between the HeNB and the Serving HeMS.
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Figure ‎5‑2: Serving HeMS Discovery via Initial HeMS accessible inside operator’s private secure network domain

Next, the HeNB performs registration with the Serving HeMS procedure (Section ‎5.1.3).

5.1.2.3 Serving HeMS discovery via Initial HeMS accessible on the public internet (Mandatory)

In this case the HeNB is factory programmed with the Initial HeMS FQDN. The operator needs to publish the Initial HeMS domain name in a public DNS.

Comment 05:

 Same as Comment 02: usage of USIM card.

The procedure for Serving HeMS discovery via Initial HeMS accessible on the public internet is described next and illustrated in Figure ‎5‑3.
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 Figure ‎5‑3 Serving HeMS Discovery via Initial HeMS accessible on the public internet
As a pre-condition, the HeNB establishes IP connectivity to the Internet when it is initially powered up.
1. In steps 1.1-1.3 HeNB establish IP connectivity with the Intial HeMS using SSL/TTL security. The HeNB must have a reference to the IP address of the Initial HeMS pre-programmed. The HeNB performs DNS query to a public DNS for the IP address corresponding to the FQDN of the initial HeMS Initial SeGW if needed.
Steps 2 to 4 are identical to steps 2 to 4 in the procedure for Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain (Section ‎5.1.2.2). Steps 5.1 to 5.5 are identical to steps 6.1 to 6.5 in the procedure for Serving HeMS discovery via Initial HeMS accessible inside operator’s private secure network domain (Section ‎5.1.2.2).

Next, the HeNB performs registration with the Serving HeMS (section ‎5.1.3)

Comment 06:

Procedure should be extended to cover all possible configurations.
5.1.3 HeNB registration with Serving HeMS (Mandatory)

The procedure for HeNB registration with Serving HeMS is described next and illustrated in Figure ‎5‑4.

As a pre-condition, the HeNB has discovered and establishes secure IP connectivity with the Serving HeMS. This is accomplished using appropriate Serving HeMS discovery procedure (Section ‎5.1.2.). 

1. Steps 1.1-1.2 allow the HeNB to establish a TR-069 session with Serving HeMS, as specified in [7]. 

1.1 
The HeNB sends to Serving HeMS an Inform request containing Device ID of the HeNB and optionally location information and/or other parameters.

Comment 07:

See comment 03

1.2
Serving HeMS returns an InformResponse to accept the session.
2. Steps 2.1-2.2 allow the HeMS to provide the HeNB with the far-end IP address of the S1 interface.

2.1 Serving HeMS invokes SetParameterValues RPC method to configure the far-end IP address of the S1 interface 
2.2. The HeNB acknowledges the received S1 interface IP address using SetParameterValuesResponse RPC method. 

Comment 08:

In 32.583-800 there is also the option described to configure this and other parameters via file download. Is the   download also valid for HeNB? And should this option be covered here (prefered), or in a separate flow?
3. The HeNB may release the TR-069 Session between the HeNB and Serving HeMS, according to the criteria specified in [7].

4. The HeNB initiates the S1 Setup procedure (registration with MME) specified in [8].
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Figure ‎5‑4: Procedure for HeNB registration with Serving HeMS
	End of Modifications


Comment 09:

Are these valid scenarios? 

1. An initial SeGW is configured, while there is later on no serving SeGW for OAM
2. A serving SeGW is configured while there is no initial SeGW for OAM

Both cases influence the use of public and private DNS and have to be added
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