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1
Decision/action requested

The group is asked to discuss the proposed SM requirements for LTE Home eNodeB OAM&P (for type 1 interface), and introduce the agreed part into the draft TS 32.591.
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3
Rationale

In 3GPP SA5 #63, SA5 discussed and agreed on revised work item of Home NodeB (HNB) and LTE Home eNodeB (HeNB) OAM&P (Interface Type 1 Management) [1]. Although the evolution from HNB to HeNB has brought new changes in air interface, signalling protocol and inter-NEs connections, which will obviously affect the managed information of type 1 interface, the general OAM&P requirements are always similar from the viewpoint of Femto wireless devices. In this contribution, common features in Security Management (SM) for both HeNB and HNB are listed and then the stage 1 SM requirements in TS 32.581 [3] are reused in TS32.591 [2] according to the categories of common features.

For SM requirements to type 1 interface OAM&P, both HeNB and HNB have the common features in the following aspects:

a) IPSec tunnel or SSL/TLS over IPSec tunnel.
3GPP SA3 has also agreed to discuss and approve the security aspect of HeNB and HNB in a unified way [5]. Consequently, 32.581 SM requirement items may be redirected to 32.591 for reuse purpose. 
4
Detailed proposal

Text Proposal for TS 32.591
	1st Modified Section


5
Business level requirements

5.1
Requirements

5.1.4
Security Management
REQ-OAMP_SM-CON-001 The HeNB shall have the capability to protect itself against Denial of Service attack over the Type 1 interface.
	End of 1st modification


	2nd Modified Section


6
Specification level requirements

6.1
Requirements

6.1.4
Security Management
REQ-OAMP_SM-FUN-001.The HeNB shall have the capability to communicate with the HeMS via TR-069 CWMP, reference [4], through the support of one of the two security mechanisms determined by the Network Operator’s Security Policies:

· utilising SSL/TLS outside the IPsec Tunnel

· within the IPsec Tunnel with the option to utilise SSL/TLS within the IPsec Tunnel for additional end-to-end security

TR-069 CPE devices are currently factory programmed with a Bootstrap HeMS URL only and therefore the HeNB capable CPEs requiring to utilise IPsec for connection to the HeMS either require to be factory programmed with Bootstrap Security Gateway/IPsec Information or this information is supplied outside of the IPsec tunnel before tunnel establishment utilising SSL/TLS.
	End of 2nd modification


