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1
Decision/action requested

Discuss and reach agreement on the issue and solution for decryption of NAS messages traced by E-UTRAN
2
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3. Background and issues
The NAS (Non-Access Stratum) messages are traced by E-UTRAN for the maximum depth or vendor specific depth level. However, the NAS message is encrypted (see 3GPP TS 33.401 [3]) and E-UTRAN is not aware of the security parameters for decryption. So when the NAS messages in the trace record file sent by E-UTRAN (or via EM) to the Trace Collection Entity, it is still encrypted, so these NAS messages can not be understood by the Trace Collection Entity.
3. Proposed solution
MME does the encryption/decryption for the NAS messages between MME and UE, so it knows the security parameters for the encryption/decryption of each NAS message.

3.1 Solution 1:

As all kinds of the Traces (i.e., signalling based activation and cell traffic trace) in E-UTRAN need get MME involved, so the MME is able to include the security parameters in each Trace record when the NAS messages (e.g., for the maximum depth or vendor specific depth level) need to be traced by E-UTRAN, which then will be used by Trace Collection Entity to decrpt the corresponding NAS messages in the Trace record with same Trace Recording Session Reference received from E-UTRAN.
3.2 Solution 2:

The eNodeB sends the traced NAS message back to MME, MME decrypts the messages, and then send the decrypted NAS messages along with the Trace reference, Trace recording session reference, IMSI/IMEI(SV) to the TCE.
This solution may cause the high traffic on S1 interface, for example, for busy service time or cell traffic trace. And also, the NAS messages must be sent by eNodeB in time, as the MME may lose the security parameters when the call/session for the traced user is finished.
4 Conclusion
Make CRs for solution 1 (section 3.1).
Following CRs are needed for this purpose:
For 32.423: Including the security parameters by MME in the Trace record when required;
For 32.422: For cell traffic trace, include the indicator in S1-CELL TRAFFIC TRACE message that if the security parameters need to be included by MME.
Pls see the formal CRs for detail.








































































































































