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1
Decision/action requested

The group is asked to discuss the proposed requirements for 3G Home NodeB OAM&P (for type 1 interface), and introduce the agreed part into the draft TS 32.583.
2
References

 [1]
3GPP TR 32.821: "Study of Self-Organising Networks (SON) related OAM for Home NodeB (Release 8)"
[2] 3GPP S5-082488: “New WT-level WID on 3G Home NodeB OAM&P (Interface Type 1 Management”)
[3] TR-069 Amendment 2, CPE WAN Management Protocol v1.1, Broadband Forum, viewable at http://www.broadband-forum.org/technical/download/TR-069Amendment2.pdf
[4] 3GPP S1-082224 TS 22.220 v0.3.0
[5] 3GPP TS 25.401 Radio Access Network UTRAN Overall Description

3
Rationale

In 3GPP SA5#62, the meeting discussed [2] and agreed on new work item on 3G Home NodeB OAM&P(Interface Type 1 Management). This contribution is to addinformation to the TS32.xx3, TR32.821[1] is referenced as a part of input.
4
Detailed proposal

Text Proposal for TS 32.583
	1st Modified Section


5
Architecture for HNB Management
Figure 1 shows the Management Reference Model and Interfaces for the 3GPP HNB System’s Radio Network Layer.
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Figure 1: 3GPP HNB Radio Network Management Interfaces

Figure 1 identifies the following Management Interfaces:

a. Itf-HNB - between Home NodeB & its Manager (physically, this may be a direct connection or via the Security Gateway on the Home NodeB Gateway) (type 1).

b. Itf-HNBGW - between Home NodeB Gateway & its Manager, this could align with and be a subset of the Itf-R interface already specified for RNC. This isn’t in the scope of this document and would be for further study (type 1). 

c. Itf-N – between the Network (Element Manager or NEs with an embedded EM) & Network Manager (type 2).

The Itf-HNB Interface shall use the TR-069 CWMP for Configuration Management, Performance Management, and Fault Management. In addition, Fault Management and Performance Management Files shall be transferreable from the Home Node B to the HMS on a periodic basis. 
The reference model shown in Figure 2 contains the typically essential network elements that make up the femto network. 
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Figure 2: Iuh reference model

The HNB GW serves the purpose of a RNC presenting itself to the CN as a concentrator of HNB connections. In the reference architecture, the term Initial for certain elements refer to Initial Point of Contact and distinguish them from the serving elements. The Iu interface between the CN and the HNB GW serves the same purpose as the interface between the CN and a RNC.

The Initial SeGway, Initial HMS, and Initial HNB-GW are optional elements and the role of these elements may well be served by the SeGway, Serving HMS and the serving HNB-GW.
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Figure 3: TR069 based provisioning

The interface to the provisioning and management elements is via the TR-069 family of standards and in Figure 3 above, TR-069 CWMP session tunnelled through IPSec (solid blue line) is the preferred option where as TR-069 CWMP session with SSL (dotted blue line) is the fall back option if IPSec tunnelling is not possible for HMS connectivity.
5.1
Functional Elements

The following functional entities serve various roles in the bootstrapping, initial provisioning, ongoing management and operation of the HNB network:

5.1.1
Initial HNB Management System (HMS)

· Based on TR-069 CWMP

· Initial provisioning of HNB

· Determines “Tentative Location” (unverified), which can be used to find the serving HMS, SeGway, and HNB-GW

· This entity is optional; if not present, the role of the Initial HMS will be fulfilled by the Serving HMS.

5.1.2
Initial Security Gateway (SeGW)

· IPsec security gateway

· IKEv2 authentication of HNB

· Provides access to Initial HMS (optionally) and initial HNB-GW

· This entity is optional; if it is not included, the role of the Initial SeGway will be fulfilled by the “serving” SeGway.

5.1.3
Serving HNB Management System (HMS)

· Based on TR-069 CWMP

· Determines the Certified Location of the HNB (potentially based on Radio Environment Measurements (REMs)

· Provides final provisioning of HNB and ongoing management functions (e.g., measurement and event reporting)

· Directs HNB to Serving HNB-GW

· The Serving HMS may also satisfy the functional requirements of the Initial HMS.

5.1.4
Serving Security Gateway (SeGW)

· IPsec security gateway

· IKEv2 authentication of HNB

· Provides access to Serving HMS and Serving HNB-GW

· The Serving SeGway may also satisfy the functional requirements of the Initial SeGway.

5.1.5
Serving HNB Gateway (HNB-GW)
· Terminates Iuh from HNB

· Provides service to the HNB

· May redirect the Iuh interface to better serving HNB-GW

· The Serving HNB-GW may also satisfy the functional requirements of the initial HNB-GW.

	End of 1st modifications


	2nd Modified Section


6.1
HNB-GW Discovery

The HNB on connection to the Mobile Operator’s Network through the Internet needs to establish a connection to a HNB-GW in-order to provide 3G Services to the consumer. The Serving HMS in the network provides the HNB with the Serving HNB-GW information as well as the Service Information required to establish and provide 3G Services.

The HNB is factory programmed with default TR-069 based Management Platform information (HMS URL/IP-Address) and optionally with default IPSec/SEC-GW information to allow the establishment of a Secure Tunnel if this is a pre-requisite to gain access to the Management Platform for Configuration information.

HNB-GW Discovery Procedure below assumes that the Factory Set HMS on the 3G HNB isn’t the same as the HMS operationally serving the 3G HNB in the network:
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Figure 4: HNB-GW Discovery Procedure

1.The 3G HNB obtains connectivity to the Internet as a result of the Broadband Device Connectivity Procedure
2.If Factory Set IPSec/SeGW information isn’t available on the 3G HNB then an IPSEC Tunnel is not required for HMS connection and the following occurs:

a.3G HNB requests DNS (Domain Name Server) for the address of the Factory Set Initial HMS’s URL, using the public DNS server.
b.DNS responds with the IP-Addresses of the Initial HMS.
3.If Factory Set IPSec/SeGW information is available on the 3G HNB then an IPSEC Tunnel is required for HMS connection and the following occurs:

a.3G HNB requests DNS (Domain Name Server) for the address of the Factory Set Initial SeGway’s URL, using the public DNS server.
b.DNS responds with the IP-Addresses of the Initial Segway.
c.Secure IPSEC Tunnel is established between the 3G HNB and SeGway.

d.3G HNB requests DNS (Domain Name Server) for the address of the Factory Set Initial HMS URL, using the DNS server IP address provided along with IPSec tunnel.
e.DNS responses with the IP-Addresses of the Initial HMS.
4.The TR-069 CWMP Session is established towards the Initial HMS. An SSL Connection is established between 3G HNB and HMS when either the Secure IPSEC Tunnel hasn’t been established (Step 3.3) or when the TR-069 CWMP session is to be established outside the IPSec tunnel as per the Security Policy. If the TR-069 CWMP session is to be established within the IPSEC Tunnel as per the Security Policy then the SSL session shall not be established between the HNB and 3G HMS.

5.The 3G HNB sends an Inform Request containing registration information such as 3G HNB Identifier to the Initial HMS along with optional location information (Network Listen Results and GPS Fix).
6.HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
7.The Initial HMS then obtains the Serving HMS Information (e.g. URL/IP-Address) and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to establish a new secure tunnel before subsequent HMS interaction. In addition the Initial HMS can supply a list of Serving HNB-GWs accompanied with associated HNB-GW information)
8.The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
9.The 3G HNB releases the TR-069 CWMP Session and if the SSL connection was also established as part of Step 4 above then this shall also be released.
10.If both the HMS Serving IPSec/SeGW information and the Factory Set IPSec/SeGW information aren’t available on the 3G HNB then an IPSEC Tunnel is not required for HMS connection and the following occurs:

a.3G HNB requests DNS (Domain Name Server) for the address of the Serving HMS, using the public DNS server.
b.DNS responds with the IP-Addresses of the Serving HMS.
11.If the HMS Serving IPSec/SeGW information isn’t available on the 3G HNB and the Factory Set IPSec/SeGW information is available then an IPSEC Tunnel is required for HMS connection and the following occurs:

a.3G HNB requests DNS (Domain Name Server) for the address of the Serving HMS, using the DNS server IP address provided along with IPSec tunnel.
b.DNS responds with the IP-Addresses of the Serving HMS.
12.If HMS Serving IPSec/SeGW information is available on the 3G HNB and required for HMS connection then an IPSEC Tunnel is required for HMS connection and the following occurs:

a.if a Secure Tunnel is already established as part of Step 3.3 above then the Secure Tunnel is released between the 3G HNB and SeGway otherwise the Secure Tunnel remains established.

b.3G HNB requests DNS (Domain Name Server) for the address of the Serving SeGway, using the public DNS server.
c.DNS responds with the IP-Addresses of the Serving SeGway.
d.Secure IPSEC Tunnel is established between the 3G HNB and SeGway.

e.3G HNB requests DNS (Domain Name Server) for the address of the Serving HMS, using the DNS server IP address provided along with IPSec tunnel.
f.DNS responses with the IP-Addresses of the Serving HMS.
13.The TR-069 CWMP Session is established towards the Serving HMS. An SSL Connection is established between 3G HNB and HMS when either the Secure IPSEC Tunnel hasn’t been established (Step 12.3) or when the TR-069 CWMP session is to be established outside the IPSec tunnel as per the Security Policy. If the TR-069 CWMP session is to be established within the IPSEC Tunnel as per the Security Policy then the SSL session shall not be established between the HNB and 3G HMS
14.The 3G HNB sends an Inform Request containing registration information such as 3G HNB Identifier to the operationally Serving HMS, the Location information (Network Listen Results), and optionally the location information (GPS Fix), Alarms, Last Registered HNB-GW.
15.HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
16.The HMS then obtains the information for 3G Service as well as the Serving HNB-GW and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS supplies along with the HNB-GW Identifier the Serving IPSec/SeGway information, the HNB-GW Provisioning Data, the HNB provisioning Data, and a ParameterAuthenticationCode. The SeGway information assigned to the HNB-GW overrides the SeGway information assigned previously to the HMS and shall be used to ensure a secure tunnel is established before subsequent HMS and HNB-GW interaction.
17.The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
18.The 3G HNB releases the TR-069 CWMP Session and if the SSL connection was also established as part of Step 13 above then this shall also be released.
19.If new Serving IPSec/SeGW information is available for the HNB-GW and a Secure Tunnel is already established then the Secure Tunnel is released between the 3G HNB and SeGW otherwise the Secure Tunnel remains established.
	End of 2nd modifications


	3rd Modified Section


6.2
HNB Registration

Once the HNB has discovered the Serving HNB-GW and Serving IPSec/SeGW from the HMS it establishes a connection to a HNB-GW in-order to provide 3G Services to the consumer. 

The HNB-GW Information provided to the 3G HNB can be a dedicated HNB-GW for the 3G HNB or through various techniques such as load-balancing and service availability the HNB-GW address can be used to register the 3G HNB on one of many HNB-GWs within a pre-defined pool of HNB-GWs.

HNB Registration Procedure below:
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Figure 5: HNB Registration Procedure

1.The 3G HNB obtains the Serving HNB-GW, Serving IPSec/SeGW, and 3G HNB Service Information as a result of the HNB-GW Discovery Procedure
2.If a Secure Tunnel isn’t already established to the SeGW the 3G HNB establishes a Secure Tunnel between the 3G HNB and SeGW and the following occurs:

a.3G HNB requests DNS (Domain Name Server) for the address of the Serving SeGway, using the public DNS server.
b.DNS responds with the IP-Addresses of the Serving Segway.
c.Secure IPSEC Tunnel is established between the 3G HNB and SeGway.

3.3G HNB requests DNS (Domain Name Server) for the address of the Serving HNB-GW, using the DNS server IP address provided along with IPSec tunnel.
4.DNS responses with the IP-Addresses of the Serving HNB-GW.
5.An SCTP Session is established between the 3G HNB and the HNB-GW.

6.The 3G HNB sends an HNBAP Register Request to the HNB-GW containing registration information such as 3G HNB Identifier, LAC, Parameter Authentication Code, Initial Registration Flag, HNB-Internet-Address, and optionally location information , RAC, SAC, UE Information List, and HNB Virtual IP-Address.
The HNB-GW determines if the 3G HNB can be serviced by itself or should be re-homed to another HNB-GW within the same pool using the 3G HNB supplied information as a determining criteria along with the load on the HNB-GW. 
7.In the case that the HNB-GW can service the 3G HNB the HNB-GW sends an HNBAP Registration Response with Registration Accept. 
8.In the case that the HNB-GW can not service the 3G HNB and can not offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Reject with a Reject Cause Code.
9.In the case that the HNB-GW can not service the 3G HNB but can offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Response with a Redirect Cause Code and Redirect Parameters which optionally includes the new Serving HNB-GW URL/IP-Address. If a new HNB-GW Address is included then the HNB shall maintain the same Segway and HNB-GW Provisioning Data but if the HNB-GW Address is not included then the HNB shall retrieve another HNB-GW from the list of HNB-GWs supplied by the Serving HMS.
10.In the event of a Registration Reject or Registration response with redirect the SCTP connection is released. 

11.In the event of either a Registration Reject or a Registration Response with a Redirect Cause Code with no new HNB-GW Address provided then the existing Secure Tunnel is also released.
	End of 3rd modifications


	4th Modified Section


6.3
HNB Configuration Management

Once the HNB has registered on the Serving HNB-GW the 3G Services will be provided to the consumer and will only be affected if the Mobile Operator updates the configuration of the 3G HNB on the HMS which impacts the 3G HNB operational state of the 3G Services provided. 

To update the 3G HNB of service changes the HMS establishes a connection with the 3G HNB using TR-069 and then the 3G HNB subsequently passes up any HNB-GW relevant changes via HNBAP using an additional HNBAP Message HNB Configuration Update. This is equivalent functionality to S1-AP: ENB Configuration Update Procedure contained within the 3GPP TS 36.300 Title “E-UTRA and E-UTRAN Overall Description Stage 2” document [10].

HNB Configuration Update Procedure below:
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Figure 6: HNB Configuration Update Procedure

1.The 3G HNB is registered on the Serving HNB-GW as a result of the HNB Registration Procedure

2.If the Connection Request URL Parameter stored against the 3G HNB in the Serving HMS is a URL rather than an IP-Address the following occurs:

a.3G HNB requests DNS (Domain Name Server) for the address of the 3G HNB Connection Request URL.
b.DNS responds with the IP-Addresses of the 3G HNB Connection Request URL.
3.If the Network uniquely assigns an IPSEC Address to each 3G HNB within the Network then the following occurs:

a.A TCP Session is opened between the HMS and the 3G HNB to carry the following TR-069 HTTP transactions, and this connection will be carried within the IPSec tunnel.

b.HMS sends an HTTP Connection Request to the 3G HNB using HTTP Digest Access Authentication as specified by TR-069 [3].
The 3G HNB determines the validity of the Connection Request from the HMS using a combination of the username/password and HTTP Digest Access Authentication for transport security of the password as defined in TR-069 [3].
c.In the case that the Connection Request from the HMS is valid the 3G HNB sends a Connection Response with Status Code “200 OK” indicating that the 3G HNB will establish a connection to the HMS.
In the case that the Connection Request from the HMS is invalid the 3G HNB sends a Connection Response with a Status Code other than “200 OK” indicating that the 3G HNB will not establish a connection to the HMS. 
d.The TCP Session is closed
4.If the Network doesn’t uniquely assign an IPSEC Address to each 3G HNB within the Network or the HTTP Connection Request is restricted from being sent down the IPSEC Tunnel due to the Security Policy then the following occurs:

a.A TCP Session is opened between the HMS and the Serving 3G HNB-GW to carry the following TR-069 HTTP transactions.

b.HMS sends an HTTP Connection Request to the 3G HNB-GW with the use of HTTP Digest Access Authentication as specified by TR-069 [3] as optional based on the security policy within the Network.
c.The 3G HNB sends an HNBAP Connect Request to the 3G HNB and the 3G HNB determines if a session to the Serving HMS can be established

d.In the case that the 3G HNB can establish a session to the Serving HMS the 3G HNB sends an HNBAP Connect Response with Connect Cause =”Accept”. Alternative the 3G HNB could set the Connect Cause to “ConnectRequestsExceeded” indicating that the number of connection requests within a pre-defined period has been exceeded as per TR-069 [3] or “SessionEstablished” indicating that a TR-069 session is already established towards the Serving HMS. 

e.In the case that the HNBAP Connect Response Cause Code from the 3G HNB is set to “Accept” then the 3G HNB-GW sends a Connection Response with Status Code “200 OK” indicating that the 3G HNB will establish a connection to the HMS.
In the case that the HNBAP Connect Response from the 3G HNB is not set to “Accept” then the 3G HNB-GW sends a Connection Response with a Status Code “503 Service Unavailable” indicating that the 3G HNB will not establish a connection to the HMS.
f.The TCP Session is closed
5.The TR-069 CWMP Session is established towards the Serving HMS. An SSL Connection is established between 3G HNB and HMS when either the Secure IPSEC Tunnel hasn’t been established or when the TR-069 CWMP session is to be established outside the IPSec tunnel as per the Security Policy. If the TR-069 CWMP session is to be established within the IPSEC Tunnel as per the Security Policy then the SSL session shall not be established between the HNB and 3G HMS
6.The 3G HNB sends an Inform Request containing registration information such as 3G HNB Identifier to the operationally Serving HMS and optionally Alarms.
7.HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
8.The HMS then obtains the updated information for 3G Service as well as the Serving HNB-GW and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS may supply a combination of the following HNB-GW Identifier the Serving IPSec/SeGway information, the HNB-GW Provisioning Data, the HNB provisioning Data, and a ParameterAuthenticationCode. The SeGway information assigned to the HNB-GW overrides the SeGway information assigned previously to the HMS and shall be used to ensure a secure tunnel is established before subsequent HMS and HNB-GW interaction.
9.The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
10.The 3G HNB releases the TR-069 CWMP Session and if the SSL connection was also established as part of Step 8 above then this shall also be released.
11.The 3G HNB sends an HNBAP Register Request to the HNB-GW containing registration information such as 3G HNB Identifier, LAC, Parameter Authentication Code, Configuration Update Flag, HNB-Internet-Address, and optionally location information , RAC, SAC, UE Information List, and HNB Virtual IP-Address.
The HNB-GW determines if the 3G HNB can be serviced by itself or should be re-homed to another HNB-GW within the same pool using the 3G HNB supplied information as a determining criteria along with the load on the HNB-GW. 

12.In the case that the HNB-GW can continue to service the 3G HNB the HNB-GW sends an HNBAP Registration Response with Registration Accept. 
13.In the case that the HNB-GW can not continue to service the 3G HNB and can not offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Reject with a Reject Cause Code.
14.In the case that the HNB-GW can not continue to service the 3G HNB but can offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Response with a Redirect Cause Code and Redirect Parameters which optionally includes the new Serving HNB-GW URL/IP-Address. If a new HNB-GW Address is included then the HNB shall maintain the same Segway and HNB-GW Provisioning Data but if the HNB-GW Address is not included then the HNB shall retrieve another HNB-GW from the list of HNB-GWs supplied by the Serving HMS.
15.In the event of a Registration Reject or Registration response with redirect the SCTP connection is released. 
16.In the event of either a Registration Reject or a Registration Response with a Redirect Cause Code with no new HNB-GW Address provided then the existing Secure Tunnel is also released.
	End of 4th modifications
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