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Decision/action requested

To remove the asymmetry in X2 blacklisting.
2
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Rationale

Blacklisting of eNodeBs with regard to X2 connections has been introduced in 32.511 [1] and 32.762 [2]. 
This contribution discusses some characteristics in the semantics of X2 blacklisting in 32.762 [2], as a result of one interpretation of the requirements in 32.511 [1]. It also proposes an alternative semantic.
3.1
Background

In 32.511 [1], the relevant requirement is:

[image: image1]
Despite the fact that X2 connections are symmetrical, i.e. between equal peers, the requirement is interpreted as being asymmetrical. The “… request that X2 interface from one eNB to another eNB be released …” is interpreted as “… request that X2 interface initiated from one eNB to another eNB be released …” in 32.762 [2].
In 32.762, the resulting paragraphs are:

[image: image2]
This contribution discusses the first part of the Editor’s note above, up to and including list item 3.
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3.2
Discussion
This section discusses the first part of the Editor’s note of clause 6.3.7.2 , up to and including list item 3.

The consequence of the asymmetric interpretation of requirement REQ-ANR-FUN-09 is a peculiar behaviour of X2 connections:
1. This interpretation puts a significance on which of the eNB peers that set the X2 connection up. In the case where ANR is active, X2 connections are set up as a result of the ANR function discovering neighbours. Which of the peers set up the X2 connection depends on the movement of UEs, and is therefore practically non-deterministic.

2. When an IRPManager wants to prohibit X2 connections between a certain eNB and a peer, the IRPManager needs to either find out which of the eNBs initiated the X2 connection and add a blacklist entry on that eNB, or to add blacklist entries on both eNBs.
3. The IRPManager receives information about the initiator of the X2 connection by reading the whoSetThisUp attribute, or by an AttributeValueChange notification. As the IRPManager receives this attribute after a considerable delay (compared to setting up or tearing down X2 connections), if the X2 connection has been torn down and re-established during the time the IRPManager attempts to act based on its current knowledge of the value of the attribute, the action may fail. One case is when the X2 connection is unstable due to transport network problems.
4. Even if the IRPManager has blacklisted a peer in one eNB, the X2 connection can still be active. This case can happen when the peer has set up the X2 connection. As the X2 connection is active, X2 traffic flows between the eNBs. In other words, blacklisting a peer in one eNB does not automatically stop X2 traffic.
5. When no blacklisting is in effect, two eNBs may set up and tear down X2 connections at will. However, according to item 3 in clause 6.3.7.2. of 32.762 [2], when one eNB has blacklisted a peer, the eNB must not reject incoming X2 connection requests from that peer.
6. When no blacklisting is in effect, an eNB which is unwilling to accept an X2 connection from a peer can reject the X2 connection. The peer can detect this condition easily. According to item 3 in clause 6.3.7.2. of 32.762 [2], when the eNB has blacklisted the peer, it must not reject the connection request. If the eNB is unwilling to have an X2 connection to that peer, it must first accept the X2 connection. After the X2 connection has been set up, the eNB is allowed to  tear it down. To the peer, it is more difficult to distinguish between an unwilling eNB and a faulty eNB. Link flapping is likely to occur.
3.3
Proposal
We propose a symmetrical interpretation of requirement REQ-ANR-FUN-09. We interpret “… request that X2 interface from one eNB to another eNB be released …” as “… request that X2 interface between one eNB and a peer eNB be released …”. This interpretation changes the semantics of X2 blacklisting by removing the asymmetry and replacing it with a symmetrical behaviour. We propose to change the semantics of the X2 blacklisting (today in the Editor’s note in  6.7.3.2) as follows:
If the target node DN is a member of the source node’s ENBFunction.x2BlackList, the source node is: 

1. Prohibited from sending X2 connection request to target node;

2. Forced to tear down established X2 connection to target node; 

3. Not allowed to accept incoming X2 connection request from target node.  

This way, the whoSetThisUp attribute is unnecessary and can be removed. If we compare to the behaviour in section 3.2, we will get the following behaviour:
1. This interpretation puts no significance to which eNB sets up the X2 connection. 

2. When an IRPManager wants to prohibit an X2 connection between a certain eNB and a peer eNB, it is sufficient to add a blacklist entry in any of the eNBs.
3. As the IRPManager does not need to consider the whoSetThisUp attribute, it may act immediately on the eNB that it focuses on.

4. When the IRPManager has blacklisted a peer for a certain eNB, it can be certain that the X2 connection between the eNB and the peer will be torn down (or never set up). X2 traffic will stop.

5. When no blacklisting is in effect, two eNBs may set up and tear down X2 connections at will. When one eNB has blacklisted a peer, the eNB will reject incoming X2 connection requests.

6. If an eNB is unwilling to accept incoming X2 connection requests, it may do so. This will be discovered on the SCTP level, and the situation is easily detected by the peer.

As a summary, the proposed changes are designed to promote clarity of blacklisting eNBs with regard to X2 connections, improving interoperability. It also reduces the complexity of this function and reduces the risk of errors in design and operation.

We found no support for the asymmetrical interpretation of requirement REQ-ANR-FUN-09. We believe a symmetrical interpretation is equally valid, but with better clarity and less risk of errors.
4
Detailed proposal

Changes to TS 32.762 v1.1.0:
	First change


6.3.7:2
Attributes

Table 6.3.6.2.1: Attributes of Link_ENB_ENB
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	
	
	
	





1. 
2. 
3. 

	Second change


6.5.1
Definition and legal values

Table 6.5.1.1 defines the attributes that are present in several Information Object Classes (IOCs) of the present document.
Table 6.5.1.1: Attributes definitions and legal values
	Attribute Name
	Definition
	Legal Values

	administrativeState
	See Import Table.
	

	availabilityStatus
	See Import Table.
	

	cellIdentity
	Unambiguously identify a cell within a PLMN.
	Refer to TS36.331[9]

	cellType
	Cell type for management
	Enumerated {femto, pico, macro}.

	earfcnul
	Specifies the channel number for the central UL frequency. The mapping from channel number to physical frequency is described in 3GPP specification TS 36.101 [12] subclause 5.4.3.
	See EARFCN in TS 36.101 [12] subclause 5.4.4.

	earfcndl
	Specifies the channel number for the central DL frequency. The mapping from channel number to physical frequency is described in 3GPP specification TS 36.101 [12] subclause 5.4.3.
	See EARFCN in TS 36.101 [12] subclause 5.4.4.

	farEndX2IpAddress
	Represent the IP address of the X2 interface for the far end eNBFunction
	This is an IPv4 or an IPv6 address.

	isRemoveAllowed (see note 1)
	This indicates if the subject EUtranRelation can be removed (deleted) or not.  

If ‘yes’, the subject EUtranRelation instance can be removed (deleted).  

If ‘no’, the subject EUtranRelation instance shall not be removed (deleted) by any entity but an IRPManager.


	yes, no

	isHOAllowed (see note 1)
	This indicates if HO is allowed or prohibited.

If ‘yes’, handover is allowed from source cell to target cell.  The source cell is identified by the name-containing EUtranGenericCell of the EUtranRelation that has the isHOAllowed.  The target cell is referenced by the EUtranRelation that has this isHOAllowed. 

If ‘no’, handover shall not be allowed.


	yes, no

	operationalState
	See Import Table.
	

	pci
	This holds the Physical Cell Identity (PCI) of the cell (for both Centralized and Distributed PCI assignment cases).

In the case of Centralized PCI assignment, see TS 36.300, ref [10] subclause 22.3.5, IRPManager signals a specific value by writing this attribute.


	See TS 36.211 [??] subclause 6.11 for legal values of pci.

	pciList (Editor’s Note 1, Editor’s Note 2)
	This holds a list of physical cell identities that can be assigned to the pci attribute by eNB. 

This attribute shall be supported if and only if the Distributed PCI Assignment is supported.  See TS 36.300, ref [10] subclause 22.3.5.


	See TS 36.211 [??] subclause 6.11 for legal values of pci.  The number of pci in the list is 1 to 504. 

	
	
	

	plmnIdList
	List of unique identities for PLMN.

Note: A cell can broadcast up to 6 PLMN-id's.  This is to support the case that one cell can be used by up to 6 operators’ core networks.  See TS 36.331 [9] section 6.2.2: SystemInformationBlockType1/cellAccessRelatedInformation/plmn-IdentityList is a SEQUENCE (SIZE (1..6))
	

	tac
	Common Tracking Area Code for the PLMNs. The identity used to identify tracking areas. 
	a) It is the Tracking Area Code (TAC).  

b) A cell can only broadcast one TAC.  See TS 36.300 [10], section 10.1.7 (PLMNID and TAC relation).



	tCI
	This is the Target Cell Identifier.  It consists of E-UTRAN Cell Global Identifier (ECGI) and Physical Cell Identifier (PCI) of the target cell.  See Ref [??].

The EUtranRelation.tCI identifies the target cell from the perspective of the EUtranGenericCell, the name-containing instance of the subject EUtranRelation instance.


	

	
	

	

	x2BlackList
	This is a list of DNs of ENBFunction.  If the target node DN is a member of the source node’s ENBFunction.x2BlackList, the source node is: 

1. Prohibited from sending X2 connection request to target node;

2. Forced to tear down established X2 connection to target node 

3. Not allowed to accept incoming X2 connection request from target node.  


The same DN may appear here and in ENBFunction. x2WhiteList.  In such case, the DN in x2WhiteList shall be treated as if it is absent.


	

	x2IpAddressList
	Represents one or more IP addresses used by eNBFunction for the X2 Interface
	One or more IPv4 or IPv6 addresses

	x2WhiteList
	This is a list of DNs of ENBFunction.  The ENBFunction.x2WhiteList identifies a list of neighbour ENBFunction with whom the subject ENBFunction is allowed to initiate X2 connection request.

The same DN may appear here and in ENBFunction.x2BlackList.  In such case, the DN here shall be treated as if it is absent.


	

	x2HOBlackList
	This is a list of DNs of ENBFunction. The ENBFunction.x2HOBlackList identifies a list of neighbour ENBFunction with whom the subject ENBFunction is prohibited to use X2 interface for HOs even if the X2 interface exists between them.
	


Editor’s Note 1: The name of this attribute may need to be changed to more closely reflect the meaning and usage of this attribute.

Editor’s Note 2: How eNB makes use of pciList to affect the value of pci is within the scope of RAN3 specification and is outside of the scope of this document

Note 1: Attributes isRemoveAllowed and isHOAllowed each has 2 legal values, allow (A) and prohibited (P).  The two attributes are semantically equivalent to one attribute with 4 legal values such as

· hOAllow; hOProhibited; hOWhiteListed; hOBlackListed;

where 

· hOAllow == isRemoveAllowed is A and isHOAllowed is A;

· hOProhibited == isRemoveAllowed is A and isHOAllowed is P;

· hOWhiteListed == isRemoveAllowed is P and isHOAllowed is A;

· hOBlackListed == isRemoveAllowed is P and isHOAllowed is P.

Therefore, the choice of an option is FFS.

	End of changes


REQ-ANR-FUN-09	An IRPManager shall be able to request that X2 interface from one eNB to another eNB be released if the X2 interface is established and that the establishment of the X2 interface be prohibited. No other entity than an IRPManager can remove that request.  This is termed as X2 black-listing.








6.3.1.2	Attributes


Table 6.3.1.2.1: Attributes of ENBFunction


Attribute name�
Support Qualifier�
Read Qualifier�
Write Qualifier�
�
x2BlackList�
CM�
M�
M�
�
x2WhiteList�
CM�
M�
M�
�
x2HOBlackList�
CM�
M�
M�
�
x2IpAddressList�
O�
M�
-�
�






6.3.7:2	Attributes


Table 6.3.6.2.1: Attributes of Link_ENB_ENB


Attribute name�
Support Qualifier�
Read Qualifier�
Write Qualifier�
�
whoSetThisUp�
M�
M�
M�
�



Editor Note:  


The use of whoSetThisUp is to support the ‘asymmetric’ nature of the X2 connection in the following sense: 


If the target node DN is a member of the source node’s ENBFunction.x2BlackList, the source node is: 


Prohibited from sending X2 connection request to target node;


Forced to tear down established X2 connection to target node if the X2 connection is established as a result of source node sending the X2 connection request;


Not allowed to reject incoming X2 connection request from target node.  


Some SA5 members view that it is not necessary (i.e. no valid Use Case) to support such ‘asymmetric’ behaviour and that it is sufficient to support a ‘symmetric’ behaviour, i.e. if source node is prohibited from sending X2 connection request to target node, it is also prohibited from accepting an incoming X2 connection request from target node.  In addition, if there is an established X2 connection, the source node (whose x2BlackList has an entry of target node) must tear the X2 connection down.   The use of whoSetThisUp is FFS.








6.5.1	Definition and legal values


Table 6.5.1.1 defines the attributes that are present in several Information Object Classes (IOCs) of the present document.


Table 6.5.1.1: Attributes definitions and legal values


Attribute Name�
Definition�
Legal Values�
�
…�
....�
…�
�
whoSetThisUp�
The Link_ENB_ENB represents the X2 connection between two ENBFunction.  This attribute identifies, using DN, one of the two ENBFunction that initiates the X2 connection.


�
�
�
…�
....�
…�
�
x2BlackList�
This is a list of DNs of ENBFunction.  The ENBFunction. x2BlackList identifies a list of neighbour ENBFunction with whom the subject ENBFunction is prohibited from initiating an X2 connection request.





The same DN may appear here and in ENBFunction. x2WhiteList.  In such case, the DN in x2WhiteList shall be treated as if it is absent.


�
�
�
…�
…�
…�
�









