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1. Overall Description:

SA3 found the need to protect eNodeB setup and configuration traffic, i.e. the management plane. This traffic is carried over the same backhaul link as the S1 user and control plane. Therefore, SA3 decided to apply the same protection mechanism (IPsec) for all three planes between the eNodeB and some protected location in the EPS core, as described in the attached CR. The element terminating the security in the EPS core is not fixed by SA3, but a security gateway (SEG) is mentioned as an obvious option. 
SA3 would like to point out that this mechanism primarily aims at protecting the path that leads through insecure backhaul networks. SA5 might find the necessity to apply end-to-end protection between eNodeB and the element manager in addition to this IPsec tunnel.
2. Actions:

To SA5.

ACTION: 
SA3 kindly asks SA5 to take the attached CR into account, and provide feedback if needed. SA3 also offers to review any security mechanism that SA5 might define for eNodeB management interfaces.
3. Date of Next SA3 Meetings:

	SA3 ad hoc
	23-26 Sep 2008
	Sophia-Antipolis, France

	SA3#53
	10-14 Nov 2008
	Japan
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