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1
Decision/action requested

SA5 is asked to discuss and approve the following text for inclusion in TR32.821.
2
References

TR 32.821 - Study of Self-Organising Networks (SON) related OAM for Home NodeB

3
Rationale

· TR 32.821 needs some updates based on the OAM document reviewed in Femto Forum which were not incorporated in the earlier contribution
· Align the document in line with the TS32.111-1 & TS32.111-2

· Updating requirement based on the functionalities supported by TR-069
4
Detailed proposal
	1st Modified Section


6
Requirements
6.1
OAM Business level Requirements of Home NodeB
6.1.1
HNB Management Architecture
The figure below shows the overall general architecture of the remote management functions i.e. configuration management, performance management and event/fault management that need to be supported for Home NodeB Network. It gives high level information, broadly categorising various network elements and interfaces which will be required for efficient managent of the Home NodeB network.
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6.1.2
Special features of Home NodeB
Comparing with Macro NodeB, Home NodeB is of the features from business requirement aspect:

Table 6.1.1: Special features of Home NodeB

	Aspect
	Home NodeB Features

	Number of NE
	Fewer cells per NodeB

Potentially there are many more Home NodeBs

	Served subscriber
	Fewer served users per NodeB

A great number of total subscribers owning Home NodeBs

	Coverage
	Smaller coverage per NodeB

	Availability
	On and off much more frequently

	Constant OAM
	Constant OAM is not required for Home NodeB. Home NodeB OAM should be initiated by the operator rather than being performed constantly as it is in subscribers’ private place.

	Remote operation
	The operator should have remote access to the HNB to start/stop the radio transimission on the licensed frequencies of the operators if required.

	Self configuration
	HNB configuration should be completely autonomous at the initial power up.  The HNB self-configuration should be adaptive to react to change in the network, including changes in surrounding HNB as well as changes in surrounding Macro NBs.


Note: The mechanism to determine the operating frequency is FFS.
6.1.3
Self-Organizing Networks Business requirements

6.1.2.1
Self-Configuration

Home NodeB should be automatically configured to provide wireless service when connecting with PLMN.

Home NodeB self configuration should be done in such way that the performance of the surrounding macro cells is not adversely affected.

The automatic configuration of Home NodeB should be secured to avoid malicious attack to the Home NodeB. And the existing security level of PLMN should not be degraded.

6.1.4

Standards Alignment

The OAM&P for the HNB shall be based on the following standards:

· Broadband Forum

· TR-069 CPE WAN Management Protocol Amendment 2

· TR-098 and TR-106 Data Models

· 3GPP Organisation

·  TS-32.000 Series – Generic OAM Specifications and XML File Formats

·  TS-25.400 Series – OAM Architecture for RNS and HNBAP Protocol 

·  TS-33.000 Series - Security aspects. 
· ITU Organisation

· X.733 – Systems Management: Alarm Reporting Function

· X.736 - Systems Management: Security Alarm Reporting Function
· W3C Organisation

· REC-xml-200001006 – Extensible Markup Language (XML) 1.0 (Second Edition)
· REC-xmlschema-0-20010502 - XML Schema Part 0: Primer

· REC-xmlschema-1-20010502 - XML Schema Part 1: Structures
· REC-xmlschema-2-20010502 - XML Schema Part 2: Datatypes
· REC-xml-names-19990114 - Namespaces in XML
The OAM&P for the HNB-GW shall be based on the following standards:

· 3GPP Organisation

·  TS-32.000 Series – Generic OAM Specifications and XML File Formats
·  TS-25.400 Series – OAM Architecture for RNS and HNBAP Protocol
	End of 1st modification


	2nd Modified Section


6.2.1.3


Fault Management

6.2.1.3.1
General Requirements

The Home NodeB shall support Fault Management to enable the operator to maintain his mobile network with Home NodeBs with high availability and good quality of service. 
Event (FM & Non FM) reporting by the HNB shall be activated and deactivated using TR-069 methods. 

Operators shall be able to define Event Policies so each alarm can be activated or disabled, reported and/or stored in the HNB’s cyclic event memory. 

For alarms defined as reported event, operator shall be able to define the frequencies of each event reporting.

The network shall be informed immediately of the triggering and clearing of active alarms only. The network shall not be informed of any disabled alarm. The HNB shall allow an alarm to be disabled in the HNB if the alarm condition exists.
The Home NodeBs shall constantly perform error detection and the requirements for fault management are as follows:

1.Events shall be generated to indicate one of the following specific events has occurred:

a.alarm indicating a  fault condition on the HNB
b.Event indicating  a change in TMN state (administration, operational ….), attribute etc.
2.The HNB shall have the capability to indirectly send Event Messages to the EMS directly for event reporting by connecting via the HMS Provisioning Server. 
The HNB shall have the Fault and Event Management capabilities administered through the HMS and shall allow the following in the initial phase of standardisation and deployment:

a) Storing and upload of Event Files from the HNB to the designated Event & Fault Management Server

b) Sending of events (FM & non-FM) to the HMS via TR-069 RPC Methods for further forwarding to an upstream Event & Fault  Management System.
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b) The OAM architecture supports the transfer of Event Messages to the EMS via the ACS Provisioning Server
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c) Event File Upload from the HNB to the Performance Server

Option to 

transfer

 OAM Traffic

 via SecGW on 

HNB-GW

Itf-HNB

(XML File Format)

SecGW


Figure 13: HNB/HNB-GW Fault Management

HNB OAM Traffic can be transferred through the HNB-GW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway on the HNB-GW.
3.The HNB shall support an Itf-HNB interface to the HMS based on the CWMP Specification as defined in Broadband Forum TR-069 Amendment 2 and the 3G Fault Management Requirements as defined in 3GPP TS.32.111-1 for sending alarms to an upstream Network Manager.
4. A minimum set of alarms (including security related alarms) shall be developed together with other working groups, which is FFS.
5. Alarms shall contain the parameter compliant with 3GPP alarm structure. Format of the FM event report is FFS. 
6 4.The TR-069 Event Objects to be sent to the HMS by the HNB shall support the inclusion of the appropriate Information attributes for ease of integration to the upstream Itf interface, as defined in 3GPP TS.32.111-2.
75.The HNB shall maintain the following  information:

a.Event Management Information which contains the alarms and event management and reporting parameters configurable by the EMS

b.Current Active Events List – Containing Alarms with a defined lifecycle (Raised, Modified, Cleared) and Events.
c.Event Log - History of Alarms and Events which would contain multiple notifications for a single event due to the lifecycle state changes of the event. 
Note: TR-069 supports logging all the alarms & events automatically in the Event Log in CPE, which can be retrieved by the EMS by retrieving the Event Log via HMS (TR-069) or requesting the uploading of an Event Log File to the EMS 
d.Event Queue – Alarms and events queued to be sent to the HMS from the HNB on connection to the HMS  

86.The HNB shall issue events to the EMS based on the configuration of the specific event’s reporting mechanism parameter

a.Active – the HNB connects to the HMS immediately to raise the alarms and events and logs them in the Event Log. 
If the alarm is configured with a lifecycle setting then the HNB updates the Current Active Events List.

b.Queue – the HNB queues alarms and event in the Event Queue internally pending connection to the HMS, logs them in the Event Log, and eventually delivers them to the HMS as a result of one of the following:

i.periodic connection

ii.connection to the HMS due to another reason

If the alarm is configured with a lifecycle setting then the HNB updates the Current Active Events List.

c.Log – the HNB stores the alarms and event in the Event Log and can only be retrieved by the EMS by retrieving the Event Log via TR-069 or requesting the uploading of an Event Log File to the EMS. 

If the alarm is configured with a lifecycle setting then the HNB updates the Current Active Events List.

d.Disabled – the HNB doesn’t send the alarm or event to the HMS but stores them in the Event log for future refrence/troubleshooting.

97.The HNB shall handle an event not configured in the HNB with Event Configuration Information with the same functionality used to handle a configured event with a notification setting of “Log”. 
108.The HMS shall have the ability to throttle the sending of events from the HNB to the HMS (over TR-o69) by the following:

a.Setting of an overall HNB Alarm & Event Forwarding Parameter

(1)Enabled – The HNB handles alarms and events as described in HNB-EMR-68 above

(2)Moderate – The HNB handles events as described in HNB-EMR-68 above with the exception of restricting the number of alarms and event sent to the HMS within a certain time window as configured within the HNB Event Moderate Parameters.

(3)BlockSending - The HNB handles events in HNB-EMR-68  above with the exception that alarms aren’t sent to the HMS and will remain in the HNB event queue even on HMS connection. The changing of the Alarms and Event Forwarding Parameter to “Enabled” or “Moderate” will result in the alarms and events being flushed from the HNB to the HMS.

(4)Disabled - The HNB handles events as described in HNB-EMR-68  above with the exception that alarms aren’t sent to the HMS and will not be placed on the HNB Event queue used to store pending events to be sent to the HMS but will be stored in Event Log.
b.Setting of the HNB Event Moderate Parameters which consists of the number of alarms to be sent per time unit and is used to spread the sending of events across a time window when the Alarm & Event Forwarding Parameter is set to “Moderate”.

119.The HMS shall have the capability to retrieve any or all of the following from the HNB either via TR-069 RPC Method Calls or by requesting via TR-069 the uploading of an XML File with specific content from the HNB:

a.Events Log
b.Current Active Events List
120.The HMS shall have the capability to setup a periodic action on the HNB which instigates the producing and uploading of an XML File to the EMS with any or all of the following below information:

a.Events Log
b.Current Active Events List
131.The XML File Formats produced by the HNB shall be based on 3GPP XML File Formats which are based on W3C defined XML Schema and XML Namespace standards which may be standardized in a second phase pending further analysis and general consensus.
142.The HMS shall have the capability to configure the HNB Alarms & Events Configuration either via TR-069 RPC Method Calls

153.The HNB shall upload Files using one of the following mechanisms upon the TR-069 method initiated by the HMS to instruct the HNB toUpload the files to a specific destination, which is defined by the operator using the HMS:
a.HTTPS PUT and GET with Username/Password
b.SFTP with Username/Password 
c.HTTP PUT with Username/Password

d.FTP with Username/Password
164.The EMS shall have the capability to clear events from the HNB Active Events List via TR-069 RPC Method Calls.
175.The HMS shall have the capability to completely purge one or all of the following held on the HNB:

a.Events Log
b.Current Active Events List

c.Event Queue
	End of 2nd Modification
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b) The OAM architecture supports the transfer of Event Messages to the EMS via the ACS Provisioning Server
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a) Event Management Provisioning on the HNB
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c) Event File Upload from the HNB to the Performance Server
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