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5.3
Basics of a Common User Data Model


5.3.1
Characteristics of an End-User


This section deals with issues coming up, when a common user data model should be built. The word “user” is meant here in the sense of an end-user as the human being, who 


· uses certain services, 

· enjoys certain privileges and 

· has certain preferences.


The first intention is to


· give a short classification of the data, which might at some time be put into the end-user data model,


· then look at those attributes, which will in some way represent primary keys within an end-user database and analyse, which interdependencies there might be and


· finally define, which attributes are the same in different network functions or management applications introduced in the section above.

The second intention is to relate the concept of an end-user, as it is described in this section to the concept of a subscriber (here also “contract holder”), which is the one used and known today.


The third intention of this section is to show, how the building blocks of an Adaptation Layer can help in bringing many network functions on top of a centralized end-user data store.


Note: It is not the intention of this section to provide a “complete” schema definition on the basis of all data collected in the section above.




5.3.1.1
Types of Data Assigned to an End-User


In the section above - which introduced many of the relevant network functions and management applications that could profit from and contribute to a common data model - the end-user data description was generally structured according to the type of service the data in question represented. This subsection introduces additional criteria, according to which data can be classified:


· Operator’s point of view: One distinction, which is important for an operator, is the fact whether the stored data are relevant for call-setup/processing or not.


· Characterization via identities: An end-user can be characterized by primary keys like an IMSI, MSISDN, Puiblic ID, Private ID, PIN, ….


· Characterization of an end-user versus a contract holder (in 3GPP called subscriber): Here the question is addressed, which data characterize someone, who uses a service versus someone, who is subscribed to this service.

Seen from the point of view of an operator, an end-user can have three different types of data:


· Profile data: These are data characterizing the services assigned to the end-user (these are mainly the data described in the first section of this document),


· his privileges and


· his preferences.

· Completely private data: These are data stored by the end-user and only seen by him or her(e.g. digital pictures).


· Private data influencing the call processing: These are data, which are also privately owned by the end-user, but will influence the way services are executed (e.g. private e-mail distribution list).


5.3.1.2
The Identity of an End-User


5.3.1.2.1
The UID

The UID


This clause highlights the relationship between an end-user, his identities and a contract holder.  The general idea is to have an object model entity called UID (user identification), which represents the root for the whole end-user model. As an example for a key the entity IMSI is shown in a 1:n relationship with the UID. This relationship expresses the fact that an end-user can have n end-user equipments providing some types of telephony or data services. In addition the end-user is using services, which someone – the contract holder or subscriber – must have subscribed to, In this case there is an n:m relation between the UID and the contract holder (e.g. the end-user has one end-user equipment plus subscription from his company and another UE plus services is subscribed by himself). As a consequence there is a third relation, namely the one between the contract holder and the respective identity, which, in case of the IMSI represents subscription information. This relation will be 1:m.


The figure below shows the relation between the UID, the contract holder and the IMSI in an UML diagram.
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Figure 5.3.1.2.1.1: General Picture of the relationship between an end-user and a contract holder


In the next clause the relation of the end-user to his various key attributes will be discussed in detail. Finally this subsection will treat an example, which shows the connection between an end-user and a subscriber in more detail.

5.3.1.2.2
Representation of the Identity of the End-User through his Keys


Depending on the service used by the end-user, identification of the same might be achieved by different keys (examples of which can be found in [2], [3]): IMSI, MSISDN, Public Key, Private Key, etc. Each of these keys describes part of the identity of the end-user. In order to identify an end-user completely and uniquely the relations between these different keys and the  UID have to be defined. 
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Figure 5.3.1.2.2.1: Characterization of one end-user


In the 3GPP area [3] the following partial identities of an end-user have been defined:


Identification of subscribers:


International Mobile Subscriber Identity (IMSI): unique, shall be allocated to each mobile subscriber in the GSM/UMTS system.


Temporary Mobile Subscriber Identities (TMSI): may be allocated by the VLRs and SGSNs to visiting mobile subscribers in order to support the subscriber identity confidentiality service. The VLR and SGSNs must be capable of correlating an allocated TMSI with the IMSI of the MS to which it is allocated. 


P-TMSI: An MS may be allocated two TMSIs, one for services provided through the MSC, and the other (P-TIMSI) for services provided through the SGSN.


Temporary Logical Link Identity (TLLI): used for addressing on resources used for GPRS. The TLLI to use is built by the MS 


· either on the basis of the P-TMSI (local or foreign TLLI), 

· or directly (random TLLI).


Local Mobile Station Identity (LMSI): defined in order to speed up the search for subscriber data in the VLR.
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Figure 5.3.1.2.2.2: Temporary characterization of one end-user


Numbers assigned to the MS

According to [3] any numbering plan should at least (but not exclusively) support the following points:


· It should be possible for any subscriber of the ISDN or PSTN to call any MS in a PLMN.


· The numbering/addressing plan should not limit the possibility for MSs to roam among PLMNs.


· It should be possible to change the IMSI without changing the ISDN number allocated to an MS and vice versa.


· It should be possible for any subscriber of the CSPDN/PSPDN to call any MS in a PLMN.


· It should be possible for any fixed or mobile terminal to communicate with a mobile terminal using an IP v4 address or IP v6 address.


MS international ISDN numbers (MSISDN): allocated from the ITU-T Recommendation E.164 numbering plan; see also ITU-T Recommendation E.213. The composition of the MSISDN number should be such that it can be used as a global title address in the Signalling Connection Control Part (SCCP) for routeing messages to the home location register of the MS.


Mobile Station Roaming Number (MSRN): used to route calls directed to an MS. On request from the Gateway MSC via the HLR it is temporarily allocated to an MS by the VLR with which the MS is registered; it addresses the Visited MSC collocated with the assigning VLR. More than one MSRN may be assigned simultaneously to an MS.
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MS international data numbers: should comply with the data numbering plan of ITU-T Recommendation X.121 as applied in the home country of the mobile subscriber.


Figure 5.3.1.2.2.1: Characterization of one end-user via numbers assigned to an MS

Handover number: used for establishment of a circuit between MSCs to be used for a call being handed over. The structure of the handover number is the same as the structure of the MSRN.


IP v4/v6 address: may be allocated to an MS either permanently or temporarily during a connection with the network. One or more IP address domains may be allocated to each PLMN.


Identification of local areas and base stations


Location Area Identification (LAI): is composed as follows


· Mobile Country Code (MCC) identifies the country in which the GSM PLMN is located. The value of the MCC is the same as the three digit MCC contained in international mobile subscriber identity (IMSI);


· Mobile Network Code (MNC) is a code identifying the GSM PLMN in that country. The MNC takes the same value as the two or three digit MNC contained in IMSI;


· Location Area Code (LAC) is a fixed length code (of 2 octets) identifying a location area within a PLMN. 


Routing Area Identification (RAI): is composed as follows:


· A valid Location Area Identity (LAI): as defined above.

· Routeing Area Code (RAC): fixed length code (of 1 octet) identifying a routeing area within a location area.


Cell Global Identification (CGI): concatenation of the 


· Location Area Identification and 

· Cell Identity: shall be unique within a location area.


Base Station Identity Code (BSIC): local colour code that allows an MS to distinguish between different neighbouring base stations. BSIC is structured as follows:


· NCC: PLMN Colour Code


· BCC: BS Colour Code

PLMN-specific Regional Subscription: defines unambiguously for the entire PLMN the regions in which roaming is allowed. It consists of 


· one or more regional subscription zones. The regional subscription zone is identified by a Regional Subscription Zone Identity (RSZI) which consists of:

· the Country Code (CC): identifies the country in which the PLMN is located;


· the National Destination Code (NDC): identifies the PLMN in that country;


· the Zone Code (ZC): identifies a regional subscription zone as a pattern of allowed and not allowed location areas uniquely within that PLMN.


CC and NDC are ITU-T E.164 VLR or SGSN numbers. If a mobile subscriber has a regional subscription [3], the HLR shall store a list of up to ten Regional Subscription Zone Identities (RSZIs) per Network Destination Code (NDC) of the PLMN involved.

Location Number: defines a specific location within a PLMN. The location number is formatted according to ITU-T Recommendation E.164, as follows: 


· The Country Code (CC) and 

· National Destination Code (NDC) fields of the location number are those which define the PLMN of which the location is part.


Identities for MSCs, GSNs, and location registers


MSCs, GSNs and location registers are identified by international PSTN/ISDN numbers and/or Signalling Point Codes ("entity number") i.e.: 


· "HLR number", 

· "VLR number", 

· "MSC number", 

· "SGSN number" and 

· "GGSN number" 


in each PLMN.


Additionally SGSNs and GGSNs are identified by GSN Addresses: 


· The Address Type, which is a fixed length code (of 2 bits) identifying the type of address that is used in the Address field.


· The Address Length, which is a fixed length code (of 6 bits) identifying the length of the Address field.


· The Address, which is a variable length field which contains either an IPv4 address or an IPv6 address.


These are the 


· SGSN Address and the 

· GGSN Address. 


Address Type 0 and Address Length 4 are used when Address is an IPv4 address. Address Type 1 and Address Length 16 are used when Address is an IPv6 address.


HLR id: identifies an HLR (n:1 relation); consists of the leading digits of the IMSI (MCC + MNC + leading digits of MSIN).


International Mobile Station Equipment Identity and Software Version Number


International Mobile station Equipment Identity (IMEI): is composed as follows:


· Type Allocation Code (TAC): Its length is 8 digits;


· Serial Number (SNR): individual serial number uniquely identifying each equipment within the TAC. Its length is 6 digits;


· Spare digit: shall be zero, when transmitted by the MS.


International Mobile station Equipment Identity and Software Version Number (IMEISV): is composed as follows:


· Type Allocation Code (TAC): Its length is 8 digits;


· Serial Number (SNR): individual serial number uniquely identifying each equipment within each TAC. Its length is 6 digits;


· Software Version Number (SVN): identifies the software version number of the mobile equipment. Its length is 2 digits.


Identification of Voice Group Call and Voice Broadcast Call Entities


Group Identity (Group ID): identifies logical groups of subscribers 


· to the Voice Group Call Service (VGCS): unique within a PLMN 

· to the Voice Broadcast Service (VBS): unique within a PLMN

Note: 


· There is no uniqueness between the two sets of IDs.

· VGCS or VBS shall also be provided for roaming. If this applies, certain Group IDs shall be defined as supra-PLMN Group IDs which have to be co-ordinated between the network operators and which shall be known in the networks and in the SIM

Group Call Area ID: allows grouping of cells into specific group call areas in support of both 


· the Voice Group Call Service (number uniquely assigned to a group call area in one network) and 

· the Voice Broadcast Service (number uniquely assigned to a group call area in one network)


Voice Group Call Reference: Specific instances of voice group calls; composed of the Group ID and the Group Call Area ID; can be specific for each network operator 


Voice Broadcast Call Reference: Specific instances of voice broadcast calls; composed of the Group ID and the Group Call Area ID; can be specific for each network operator


Access Point Name (APN)

The APN is composed of two parts as follows:


· The APN Network Identifier: this defines to which external network the GGSN is connected and optionally a requested service by the MS. This part of the APN is mandatory.


· The APN Operator Identifier: this defines in which PLMN GPRS backbone the GGSN is located. This part of the APN is optional.


The APN field in the HLR may contain a wild card APN if the HPLMN operator allows the subscriber to access any network of a given PDP Type. If an SGSN has received such a wild card APN, it may either choose the APN Network Identifier received from the Mobile Station or a default APN Network Identifier for addressing the GGSN when activating a PDP context.


Identification of the Cordless Telephony System entities


Fixed Part Beacon Identity (FPBI): local identity broadcasted by every Cordless Telephony System Fixed Part (CTS‑FP); contains an Access Rights Identity. 


CTS‑MS has:


·  an Access Rights Key in order to identify a CTS‑FP via FPBI

· a CTS Mobile Subscriber Identity (CTSMSI). 


These operate as a pair. 


CTS Mobile Subscriber Identities (CTSMSI): temporary identities which are used for paging and to request access; each CTS‑MS has one or more CTSMSIs. The CTSMSI is composed of the following elements:


· CTSMSI Type: 


· Significant Part: 


International Fixed Part Equipment Identity (IFPEI): composed of the following elements (each element shall consist of decimal digits only):


· Type Approval Code (TAC):


· Final Assembly Code (FAC):


· Serial NumbeR (SNR):


· Software Version Number (SVN) identifies the software version number of the fixed part equipment. Its length is 2 digits.


International Fixed Part Subscription Identity (IFPSI): composed of the following elements (each element shall consist of decimal digits only):


· Mobile Country Code (MCC): The MCC identifies the country of the CTS‑FP subscriber (e.g. 208 for France);


· CTS Operator Number (CON): 


· Fixed Part Identification Number (FPIN): identifies the CTS‑FP subscriber.


The National Fixed Part Subscriber Identity (NFPSI): consists of the


·  CTS Operator Number and the 

· Fixed Part Identification Number.


Identification of Localised Service Area


Cells may be grouped into specific localised service areas.


Localised Service Area Identity (LSA ID): identifies a localised service area; no restrictions are placed on what cells may be grouped into a given localised service area. The LSA ID can either be a PLMN significant number or a universal identity. This shall be known both in the networks and in the SIM.


Identification of PLMN, RNC, Service Area, CN domain and Shared Network Area


Public Land Mobile Network Identifier (PLMN-Id): uniquely identifies a PLMN, consists of


· Mobile Country Code (MCC) and 

· Mobile Network Code (MNC).


CN Domain Identifier: identifies a CN Domain Edge Node within the UTRAN for relocation purposes. 


· The CN Domain identifier for Circuit Switching (CS): consists of the 

· PLMN-Id and the 

· LAC

· The CN Domain identifier for Packet Switching (PS): consists of the 

· PLMN-Id, the 

· LAC, and the 

· RAC of the first accessed cell in the target RNS.


CN Identifier (CN-Id): identifies a CN node uniquely within a PLMN. 


Global identification of the CN node: 


· CN-Id together with 

· PLMN identifier.


RNC Identifier (RNC-Id): identifies an RNC node uniquely. 


The Service Area Identifier (SAI): identifies an area consisting of one or more cells belonging to the same Location Area (this area is called a Service Area - used for indicating the location of a UE to the CN). The SAI consists of


· The Service Area Code (SAC) together with 

· the PLMN-Id and the LAC 


The Shared Network Area Identifier (SNA-Id): identifies an area consisting of one or more Location Areas (called a Shared Network Area - used to grant access rights to parts of a Shared Network to a UE in connected mode); consists of the 


· PLMN-Id followed by the 

· Shared Network Area Code (SNAC).


Numbering, addressing and identification within the IP multimedia core network subsystem


Home Network Domain Name: shall be in the form of an Internet domain name


If there is no ISIM application, the UE shall derive the home network domain name from the IMSI as described in the following steps:


· take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;


· use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.3gppnetwork.org" domain name;


· add the label "ims." to the beginning of the domain. 


An example of a home network domain name is: 
IMSI in use: 234150999999999; where:


· MCC = 234;


· MNC = 15;


· MSIN = 0999999999,


This gives the home network domain name: ims.mnc015.mcc234.3gppnetwork.org

Private User Identity: shall take the form of an NAI, and shall have the form username@realm


If there is no ISIM application, the private user identity is not known. If the private user identity is not known, the private user identity shall be derived from the IMSI. With the example from above one gets: 234150999999999@ims.mnc015.mcc234.3gppnetwork.org

Public User Identity:  shall take the form of either 


· a SIP URI (see IETF RFC 3261) or 


· a tel URL (see IETF RFC 3966). 


A SIP URI for a Public User Identity shall take the form "sip:user@domain". 


If there is no ISIM application to host the public user identity, a temporary public user identity shall be derived, based on the IMSI. With the example of above one gets "sip:234150999999999@ims.mnc015.mcc234.3gppnetwork.org".


Public Service Identity (PSI): identifies a service, or a specific resource created for a service on an application server. The domain part is pre-defined by the IMS operators and the IMS system provides the flexibility to dynamically create the user part of the PSIs; shall take the form of either a 


· SIP URI  or a 


· Tel URI 


The PSIs are stored in the HSS either as a distinct PSI or as a wildcarded PSI. A distinct PSI contains the PSI that is used in routing, whilst a wildcarded PSI represents a collection of PSIs (the following PSI could be stored in the HSS - "sip:chatlist!.*!@example.com").

Anonymous User Identity: shall take the form of a SIP URI ("sip:anonymous@anonymous.invalid")


Unavailable User Identity: shall take the form of a SIP URI ("sip:unavailable@unknown.invalid")


Emergency Public User Identity: shall be derived from a public user identity as follows:


· UE selects any public user identity that is a SIP URI from ISIM. If the UE does not have ISIM, UE derives a temporary public user identity from IMSI as described above.


· UE adds "sos." to the beginning of the domain part of the selected public user identity.


For example if the SIP URI for the selected public user identity is "sip:user@domain", the corresponding emergency public user identity is "sip:user@sos.domain".


Numbering, addressing and identification for 3GPP System to WLAN Interworking


Home Network Realm: shall be in the form of an Internet domain name, e.g. operator.com.


When attempting to authenticate within WLAN access, the WLAN UE shall derive the home network domain name from the IMSI as described in the following steps:


· take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;


· use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>. 3gppnetwork.org" domain name;

· add the label "wlan." to the beginning of the domain name.


With the example from above one gets wlan.mnc015.mcc234.3gppnetwork.org.


Root NAI: shall take the form of a NAI, and shall have the form username@realm as specified above.


· The username part format of the Root NAI shall comply with 


· IETF RFC 4187  when EAP AKA authentication is used and with 


· IETF RFC 4186 , when EAP SIM authentication is used. 


· When the username part includes the IMSI, the Root NAI shall be built according to the following steps:


· Generate an identity conforming to NAI format from IMSI as defined in EAP SIM [51] and EAP AKA as appropriate

· Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name.


The result will be a root NAI of the form:


"0<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org", for EAP AKA authentication and "1<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org", for EAP SIM authentication


Using the example above, for EAP AKA authentication: If the IMSI is 234150999999999 (MCC = 234, MNC = 15), the root NAI then takes the form 0234150999999999@wlan.mnc015.mcc234.3gppnetwork.org.

Decorated NAI: takes the form of a NAI and shall have the form 'homerealm!username@otherrealm' .


· realm part: consists of 


· 'otherrealm' is the realm built using the PLMN ID (visitedMCC + visited MNC) of the PLMN selected as a result of WLAN PLMN selection. 


· 'Homerealm' is the realm as specified using the HPLMN ID ('homeMCC' + 'homeMNC)'.


· The username part format of the Root NAI shall comply with 


· IETF RFC 4187 when EAP AKA authentication is used and with 


· IETF RFC 4186 when EAP SIM authentication is used.


When the username part of Decorated NAI includes the IMSI, the result will be a decorated NAI of the form:


"wlan.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !0<IMSI>@wlan.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org", for EAP AKA authentication and " wlan.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !1<IMSI>@wlan.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org ", for EAP SIM authentication


Using the example from above for EAP AKA authentication: If the IMSI is 234150999999999 (MCC = 234, MNC = 15) and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71 then the Decorated NAI takes the form wlan.mnc015.mcc234.3gppnetwork.org!0234150999999999@wlan.mnc071.mcc610.3gppnetwork.org.


Alternative NAI: shall take the form of a NAI, i.e. 'any_username@REALM' as specified of IETF RFC 4282. The Alternative NAI 


· shall not be routable from any AAA server,


· shall contain a username part which is not derived from the IMSI, 


· username part shall not be a null string.


W-APN: composed of two parts as follows:


· The W-APN Network Identifier; this defines to which external network the PDG is connected. 


· The W-APN Operator Identifier; this defines in which PLMN the PDG serving the W-APN is located.


Identification of Multimedia Broadcast/Multicast Service

Temporary Mobile Group Identity (TMGI): identifies Multicast and Broadcast bearer services within MBMS uniquely; composed of three parts:


· MBMS Service ID: uniquely identifies an MBMS bearer service within a PLMN.

· Mobile Country Code (MCC): uniquely identifies the country of domicile of the BM-SC;


· Mobile Network Code (MNC): identifies the PLMN which the BM-SC belongs to. 


MBMS Service Area (MBMS SA): comprises of one or more MBMS Service Area Identities (MBMS SAIs), in any case each MBMS SA shall not include more than 256 MBMS SAIs. 


MBMS Service Area Identity (MBMS SAI): identifies a group of cells within a PLMN that is independent of the associated Location/Routing/Service Area and the physical location of the cell(s). A cell shall be able to belong to one or more MBMS SAs, and therefore is addressable by one or more MBMS SAIs.


Numbering, addressing and identification within the GAA subsystem


Bootstrapping Server Function (BSF) address: The UE shall discover the BSF address from the identity information related to the UICC application that is used during the bootstrapping procedure i.e. IMSI for USIM, or IMPI for ISIM, in the following way:


· In the case where the USIM is used in bootstrapping, the BSF address shall be derived as follows:


· take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used  and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;


· use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org" domain name;


· add the label "bsf." to the beginning of the domain.


Example 1: If IMSI in use is "234150999999999", where MCC=234, MNC=15, and MSIN=0999999999, the BSF address would be "bsf.mnc015.mcc234.pub.3gppnetwork.org".


· In the case where ISIM is used in bootstrapping, the BSF address shall be derived as follows:


· extract the domain name from the IMPI;


· add the label "bsf." to the beginning of the domain.


Example 2: If the IMPI in use is "user@operator.com", the BSF address would be "bsf.operator.com ".


Numbering, addressing and identification within the Generic Access Network


Home network realm: shall be in the form of an Internet domain name. UE derives the home network realm from the IMSI in the following steps:


· take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;


· use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.3gppnetwork.org" network realm;


· add the label "gan." to the beginning of the network realm.


An example of a home network realm is: IMSI in use: 234150999999999 where:  MCC = 234; MNC = 15; MSIN = 0999999999, which gives the home network realm: gan.mnc015.mcc234.3gppnetwork.org


Full Authentication NAI: in both EAP‑SIM and EAP‑AKA shall take the form of an NAI as specified in clause 2.1 of IETF RFC 4282. The format of the Full Authentication NAI shall comply with 


· IETF RFC 4187 when EAP‑AKA authentication is used and with 


· IETF RFC 4186, when EAP‑SIM authentication is used.


Fast Re-authentication NAI: in both EAP-SIM and EAP-AKA shall take the form of an NAI as specified in clause 2.1 of IETF RFC 4282. The UE shall use the re-authentication identity received during the previous EAP‑SIM or EAP‑AKA authentication procedure.


Home network domain name: shall be in the form of an Internet domain name, e.g. operator.com. The UE shall derive the home network domain name from the IMSI as described in the following steps:


· take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;


· use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org" domain name;


· add the label "gan." to the beginning of the domain name.


Using the example of above gives the home network domain name: gan.mnc015.mcc234.pub.3gppnetwork.org


Provisioning GANC‑SEGW identifier: takes the form of a fully qualified domain name (FQDN) as specified in IETF RFC 1035.


Provisioning GANC identifier: takes the form of a fully qualified domain name (FQDN) as specified in IETF RFC 1035.


Addressing and Identification for Voice Call Continuity


CS Domain Routeing Number (CSRN): used to route a call from the IM CN subsystem to the user in the CS domain.


IP Multimedia Routeing Number (IMRN): routable number that points to the IM CN subsystem. In a roaming scenario, the IMRN has the same structure as an international ISDN number. The Tel URI format of the IMRN (see IETF RFC 3966) is treated as a PSI within the IM CN subsystem.


VCC Domain Transfer Number (VDN): is a public telecommunication number, as defined by ITU-T Recommendation E.164, and is used by the UE to request Domain Transfer to the CS domain from the Domain Transfer Function within VCC.


VCC Domain Transfer URI (VDI): Tel URI (see IETF RFC 3966) used by the UE to request Domain Transfer to IMS from the Domain Transfer Function within VCC.

5.3.1.2.3
Identity Management of the End-User


In this subsection some consequences, both legal and business related, of looking at an end-user are covered. Identity Management is shown to cover these issues as a concept and the standardized version of OMA is introduced. 


5.3.1.2.3.1
Motivation for analysing Identity Management


The identity of a person (in the context of this TR the end-user) comprises many partial identities [46] which represent the person in specific contexts or roles. For the 3GPP, OMA ITU-T etc many of these identities have been shown in section 5.1 Managing the identity of this end-user means managing the various partial identities. 

According to [46] today's most broadly accepted definition of legal person is a human being to which the legal systems refers rights, privileges and obligations (Kelsen 1966).


Under current legislation, the identity of physical persons in legislation has no systematic regulation. It is a stratification of definitions, which do not always match with each other and has two main functions:


· To grant identification for legal purposes and


· To protect individual rights of freedom (name, identity, self determination, freedom of speech, privacy, etc.) related to a physical person.


The aspects of the human personality granted by the (constitutional) legislation of democratic legal systems, regulated by private law and also protected against unilateral unauthorised aggression by third parties are:


· The name and the identity;


· Freedom from physical constriction (habeas corpus);


· Inviolability of the domicile and right of privacy;


· Freedom of speech and self expression, in particular two sub-categories of it:


· The right to choose one's image;


· The right to protect one's honour;


· Freedom of movement and to settle (granted only to fully aged people).


The personal identity is regulated at constitutional level, by the treaty of the European Union, by national private legislation, and protected by rules of the criminal law, against unduly unauthorised interference by third parties. Moreover administrative law regulates personal identity.


The Concept of Identity in the European Directive


The European Directive 95/46/CE about data protection is aimed at giving to the data subject (owner of data) the most control possible on its own identity and personal data, posing a series of requirements on recipients, controllers, processors and even third parties. Art. 2, letter a), giving a definition of "personal data", says: "identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity".


The main principles behind the Data Protection Directive are:


· Personal data must always be processed fairly and lawfully


· Personal data must be collected for explicit and legitimate purposes and used accordingly


· Personal data must be relevant and not excessive in relation to the purpose for which they are processed


· Data that identify individuals must not be kept longer than necessary.


· Data must be accurate and, where necessary, kept up to date


· Data controllers are required to provide reasonable measures for data subjects to rectify, erase or block incorrect data about them


· Appropriate technical and organisational measures should be taken against unauthorised or unlawful processing of personal data


· Personal data must not be transferred to a country or territory outside the European Economic Area unless that country ensures an "adequate level of protection" for data subjects.


Technologically, the terms "ID" or "identifier" play a big role rather than "identity" and denote "technological identities" of any possible object (or subject). An identifier could be a name, a serial number, or some other pointer or address to the entity being identified. Some identifiers allow unique mapping to a specific individual. Even if identifiers are not directly assigned to a user, but to, e.g., pieces of his/her hardware or programmes, the specific user may often be derived. Examples of identifiers are


· IDs for data sets, e.g., in relational databases where (unique) identifiers can be used to address data in a table or to join data of different tables (here e.g. MSISDN, IMSI);


· The MAC (Media Access Control) address which is a unique network card address and identifies the  computer in a local area network, e.g., as an Ethernet address;


· The IP address which identifies the computer in the Internet;


· Globally unique identifiers (GUIDs), e.g.,IMSI;


Thus, those identifiers can be found in hardware, in software  or in services.


For acting within an ICT (Information and Communications Technologies) system, the user has to be assigned an identifier. In many cases authentication, i.e., a verification of a claimed identity, of the user is necessary before any other action. In general there are three different methods for authentication:


· "Something you know" (e.g., a secret such as a password),


· "Something you have" (e.g., a token or a chipcard) and


· "Something you are" (biometrics).


The processes of authentication and identification are distinct. Identification, seen from the technological perspective, associates an identifier with an individual without the requirement of a claim on the part of the subject. The objective of identification is to determine which identifier refers to an individual. In contrast, authentication refers to the process of verifying the linkage between a (claimed) identifier and the individual.

From a legal point of view [46] the management of identities is not granted by legislation as such out of the following reasons:


· The category is relevant principally in technological environment, in particular in open networks (Internet).


· Identity is not regulated organically by legislation, as it would be required in order to have a legal management of identities.


· Identity from a legal perspective has a dual function. Identification of the subjects and reference point for rights and obligations.


Nonetheless legislation provides some (in most cases) constitutionally protected rights to individuals, that allow them to change some aspects of their identity, even if such changes are in conflict with the first function of the identity, which is to ensure uniqueness and identifiability of subjects. One of the topics is the right to pseudonymity, which can be defined as the right not to disclose that we don't want to disclose our identity. This is at least the case with pseudonyms which look like real names and don't reveal that they are pseudonyms.

So in order to identify a person in open networks, technically (and legally) speaking a name or an address does not need to be known any more. With the permission of the interested person one can connect the story of a relation to a reliable unique identifier (the pseudonym or the number of the signature certificate).


Technically and legally speaking, following the idea of the Directive on Electronic Signatures, which expressly declares the possibility of using pseudonyms, one can lawfully have different identities for on-line relations one establishes. Form this fact the authors of [46] deduce the need for an Identity Management System (IMS).

Another legal issue is the right to privacy. According to [46] it comprises the right not to disclose information and the obligation for data processing parties to provide technological and organisational measures to protect disclosed personal data. So the data gathering as such is not prohibited, but in order to collect personal data lawfully, there is the obligation to inform the interested person (and the data protection authority). Data minimisation is the key approach of legal systems recognising an individual right to data protection.


Note: The current problem is that data minimisation is an approach difficult to enforce: it is more difficult to select relevant data than to store everything that could be of interest. Storage capability is no more a limiting factor: huge databases and storage devices have become dramatically cheaper in the last 10 years.


The difficulty to enforce a proper gathering and handling of personal data is the reason why there is an increasing interest in Identity Management Systems. The problem of properly implementing on-line identity has been technically solved: There is the possibility to use the electronic signature for mutual identification and authentication. The problems related to the identification through a terminal or a random telecommunication link, can be solved through  cryptographic tools, instead with IP addresses or other inappropriate substitutes.


Up to now pseudonymity or anonymity were the only viable options for on-line interaction. A reliable identification needed always at least some kind of direct or indirect personal contact. This is not anymore true: Many kinds of electronic signatures are available so that legally speaking there are the following options practicable:


· To be fully recognisable through qualified certificates, according to the Annex I of the Directive on Electronic Signatures 93/1999 EU;


· To be recognisable through a pseudonym displayed on the qualified certificate, according to the Annex I of the Directive on Electronic Signatures 93/1999 EU;


· To self declare one's identity;


· Not to declare one's identity.


[46] also deals with the technical aspects pertaining to the legal aspects just introduced for identities and Identity Management Systems.


As technical identities simply are numbers or strings, which can represent any object, they may identify directly or indirectly an individual, an organisation, or a machine. It is relevant from the privacy perspective that even if those identifiers do not directly represent an individual, but only a specific device, frequently there is a relation to a person so that many of these identities have to be regarded as at least potentially personal data. But as the existence and the disclosure of those IDs often goes unnoticed by the users, managing them is quite difficult: In many cases technology does not provide the functionality to influence assignment, storage and disclosure of those IDs. A possibility to regain control over these IDs is offered by some anonymising services which help the users in substituting or deleting those identifiers. In general it is not possible to successfully manage one's partial identities without knowing when and where they may be involuntarily disclosed. This is not only the case with data trails in digital networks, but also capturing biometrics, e.g., by video surveillance, is often possible without knowledge and consent of the individual.103 Whereas the user can blur identifying data by anonymising services, there is no equivalent solution for preventing others to capture publicly noticeable biometrics such as the face, the shape of the body or the way of walking. Identity Management Systems as described in this study are acting as gateways and guardians for users in digital networks, but cannot prevent undesired data collection outside the network.

5.3.1.2.3.2
Identity Management in OMA


OMA developed an Identity management enabler in whose requirement document [86] it evaluates the benefits of a single Identity Management enabler for all OMA enablers to be:


· Management and use of Identity or personal information is easier for all stakeholders: End Users, mobile operators, enterprises and Service Providers;


· End Users do not have the burden of having to understand different service-specific Identity solutions;


· The same Identities and personal information can be utilised by multiple services;


· Privacy protection can be enabled more easily using a common Identity Management enabler;


· The OMA will not be seen to publish specifications with disparate, conflicting Identity Management solutions;


· Identity needs are the same (or very similar) for all enablers and so, by creating a single Identity Management enabler, duplication of work is kept to a minimum;


· New enablers with Identity requirements will be able to benefit from the existing Identity Management enabler;


· Greater interoperability between enablers;


· Improved time to market for those enablers that use the Identity Management enabler.


In [86] OMA also identified additional benefits if existing, standardised Authentication / Authorisation methods could be re-used in an Identity Management enabler. One such example is mobile operator subscription-based Identity:


· Mobile operators already have an excellent trust relationship with millions of End Users due to their high level of security;


· Mobile operators can offer services of their own, or third party services, with improved Authentication and privacy protection by using IDP and Identity Broker models;


· Mobile operators can offer content Service Providers simple, event-based billing services suitable for low-value transactions.


OMA includes in its scope the following types of Identities:


· End User Identity: relating to the provisioning of and access to End User Identity information and related Attributes in 


· the mobile operator, 


· Service Provider, 


· enterprise infrastructures and in 


· the Device. 


This includes the management (e.g. conflict resolution) of several simultaneous Identities (for one End User) that enable multiple End User profiles, such as employee and a private customer profiles. Delegation and sharing of authority is also included in scope in order to enable the role of an intermediary Agent (e.g. for some enterprise situations).


· Provider Identity: for Authentication and to support delegation of authority.


· Device Identity: to enable topics such as digital rights management, for example.


· Application / Service Identity: to identify enterprise applications, for example, or enable the use of Identity Containers.


The following figure describes the Identity Management ecosystem as OMA sees it [86]. 
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Figure 5.3.1.2.2.2.1: OMA’s vision of an Identity Management eco system [86]

The following paragraphs describe a set of simplified Identity Management roles that the different actors in the ecosystem can implement and the interactions that would happen between them. 


OMA defines the following mechanisms by which the actors in the IdM ecosystem can interact to exchange Identity information:


· The ability to discover Identity information;


· How Identity information can be transferred from one Entity to another;


· The ability to control the 


· availability, 


· visibility, and 


· use of Identity information.


The following roles  - defined by OMA  -  can  be used and implemented by the different actors of the Identity Management ecosystem:


· Principal Agent: A Principal is an Entity that has an Identity, and owns all Identity information about itself. Examples: 


· human beings (End Users), 


· a Group of End Users, 


· a corporation, 


· service enablers / applications, 


· system Entities and 


· other legal Entities.


A Principal Agent is an IdM role that represents ‘real world domain’ of a mobile operator or enterprise (can be thought of as a delegated source of Identity information i.e. delegated by the ‘real world domain’ Principal).


· Identity-based Service Consumer: IdM role that, in order to perform its functions, requires some Identity information about a Principal. 


Example: Provider that implements a weather forecast service. The Provider might wish to request location information (from an Identity-based Service Provider) about a certain End User in order to provide a local weather report to that End User.


· Identity-based Service Provider: IdM role that provides Identity information or Identity services for / about a Principal. The role of an Identity-based Service Provider includes acting upon some resource in order to 


· either retrieve information about an Identity, 


· update information about an Identity, or 


· perform some action for the benefit of some Identity.


Attribute Provider: a special type of Identity-based Service Provider, whose function is to provide Identity Attributes about a specified Principal. Therefore an Attribute Provider would create, read, update, or delete Attributes of a Principal. 


· Identity Provider (IDP): IdM role that offers key, core Identity functions that are required in order for other Identity services to be possible. 


· Discovery Service Provider: IdM role that knows what Attributes are available for a particular Principal and how to gain access to those Attributes. Note that a Discovery Service Provider would not actually know the value of a particular Attribute, but just the Address of an appropriate Identity-based Service Provider. 


In addition OMA describes the relationship between the Identity Management enabler and the OMA Policy enforcement infrastructure. 


According to [86] the roles of the IdM ecosystem may need to make Authorisation decisions and evaluate other Policies (i.e. they may have to perform functions that belong to a Policy evaluation and enforcement enabler). If necessary, policy enforcement will be handled via delegation of certain PEEM functions to those other enablers that specialise in the particular functions. 


Finally OMA sees the following use cases:


· Single Sign On (SSO) and Authentication Contexts: 


· Single Sign On improves the End User experience by reducing the number of username / password combinations that the End User must remember, and by reducing the number of keystrokes required on the Device. 


· Single Sign On can also improve security because it is more likely that an Identity Provider would use a more secure, 2 or 3-Factor Authentication solution than a Service Provider would (e.g. a SIM Smart Card in combination with an End User PIN)


· Federation, Single Log Out, and De-Federation: This use case describes some of the background processes that enable SSO. Specifically, this use case discusses:


· Federation of an End User’s Account at an IDP with her Account at an SP;


· De-Federation of an existing Federation;


· Single Log Out (SLO) of an End User.


· Delegation of Authority to Federate Identities, Bulk Federations and De-Federations: There are many cases where an End User may wish to delegate authority to federate her Identity Provider Account with her (new or existing) Accounts at other Service Providers to the Identity Provider itself, so that the IDP may federate her Accounts on her behalf. Using this delegated authority, the IDP can federate the End User’s IDP Account with (new or existing) End User Accounts at SPs without the End User having to be logged in (i.e. authenticated) at the time.


· Seamless Attribute Transfer and Usage Directives: 


· Seamless Attribute Transfer: Typically, an End User has to enter her personal profile information (her Identity Attributes) many times when using on-line services. By offering seamless Attribute Transfer Identity Management can relieve the End User of this tiresome task.


· Including Usage Directives when requesting End User Attributes from Attribute Providers: By Usage Directives OMA means a set of directives regarding how a particular Attribute would be used by the Service Provider once the Attribute has been released to it. By Attribute Provider OMA means a Service Provider whose service is to store and manage End Users’ Attributes on their behalf.


· Anonymous Attribute Transfer: There are many scenarios where a Service Provider may wish to access certain Attributes associated with an End User without actually knowing the Identity of the End User.


· Transactions and Event Tokens: End User purchases goods and services using mobile Device enabled payment processes, where the merchant selling the goods and / or services could be a retail establishment or an online vendor. 


· Authentication Domains, Identity Brokers and Circles of Trust: In a deployment scenario where several Identity Providers and Service Providers exist, it is highly likely that each Identity Provider will have business agreements with several Service Providers. Furthermore, a Service Provider may have to enter into a business agreement with many Identity Providers in order to cover a large customer base, which is not desirable from a Service Provider’s point of view. In order to address these points the notion of Authentication Domains, Identity Brokers and Circles of Trust are introduced.


· An Authentication Domain consists of one Identity Provider and all the Service Providers (and End Users) that have the necessary technical and business arrangements in place with the Identity Provider in order to be able to offer (or use) SSO services.


· IDP1 and IDP2 might create a business agreement that allows them to act as Identity Brokers for each other. There still exist two Authentication Domains, but IDP1 and IDP2 can act as Identity Brokers in order to introduce Service Providers in one Authentication Domain to an Identity Provider (and hence End Users) in another Authentication Domain.


· Circle of Trust means that there is a potential trusted link between every End User and every Service Provider in the Circle of Trust. A Circle of Trust could, itself, be a part of a bigger Circle of Trust, to the extent that if every IDP acts as an Identity Broker for at least one or two other IDPs then it would be easily possible to create an almost global Circle of Trust.


· Service Provider Alliances: There are many cases where several Service Providers decide to work together to form an Alliance so that, for certain functions, they appear as a single Entity to the End User. In other words, the different Entities or companies in the Alliance are no longer relevant to the End User, but the End User is merely interested in the services that the Alliance has to offer as a collective unit.


5.3.1.2.3.3
Identity Management using a common datamodel and the CPSF


The existence of one end-user model stored in a logically centralized common profile storage framework (for details see section 6) has soms business related aspects:


· The centralization of user administration tasks allows to

· Reduce admin costs and

· Improve accuracy and security of data store


· New applications can leverage the existing infrastructure which leads to a reduction of deployment time for new applications


· Improvement of end-user experience: 


· Quick access to applications for new users


· Allows to modify attributes or preferences at one location only


· Allows customized application experience (applications understand the user preferences and roles)


· Improvement of application security:


· Password and security credentials managed centrally


· Usability greatly improved


In addition some principles of fair information practices can be observed and proved  more easily, when dealing with the identity of an end-user stured ina logically centralized CPSF within a common data model.


· Openess:


· Means for establishing the existence and nature of personal data


· Main purpose of the use of the data


· Collection Limitation: 


· Limits to collection of personal data


· Acquisition by lawful and fair means (evtl. with knowledge and/or consent of data subject)


· Purpose specification: 


· Purpose, for which the data are collected, must be known latest at the moment of the beginn of the data collection


· Use of the data shall be limited to the fullfillment of those purposes


· Limitation of data usage:


· Non-disclosure of personal data


· Use limited to purpose negotiated (subject to mutually agreed change requests)


5.3.1.4
The Relation between an End-User and a Subscriber


In clause 5.3.1.2 the relation of the end-user to his various key attributes has been discussed. This clause highlights the relationship between a contract holder and an end-user in more detail.






Figure 5.3.1.4.1 shows the general situation: An end-user can have n cards with the same or different services assigned. The end-user may also be a contract holder (subscriber), but does not need to be so. A contract holder can be assigned to one or more cards (for which he is billed) and to one or more end-users.


The following figure gives a simple example:
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Figure 5.3.1.4.1: Specific example of the relationship between an end-user and a contract holder


Contract holder 1 is a company, which has n employees, with one mobile phone each (paid for by the company). Employee n (UID_n) is also a contract holder (contract holder m), because in addition to the company phone he has a pre-paid mobile for his private use. Thus UID_n is assigned two different keys (IMSI_1, IMSI_2).


5.3.2
Semantic Identity of Data Entities


One idea of a common data model is to avoid redundant definition and storage of data model entities. So all data, which are used by more than one network function in the same way ("semantic identity") shall only be defined once. 

This requirement has to be analysed under the following conditions:


· Different applications might need differing forms of representation of the semantically identical data entities in question.


The representation of a numerical value might be a number (Roman or Arabic, which already creates a problem) or a string (“fifteen”). In addition, if this value is needed in string form, it might be needed in English by one application and in French by another application.


In case of object oriented databases the objects might contain the same attributes, but might be called differently (e.g. different standardization bodies defining the same entities).


· Different applications might need the semantically identical data differently organized out of functional reasons


A set of attributes might be put into n object classes for one application, the reason being that for a fast read there should not be too many data to be analyzed. For another application it might be essential to read as many data as possible with one read, so the set of attributes is put into one object class only.


· Different applications might need the semantically identical data differently organized out of backwards compatibility reasons


Out of historical reasons, applications using the same data entities in a directory type of organization (e.g. X.500) might still have different organizations of their tree. 


· In general, an application should not need to know of the existence of another application


This bullet has implications both for the physical architecture of the data storage (certain properties of distributed systems have to be met) and on the way, in which the data model itself has to be designed. Here only the last point is of interest and can be summarized by the requirement that the addition of a new network function or management application onto the central profile store should not affect the data access layer of the network functions or management applications already working with the central profile store.


At this point the notion “semantically identical” comes to its full importance: If two CPS applications have write access to the same data entity, it must be clear that 


· the same understanding about the consequences of a data manipulation must exist within the two applications, that


· the necessity to change the data entity must be experienced by both applications in the same situations and that


· there needs to be a mechanism via which all interested applications of the CPS can be informed of the change of the data entity (for a suggestion see the subsection about triggers).


· Only the applications, which need access to a data entity, should be granted this access.


Once the common data model would – theoretically – be accessible to all database users, one has to take care that only authenticated and authorized users manipulate certain data entities.


5.3.3
Adapting Entities


In order to be able to comply with the bullets above, adapting entities shall be defined, which


· Provide a certain view of the complete or data model or a part of it,


· Are able to provide different value representations for the same value,


· Are able to provide the proper access rights,


· Hide the fact that they ARE adapting entities and


· Are able to inform subscribed applications of a value change of a data entity.


5.3.4
Content of Post Update Triggers


In any of the cases described in 4.3.2, in which two or more network functions use the same data entity as described in 4.3.3, it must be possible for all of these network functions to be informed about any change happening to the data entity in question.


As soon as the creation, deletion or modification of a data model item common to two or more network functions has been carried out by the end-user database, a triggering mechanism should be able to inform any interested network function about it. 


Content: Name of the data entity, old value, new value


5.3.5
Adaptation Layer


In the relational world, views as defined in SQL cover part of the requirements, in the object oriented world implementation of the functionality required for adapting entities would most probably be proprietary.


The capabilities, which need to be implemented into the CPS so that adapting entities can be defined, have been summarized under the notion Adaptation Layer Functions (ALF). 


The data model part containing the adapting entities is called Adaptation Layer.


Note: The adaptation Layer is not a layer in the sense of X.200.


5.3.6
Different Levels of Data Consolidation


This clause discusses two completely different approaches to the design of a complete data model of an end-user:


· Approach 1: The complete model is exposed to all network functions and only in the cases, where there are semantically identical data entities handled by different network functions, Adaptation Layer Functionality is used to guarantee the integrity of these entities for all involved network functions.


· Approach 2: The complete model is hidden from the network functions (perhaps, because it reflects the business processes of a provider) and Adaptation Layer Functionality has to be provided for a high percentage of the entities of the data model in order to satisfy the network functions.

· Approach 3: Mixed scenarios, which allow to expose real data to network functions or enterprise applications, if out of some reason this seems desirable.

5.3.6.1
Adaptation Layer for partial Data Consolidation (Approach 1)

The complete structure of the end-user data model is, in principle, exposed to any network function. A specific network function is


· either able to ignore data, which are not relevant for its function,


· or the data base requests are tailored so that only data relevant for this network function are manipulated.


[image: image3.png]Application 1

Common Data Model







Figure 5.3.2.1.1: Overview over a common object model in case of a partial data consolidation


In case two network functions share a common data entity (Entity Y in Figure 5.3.2.1.1) then it may be necessary to define Adapting Entities Y1 and Y2 under the conditions described in section 4.3.3.


5.3.6.2
Adaptation Layer for full data consolidation (Approach 2)

The structure of the common data model is completely hidden from the network functions for reasons discussed in more detail in section 5.
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Figure 5.3.2.2.1: Overview over a common object model with a fat Adaptation Layer


5.3.6.3
Mixed Scenarios (Approach 3)

Depending on the criteria for the definition of the word "common" in common data model, the common part might, semantically seen, contain only a subset of data needed by one of the network functions.
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Figure 5.3.2.3.1: Overview over a mixed architecture
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