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1
Decision/action requested

This paper proposes to remove one of the motivating statements and one of the use cases in TR 32.808 clause.  They are based on a wrong assumption. 
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3
Rationale

It is possible to retrieve Location Area Id and Global Cell Id from the HSS using either the Sh Interface or via MAP.

Using the Sh Interface, this is done with an Sh-Pull message with Data Reference Location Information (14). 

The returned information is described in clause 7.6.6.1 for CS and clause 7.6.6.2 for PS in 3GPP TS 29.328 [1].

Using MAP, this is done with the MAP-ANY-TIME-INTERROGATION service requesting Location Information.

The service is described in clause 8.11.1 of 3GPP TS 29.002 [2], and it returns the same information as the query in the Sh Interface.
4
Detailed proposal

The proposed changes in TR 32.808 are the following:
4.1
Motivation – Use Cases 
.
.   >>>> text deleted for clarity <<<<

.

Motivating Statement 7: NEs providing end user oriented services (e.g. HLR) need to be highly available

Each of the network elements of a 3GPP conformant network containing a subscriber database needs to be highly available. Otherwise the functionality provided by this network element is not available for the end users stored in its database. 

Use Case 7: End user data stored within the HLR

At the moment the IMSI, which is the key identity of a subscriber, is bound to a specific HLR. Procedures like a location update or a mobile terminating call for one specific subscriber can only function, if the HLR in question is known and functioning.

Motivating Statement 8: Alternative possibilities of retrieving end-user data in comparison to using today's SS7 protocol stacks, allowing for a simpler handling of data queries within an operator's domain.

Some of the end user data can be queried via the SS7 protocol stack. Typical examples are the Anytime Interrogation (ATI) and the Anytime Modification (ATM) provided by MAP. This interface is highly complicated and requests like ATM and ATI create a certain load on the call processing part of the network. The following two use cases just show what may be possible, there would be others (e.g. an MMSC has to send multiple requests to get the necessary end-user data).

Use Case 8: MAP and SCP

Today the SCP of IN systems uses the MAP interface for Any Time Interrogation and Any Time Modification for the reading and/or modification of e.g. Call Forwarding Information. 

Use Case 9: MAP and MNP

Today Mobile Number Portability (MNP) needs more than one step towards the acquisition of the final routing information. A central subscriber profile store would allow the same result with one read access only.





4.2
Resulting required steps of investigation

Required step of investigation 1: 

Following motivating statement 1 and motivating statement 7 the end user, as described in [7], has to be introduced formally into the data model [2] and its relations to a subscriber have to be formalized.

Required step of investigation 2: 

Following motivating statement 1 all services provided by a 3GPP based network, which can be assigned to an end user should also be capable of being retrieved by identifying this end user within the database 

Required step of investigation 3: 

Following motivating statement 4 and motivating statement 6, it should be investigated if it is possible to identify data with identical semantic context and store these in one database only (an example would be call forwarding number, which are stored in the HLR as well as in the SCP)..

Required step of investigation 4: 

Following problem statement 5, the identity defined by the characteristics of an end user has to be managed according to legal obligations. The following list highlights some of them:

The following legal acts just represent examples:

· Europe: The main legal sources of the protection of individual identity are

-
Constitutions;

-
International Treaties

· Treaties of the European Union;

· European Convention for the Protection of Human Rights and Fundamental Freedoms;

· European Directives;

· National Law;

·  Other national Regulations.

· The aspects of human personality that are protected by the above mentioned legal sources are:

-
One's name and the identity

-
Freedom from physical constriction (habeas corpus)

-
Inviolability of the domicile and right of privacy

-
Freedom of speech and self expression, in particular:

· The right to choose one's image

· The right to protect one's honour

-
Freedom of movement and to settle (granted only to fully aged people)

· One of the important European Directives is:

-
The European Directive 95/46/CE: deals with data protection, is aimed at giving to the data subject (owner of data) the most control possible on its own identity and personal data, posing a series of requirements on recipients, controllers, processors and even third parties. Art. 2, letter a), giving a definition of "personal data", says: "identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity".

-
The main principles behind the Data Protection Directive are:

· Personal data must always be processed fairly and lawfully

· Personal data must be collected for explicit and legitimate purposes and used accordingly

· Personal data must be relevant and not excessive in relation to the purpose for which they are processed

· Data that identify individuals must not be kept longer than necessary.

· Data must be accurate and, where necessary, kept up to date

· Data controllers are required to provide reasonable measures for data subjects to rectify, erase or block incorrect data about them

· Appropriate technical and organisational measures should be taken against unauthorised or unlawful processing of personal data

· Personal data must not be transferred to a country or territory outside the European Economic Area unless that country ensures an "adequate level of protection" for data subjects.

· USA:

· Privacy Act of 1974: all government agencies – federal, state and local – which request social security numbers are required to provide a disclosure statement on the form

· Family Educational Rights and Privacy Act (FERPA, also known as the "Buckley Amendment," enacted in 1974, 20 USC 1232g): social security numbers fall within the scope of personally identifiable information that is restricted from disclosure by schools that receive federal funding under the Family Educational Rights and Privacy Act

· Children's Online Privacy Protection Act (COPPA) - 15 U.S. Code 6501 et seq.: The act's goal is to place parents in control over what information is collected from their children online.

· Financial Services Modernization Act, Gramm-Leach-Bliley (GLB), Privacy Rule - 15 USC 6801-6827: The 1999 federal law permits the consolidation of financial services companies and requires financial institutions to issue privacy notices to their customers, giving them the opportunity to opt-out of some sharing of personally identifiable financial information with outside companies.

· Telephone Consumer Protection Act (TCPA) - 47 U.S. Code 227: This law puts restrictions on telemarketing calls and on the use of autodialers, pre-recorded messages, and fax machines to send unsolicited advertisements.

Required step of investigation 5: 

Following problem statement 7 and motivating statement 8, the possibility of NEs being made end-user dataless and putting these end user data into a common end user storage facility should be investigated.

Required step of investigation 6: 

Following use case 8, possibilities to migrate to a less complex signalling network topology should be investigated.

Required step of investigation 7:

According to use cases 2 and 3 a correlation of the UEs used by an end-user and his identities in the CS, PS and IMS domains has to be established.

NOTE:
All required steps of investigation have to lead to findings, which are backwards compatible to today's 3GPP network scenarios.

