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SAE & LTE

1
Decision/action requested

To modify Security Requirement and Security Service relationship in Table 5.1.1 
2
References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)

[1] 3GPP TS 32.371: "Telecommunication management; Security Management concept and requirements".
[2] 3GPP TS 32.375: "Telecommunication management; Security Services for Integration Reference Point (IRP): File integrity solution"
3
Rationale

In  3GPP TS 32.372-101 Table 5.1.1  Security Requirement and Security Service relationship NOTE 2, it is stated that “It is defined in 32.371 [6] that: Non-repudiation Security requirement is not applicable to any IRP”.
Actually, in 3GPP TS 32.371-710 Table 4 Matrix of security requirements, the Non-Repudiation security requirement is just labelled as “Not a Release 6 requirement”. There is not any implication that the Non-Repudiation security requirement is not applicable to any IRP. 
4
Detailed proposal

In TS 32.372-101 Table 5.1.1:
Since the XML Signature in [2], which is now used by the File Integrity Security Service to provide Integrity Service, can provide the Non-repudiation service at the same time, we suggest that:

1. Add a new column “Non-repudiation Security Requirement” into Table 5.1.1, and the row “File Integrity Security Service” matches the requirement.  

2. Modify NOTE 2 in Table 5.1.1.

As the following:
5
Security Services

This clause addresses Security Services which meet IRP security Requirements addressed in 32.371 [6].

Table 5.1.1 shows which Security Service meets which Security Requirement.

Table 5.1.1 : Security Requirement and Security Service relationship

	
	Manager

Authentication
Security

Requirement
	Agent

Authentication

Security

Requirement
	Authorization
Security

Requirement
	Integrity

protection
Security

Requirement
	Security

alarm
Security

Requirement
	Activity log Security

Requirement
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	Authentication Security Service
	X
	X
	
	
	
	
	

	Authorization Security Service 
	
	
	X
	
	
	
	

	Activity Log Security Service
	
	
	
	
	
	X
	

	File Integrity Security Service
	
	
	
	X
	
	
	X

	NOTE 1: 
The “X” in the matrix above means the relationship between the Security Service and relevant Security requirement that the Security Service meets.

NOTE 2: 
It is defined in 32.371 [6] that:

· Integrity protection Security requirement is applicable to BulkCMIRP active file and files transferred by FTIRP.

· Confidentiality protection Security requirement is not applicable to any IRP.

· Security alarm is supported by AlarmIRP.

· 


