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1
Decision/action requested

This document introduces the changes to draft 32.372 and draft 32.373 needed to support a handshaking mechanism to enhance interoperability and multi-vendor-capability. It is requested to decide about the inclusion of this mechanism into the draft TSs.
2
References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)

The proposed operation is presented in a separate documents 32.372_v102r1.doc and 32.373_v101r1.doc within the same .zip file like this one. 
32.372_v102r1.doc is a change-marked version against S5-061437 which was presented at SA5#50 in Fairfax. 32.373_v101r1.doc is a change-marked version against S5-061438 which also was presented at SA5#50 in Fairfax.
Some more comments to draft TS 32.372 v1.0.2 were included in 32.372_v102r1.doc.
Most of them relate to the activity log record.

3
Rationale

In general IRPManager and IRPAgent have to agree on the security protocol set and parameters to be used.

Security protocol set + protocol parameters = security profile

Examples:

1. A file containing security profile is to be created and sent to IRP Manager and IRP Agent in a secure way. The information found in the profile is to be used for service initialization.

2. The security profile is at IRP Agent side. The IRP Manager gets security profile information by invoking an operation in the Agent: getSecurityProfile

A syntax for the security profile is to be defined in both cases. For the moment only the second example is followed.
In reality the number of security protocols and protocol parameters is limited. Therefore the most typical one have been chosen here.
For each of the different Security Management Contexts (see on 32.371 clause 5.1) individual security levels should be possible:

# For context A (link-a-1 and link-a-2; operations: request and response)

Context A: Security Level 1: Firewall (ipfilter) providing 

Context A: Security Level 2: IPSec, used as described in 32.371 Annex A, clause “Recommendations for use of IPsec for Itf-N Security”, or SSL/TSL
Context A: Security Level 3: Some CORBA Security like protocol (IR or SAS )

# For context B (link-b; notification): 
Table 4 in clause 7 of 32.371 states “N/A” for all notification of all IRPs. Therefore no additional protection is needed here.
# For context C (link-c; file download and upload): 
A file integrity check shall be mandatory here. Additional security levels:
Context C: Security Level 1: SSL/TSL

Context C: Security Level 2: SSH v2 (SFTP)

Context C: Security Level 3: 32.375 / XML Signature

Nevertheless, to avoid fruitless discussions about the allocation of methods to the security levels and their ranking, a plain list of available method is proposed to be used on the Itf-N.
So the operation is proposed to be:

getSecurityProfile 

Input: 

managerReference

Output: 

securityMethodsForOperations: List, values: Firewall, IPSec, CORBA SAS, CORBA IR, SSL/TSL

securityMethodsForNotfications: List, values: Firewall, IPSec, CORBA SAS, CORBA IR, SSL/TSL

securityMethodsForFiles: List, values SSL/TSL, SSHv2, XMLsignature

authenticationMechanismsSupported: List, values AH, ESP, HMAC-MD5, HMAC-SHA-1, MA; it is proposed to define ESP as mandatory 

keyDistributionMechanismsSupported: List, values IKE, ISAKMP, OAKLEY; it is proposed to define IKE as mandatory
4
Detailed proposal

See 32.372_v102r1.doc and 32.373_v101r1.doc
