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4
Rationale for the Analysis of a Common User Model and of the Basic Structure of a Common Profile Storage Framework
This section provides motivation for 
· the analysis of a common end-user model and 
· the analysis of a Common Profile Storage Framework.. 
All aspects are dealt with in two steps. The first step is the statement of motivating ideas corroborated by use cases and the second step is the formulation of required steps of investigation following from the motivation part.
4.1 Motivation – Use Cases 
Motivating Statement 1: Characterizing an end-user versus a contract holder
Looking at 3GPP’s data definitions in [2] it focuses on the subscription of services. It is organized into the following blocks:
· Definition of subscriber data for CS and PS domain

· Data related to subscription, identification and numbering

· Data related to Mobile Station types

· Data related to authentication and ciphering

· Data related to roaming

· Data related to basic services

· Data related to supplementary services

· Mobile station status data

· Data related to Operator Determined Barring

· Data related to handover

· Data related to short message support

· Data related to subscriber trace

· Data related to the support of voice group and broadcast calls

· Data related to GPRS NAM

· Data related to CAMEL

· Data related to IST

· Data related to Location Services

· Data related to Super-Charger

· Data related to bearer service priority

· Data related to charging

· Definition of subscriber data for IP Multimedia domain

· Data related to subscription, identification and numbering

· Data related to registration

· Data related to authentication and ciphering

· Data related S-CSCF selection information

· Data related to Application and service triggers

· Data related to Core Network Services Authorization

· Data related to Charging

· Data related to CAMEL Support of IMS Services

In [2] these data are not organized into any specific structure. It is [5], which standardizes 3GPP’s view of the interdependencies between the data entities defined in [2]. The root entity is the IMSI, which characterizes a subscriber as can be seen in the following figure1 in the non-GPRS case:
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Figure 1: Organization of subscriber data in the non-GPRS case according to [5]
In the GPRS case, 3GPP defines the following structure [5]:
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Figure 2: Organization of subscriber data in the GPRS case according to [5]
In both cases (non-GPRS and GPRS) the IMSI is the root for all further data concerning the properties of subscribed services.
In order to describe the end user as opposed to a subscriber 3GPP provides a model in the SuM specification [7]:
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Figure 3: Organization of SuM data according to [7]
The user, in this document also called “end user”, is defined in 3GPP [1]: User: An entity, not part of the 3GPP System, which uses 3GPP System services. Example: a person using a 3GPP System mobile station as a portable telephone.
There is no further definition of a user within 3GPP. The following use case represents a class of use cases, where one person is assigned more than one IMSI from the same operator, which can, at the moment not be reflected in a data model according to [2].
Use Case 1: End user possesses a business cellular and a private cellular from the same provider
The business phone is provided to the end user by the company he/she works for. As it is used frequently and many supplementary services are subscribed to, the sim card (i.e. the IMSI) and indirectly thus also the user is assigned a very high rating for customer service.
The private cellular is subscribed to by the end user himself, using as little additive services as possible, selecting the cheapest possible tariff. In this case the sim card (i.e. the IMSI) and indirectly thus also the user is assigned a very low rating for customer service.
This situation is not satisfying for the end user, who receives different treatment from the same provider depending on the sim card he uses. It is also not very satisfying for the provider, who would like to avoid this situation, if he only could link the two subscribers to the same end user.
Motivating statement 2
A user may have several devices (User Equipment, UE) each equipped with a UICC, UICC can even be exchanged between devices. On each UICC a USIM and several ISIM may be present. The information of co-located USIM and ISIM is not present in any current 3GPP register.

Use case 2
A network operator wants to provide users of his network combined services spanning CS, PS and IMS. For this knowledge about the user’s UEs and his identities in the mentioned domains is needed, i.e. IMSIs (CS/PS) and Private Identities (IMS).
Motivating statement 3
A user using services under different subscriptions with multiple devices can not be handled as one end-user as no correlations exist between his MSISDNs and his Public Identities. Public user identities may be shared across multiple Private User Identities within the same IMS subscription. Hence, a particular Public User Identity may be simultaneously registered from multiple UEs that use different Private User Identities and different contact addresses.

Use case 3
A network operator wants to provide users of his network combined services spanning CS, PS and IMS. For this knowledge about the user’s UEs and his identities in the mentioned domains is needed, i.e. MSISDNs (CS/PS) and Public Identities (IMS).

Motivating Statement 4: Avoiding inconsistent subscriber/end-user databases

Looking at a fraction of 3GPP’s network architecture [13] in figure 4,
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Figure 4: Part of the architecture of a 3GPP network according to [13]
it should be noted that data about one and the same end user are stored in the HLR, AuC, EIR, VLR and the SCP. Some of them (e.g. in the HLR, VLR and SCP) are necessary for a correct call processing and thus need to be kept consistent all the time.
Use Case 4: End user makes use of an IN service, which allows setting call forwarding numbers 
An end user is member of an IN based VPN and uses the property “follow me”, which allows him/her to be reached within the VPN at different locations. The MSISDNs configured in the SCP as “follow me” numbers could at the same time be blocked in the HLR by ODB, which would lead to the situation that the IN service “follow me” could never be used. So considerable effort has to be spent, in order to keep the two data bases synchronized. 
Motivating Statement 5: High complexity in end user life cycle management

Identifying an end user has several implications:
· It provides the possibility of extending the existence of the user within the database after his/her card has been deleted. Information like preferences could thus be kept and in case of renewing the end-user’s subscription, these preferences could automatically be used again.
· It may facilitate end user self management as it is easier for a vendor/provider to implement single sign on solutions
· It also leads to some obligations:

· Openess:

· Means for establishing the existence and nature of personal data

· Main purpose of the use of the data

· Collection Limitation: 

· Limits to collection of personal data

· Acquisition by lawful and fair means (evtl. with knowledge and/or consent of data subject)

· Purpose specification: 

· Purpose, for which the data are collected, must be known latest at the moment of the beginn of the data collection

· Use of the data shall be limited to the fullfillment of those purposes

· Limitation of data usage:

· Non-disclosure of personal data

· Use limited to purpose negotiated (subject to mutually agreed change requests)

Use Case 5:
According to [46], technical identities simply are numbers, which can represent any object; they may identify directly or indirectly an individual, an organisation, or a machine.

From the privacy perspective one should note [46] that even if those identifiers do not directly represent an individual, but only a specific device, frequently there is a relation to a person so that many of these identities have to be regarded as at least potentially personal data. But as the existence and the disclosure of those IDs often goes unnoticed by the users, managing them is quite difficult: In many cases technology does not provide the functionality to influence assignment, storage and disclosure of those IDs.

Motivating Statement 6: High data redundancy
Many of the end user data, which are necessary for call setup, can be found duplicated in the involved network elements. Using the network scenario in figure 4 and 3GGP’s [5] as a reference, the following use case shows the existing data redundancy concerning the HLR, VLR and SGSN.
Use Case 6: End user data common to HLR and VLR (SGSN)
The VLR and SGSN store only a subset of the subscriber data available in the HLR. Updating of subscriber information shall be done in a way to make available and to keep consistency of data shared between the HLR and the VLR, and between the HLR and the SGSN as appropriate.

Two different cases for the updating of subscriber data can be identified:

· framed operation: during location update or restoration a complete set of the shared subscriber data needs to be inserted in the VLR or the SGSN;

· stand-alone operation: whenever subscriber data are added, deleted or changed in the HLR, this may need partial insertion, deletion or change of shared subscriber data in the VLR or the SGSN.

According to [5] the following groups of non-GPRS subscriber information are defined:

· Subscriber information (Group A):

· International Mobile Subscriber Identity (IMSI);

· basic Mobile Station International ISDN Number (MSISDN);

· category;

· subscriber status;

· LMU identifier (GSM only).

· Basic service information (Group B):

· Bearer Service list;

· Teleservice list.

· Supplementary Service (SS) information (Group C):

· forwarding information including deflection information;

· call barring information;

· Closed User Group (CUG) information;

· eMLPP data;

· MC data;

· SS Data.

· Operator Determined Barring (ODB) information (Group D):

· ODB Data for non-GPRS services;

· Roaming restriction information (Group E):

· roaming restriction due to unsupported feature.

· Regional subscription information (Group F):

· regional subscription data.

· VBS/VGCS subscription information (Group G):

· VBS subscription data;

· VGCS subscription data.

· CAMEL subscription information (Group H):

· Originating CAMEL Subscription Information (O-CSI);

· Dialled Service CAMEL Subscription Information (D-CSI);

· VMSC Terminating CAMEL Subscription Information (VT-CSI);

· Supplementary Service Invocation Notification CAMEL Subscription Information (SS-CSI);

· Translation Information Flag CAMEL Subscription Information (TIF-CSI);

· Mobile Originating Short Message Service CAMEL Subscription Information (MO-SMS-CSI);

· Mobile Terminating Short Message Service CAMEL Subscription Information (MT-SMS-CSI);

· Mobility Management Event Notification CAMEL Subscription Information (M-CSI).

· LSA Information (Group I):

· LSA data.

· Super-Charger (SC) Information (Group K):

· Age Indicator.

· Location Services (LCS) information (Group X):

· GMLC List;

· LCS Privacy Exception List;

· MO-LR List;

· LCS Service Types.

· IST Information (Group J):

· IST data.

· Bearer Service Priority Information (Group L):

· Bearer Service Priority Data. 

· Administrative Restriction Information (Group M):

· Access Restriction Data.

The following groups of GPRS subscriber information are defined:

· Subscriber information (Group P1):

· International Mobile Subscriber Identity (IMSI);

· basic Mobile Station International ISDN Number (MSISDN);

· subscriber status.

· Basic service information (Group P2):

· Teleservice list.

· Operator Determined Barring (ODB) information (Group P3):

· ODB Data for GPRS services.

· Roaming restriction information (Group P4):

· roaming restriction in SGSN due to unsupported feature.

· Regional subscription information (Group P5):

· regional subscription data.

· GPRS subscription information (Group P6):

· GPRS subscription data.

· SGSN CAMEL subscription information (Group P7):

· GPRS CAMEL subscription information;

· Mobile Originating Short Message Service CAMEL Subscription Information (MO-SMS-CSI);

· Mobile Terminating Short Message Service CAMEL Subscription Information (MT-SMS-CSI);

· Mobility Management Event for GPRS Notification CAMEL Subscription Information (MG-CSI).

· LSA Information (Group P8):

· LSA data.

· Super-Charger (SC) Information (Group P9):

· Age Indicator.

· Charging Information (Group P10):

· Subscribed Charging Characteristics.

· Location Services (LCS) information (Group P11):

· GMLC List;

· LCS Privacy Exception List;

· MO-LR List;

· LCS Service Types.

· Administrative Restriction Information (Group P12):

· Access Restriction Data.

These data are located both in the HLR and in the VLR or SGSN. They are transferred from the HLR according to the following rules defined in [5]:
The following rules shall apply for non-GPRS subscriber data for the order of information within an HLR-VLR dialogue:

· Group A information (subscriber status) shall be sent first;

· Group B information shall be sent after Group A information and before any Group C, E, F, G, H, J, L, M or X information;

· Group D information shall be sent after Group A information and in any order with respect to Group B, C, E, F, G, H, J, K, L, M and X information;

The following rules shall apply for GPRS subscriber data for the order of information within a dialogue:

· Group P1 information (subscriber status) shall be sent first;

· Group P2 information shall be sent after P1 information and before P4 and P5 information;

· Group P3 information shall be sent after Group P1 information and in any order with respect to Group P2, P4, P5, P6, P7, P8, P11 and P12 information;

Motivating Statement 7: NEs providing end user oriented services (e.g. HLR) need to be highly available

Each of the network elements of a 3GPP conformant network containing a subscriber database needs to be highly available. Otherwise the functionality provided by this network element is not available for the end users stored in its database. 
Use Case 7: End user data stored within the HLR
At the moment the IMSI, which is the key identity of a subscriber, is bound to a specific HLR. Procedures like a location update or a mobile terminating call for one specific subscriber can only function, if the HLR in question is known and functioning.
Motivating Statement 8: Alternative possibilities of retrieving end-user data in comparison to using today’s SS7 protocol stacks, allowing for a simpler handling of data queries within an operator’s domain.
Some of the end user data can be queried via the SS7 protocol stack. Typical examples are the Anytime Interrogation (ATI) and the Anytime Modification (ATM) provided by MAP. This interface is highly complicated and requests like ATM and ATI create a certain load on the call processing part of the network. The following two use cases just show what may be possible, there would be others (e.g. an MMSC has to send multiple requests to get the necessary end-user data).
Use Case 8: MAP and SCP
Today the SCP of IN systems uses the MAP interface for Any Time Interrogation and Any Time Modification for the reading and/or modification of e.g. Call Forwarding Information. 
Use Case 9: MAP and MNP
Today Mobile Number Portability (MNP) needs more than one step towards the acquisition of the final routing information. A central subscriber profile store would allow the same result with one read access only.
Motivating Statement 9: Not all information stored within an end-user store can be retrieved.
Some of the end user data are stored for purposes of the respective network element of a 3GPP network, which would be very welcome for other network functions, but cannot be retrieved from there. 
Use Case 10: Location Information stored in the VLR
Within the VLR, amongst other information LAC information is stored. This information would be very welcome to presence services, but at the moment it cannot be retrieved. 
4.2
Resulting required steps of investigation
Required step of investigation 1: 
Following motivating statement 1 and motivating statement 7 the end user, as described in [7], has to be introduced formally into the data model [2] and its relations to a subscriber have to be formalized.
Required step of investigation 2: 

Following motivating statement 1 all services provided by a 3GPP based network, which can be assigned to an end user should also be capable of being retrieved by identifying this end user within the database 
Required step of investigation 3: 
Following motivating statement 4 and motivating statement 6, it should be investigated if it is possible to identify data with identical semantic context and store these in one database only (an example would be call forwarding number, which are stored in the HLR as well as in the SCP)..
Required step of investigation 4: 
Following problem statement 5, the identity defined by the characteristics of an end user has to be managed according to legal obligations. The following list highlights some of them:

The following legal acts just represent examples:
· Europe: The main legal sources of the protection of individual identity are

· Constitutions,

· International Treaties

· Treaties of the European Union,

· European Convention for the Protection of Human Rights and Fundamental Freedoms,

· European Directives,

· National Law,

·  Other national Regulations.

The aspects of human personality that are protected by the above mentioned legal sources are:

· One's name and the identity

· Freedom from physical constriction (habeas corpus)

· Inviolability of the domicile and right of privacy

· Freedom of speech and self expression, in particular:

· The right to choose one's image

· The right to protect one's honor

· Freedom of movement and to settle (granted only to fully aged people)

One of the important European Directives is:

· The European Directive 95/46/CE: deals with data protection, is aimed at giving to the data subject (owner of data) the most control possible on its own identity and personal data, posing a series of requirements on recipients, controllers, processors and even third parties. Art. 2, letter a), giving a definition of "personal data", says: "identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity".

· The main principles behind the Data Protection Directive are:

· Personal data must always be processed fairly and lawfully
· Personal data must be collected for explicit and legitimate purposes and used accordingly
· Personal data must be relevant and not excessive in relation to the purpose for which they are processed
· Data that identify individuals must not be kept longer than necessary.
· Data must be accurate and, where necessary, kept up to date
· Data controllers are required to provide reasonable measures for data subjects to rectify, erase or block incorrect data about them
· Appropriate technical and organisational measures should be taken against unauthorised or unlawful processing of personal data
· Personal data must not be transferred to a country or territory outside the European Economic Area unless that country ensures an "adequate level of protection" for data subjects.
· USA:

· Privacy Act of 1974: all government agencies – federal, state and local – which request social security numbers are required to provide a disclosure statement on the form

· Family Educational Rights and Privacy Act (FERPA, also known as the "Buckley Amendment," enacted in 1974, 20 USC 1232g): social security numbers fall within the scope of personally identifiable information that is restricted from disclosure by schools that receive federal funding under the Family Educational Rights and Privacy Act

· Children's Online Privacy Protection Act (COPPA) - 15 U.S. Code 6501 et seq.: The act's goal is to place parents in control over what information is collected from their children online.

· Financial Services Modernization Act, Gramm-Leach-Bliley (GLB), Privacy Rule - 15 USC 6801-6827: The 1999 federal law permits the consolidation of financial services companies and requires financial institutions to issue privacy notices to their customers, giving them the opportunity to opt-out of some sharing of personally identifiable financial information with outside companies.

· Telephone Consumer Protection Act (TCPA) - 47 U.S. Code 227: This law puts restrictions on telemarketing calls and on the use of autodialers, prerecorded messages, and fax machines to send unsolicited advertisements.

Required step of investigation 5: 
Following problem statement 7, motivating statement 8 and motivating statement 9, the possibility of NEs being made end-user dataless and putting these end user data into a common end user storage facility should be investigated.
Required step of investigation 6: 
Following use case 8, possibilities to migrate to a less complex signalling network topology should be investigated.
Required step of investigation 7:
According to use cases 2 and 3 a correlation of the UEs used by an end-user and his identities in the CS, PS and IMS domains has to be established.
Note: All required steps of investigation have to lead to findings, which are backwards compatible to today’s 3GPP network scenarios.
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