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1
Decision/action requested

To decide on whether to correct the validation method that is described in clause 6.1 File Integrity Solution.
2
References

3GPP TS 32.375: "Telecommunication management; Security Services for Integration Reference Point (IRP): File integrity solution"
3
Rationale

In 3GPP TS 32.375 v101: "Telecommunication management; Security Services for Integration Reference Point (IRP): File integrity solution":

The SignedInfo(clause 4.2) element is the information which is actually signed. As shown in reference [9] (XML-Signature Syntax and Processing http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/), Core validation of SignedInfo consists of two mandatory processes: validation of the signature over SignedInfo and validation of each Reference digest within SignedInfo. In the first step in clause 6.1, the digest value calculated for the XML document instance by using the agreed methods is actually the Reference digest value; in the second step in clause 6.1, the digest value decrypted from the encrypted XML Signature transferred in the XML document instance is actually the digest value of SignedInfo. The Reference digest value in step 1 should not be compared with the digest value of SignedInfo in step 2. The validation method described in clause 6.1 confuses the validation concept in [9]; it cannot apply in the practical validation operation. 

We propose to correct the validation method that is described in clause 6.1
4
Detailed proposal

6.1
File Integrity Solution

This clause addresses how to use XML Signature to provide File Integrity Security Service.
To Enable IRPManager and IRPAgent to use XML Signature, these two sides should agree with Canonicalization Method, Transform Method, Digest Method, and Signature Method before they start communication. 
Mandatory methods defined in [9] should be supported by IRPManager and IRPAgent.

When an XML document instance is to be exchanged over Itf-N, the sender should make sure the whole XML document instance should be signed. The corresponding XML Signature should be held in the XML document instance.

When an XML document instance is received, the receiver should verify the XML document instance by using the process defined in [9].
1. 
2. 
If the verification is successful, receiver works with the XML document instance as normal; otherwise receiver should raise a security alarm if it is IRPAgent or process the failure in a vendor specific way if it is IRPManager.

