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1
Decision/action requested

Decide about the proposed information service.
2
References

S5-050232 Rel-7 WID AdvancedAlarming [at SA5#42]

S5-066314 Report about WT53 session (AdvancedAlarming) [at SA5#47]

S5-060586 Draft requirements for Advanced Alarming on Itf-N, Version 0.0.7 [at SA5#48]

S5-066337 Draft Information Service for Advanced Alarming on Itf-N, Version 0.0.5 [SA5#47]

3
Rationale

The comments from SA5#47 to the requirements and the Information Service were taken into account when producing this document. No other changes took place. 
There are no change marks against S5-066337, because of the substantial changes decided at SA5#47 this would make the document unreadable. 

4
Detailed proposal
Used Terms:

Alike Alarm: Two alarms are considered alike, if the corresponding alarm notifications are issued by the same object instance with the same alarmType, same perceivedSeverity, same probableCause and same specificProblems (if present).

6
Interface Definition

6.1
Class diagram

[image: image1]
Figure 6.1b: Class Diagram for AlarmIRPOperation_6 Interface

6.3
AlarmIRPOperation_6 Interface (O)
This interface defines methods for the IRPManager to request from the IRPAgent to send only such alarms / alarm clearings which deliver significant information (significant seen with the eyes of the IRPManager).

The methods defined here will not screen out all insignificant alarms/alarm clearings, but they should contribute to enable the network operator to reduce the number of reported alarms to a reasonable and managable level.

The definition of insignificance is done by the IRPManager defining and applying advanced alarming rule. The choice of rule/s may depend on the type of alarm, the environment, the time of day and many more. No restriction is imposed in this regard.

6.3.1
Operation defineAdvancedAlarmingRule (M)

6.3.1.1
Definition
This operation allows an IRPManager to define an advanced alarming rule which later can be applied in order to categorize the alarms fulfilling the rules as not.

This operation can be used to either define a rule template or a parameterized rule instance (where values are supplied for parameters of rule templates) or the application sequence of parameterized rule instances.
6.3.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	ruleContent
	M
	CHOICE(ruleTemplate, ruleInstance, ruleSequence)

ruleTemplate:

SEQUENCE OF

   {

   parameterListForAlikeAlarms,

   timely behaviour,

   filter,

   threshold,   
   rootAlarm (parameter, value, operator),

   consequentialAlarms,

   alarmClearDelay,
   count
startTimer

resetTimer

stopTimer

   }
ruleInstance:

SEQUENCE OF

   {

   objectClass,

   baseObjectInstance,

   scope,

   ruleId;

   parameterList SEQUENCE OF 

       {

       ruleIdX;   -- different to ruleId if ruleId 

                          is from a ruleSequence

       parameterIdentifier;

       parameterValue;
       logicalOperator

       }

   }

ruleSequence:

SEQUENCE OF

ruleSequence – recursive usage possible 
   {

   ruleIdentifier1;

   sequenceType;

   ruleIdentifier2

   }

)
	parameterListForAlikeAlarms defines which parameters must be equal to make an alarm an alike alarm. Typical selection: {objectInstance, alarmType, probableCause, perceivedSeverity, specificProblems}
values for timelyBehaviour: 

slidingWindow, timeActive, timeDifference, none
Values for sequenceType: applyBefore, applySimultaneously

Values for logicalOperator: =, <>, >, >=, <, <= and ? (for “don’t care”)


6.3.1.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	advancedAlarmingRuleIdentifier
	M
	INTEGER
	Unique within the IRP Agent

	status
	M
	ENUM (Success, Failure)
	


6.3.1.4
Pre-condition
None.

6.3.1.5
Post-condition
advancedAlarmingRuleIsDefined
	Assertion Name
	Definition

	advancedAlarmingRuleIsDefined
	The definition of the advancedAlarmingRule is successfully registered in the IRPAgent.


6.3.1.6 Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


Example: 

[A rule]     DefineRule: IF (event1;relation1;event2) THEN (deliver event1); output ruleId=1
[A rule instance]   DefineRule: ruleId=1; event1=alarm from one instance I in subtree of MOI=xy; relation1=time distance>3minutes; event2=alike alarm from same instance I; output ruleId=10
DefineRule: ruleId=1; event1=alarm from one instance I in subtree of MOI=ab; relation1=time distance>5minutes; event2=alike alarm from same instance I; output ruleId=11

[Rule order]:   DefineRule: (rule1;relation1;rule2); output ruleId=100

[Rule order instance]:   DefineRule: ruleId=100, ruleId(rule1)=10, relation1=next,  ruleId(rule2)=11; output ruleId=110

Examples:

ThresholdRule

This rule allows an IRPManager to define that an alarm is considered not significant, if less then N alarms with the same alarmType, same perceivedSeverity, same probableCause and same specificProblems (if present) were raised within a sliding time window from the same managed object instance. 

The start trigger for this time window is the raise of the first alarm passing the filter. The trigger for incrementing the threshold count is the raise of an alarm passing the filter. When a new alike alarm passes the filter, then the upper edge of the window is set at the time of the new alarm position. The window length remains constant. In every new sliding window position, the threshold count’s value is the number of alarms that appear in the current sliding time window. The threshold count is reset if the lower edge of the time window is reached or if the threshold count crossed the threshold.

For a not reported alarm no notifyClearAlarm shall be sent.

NotifyClearAlarms for alarms which were reported to the IRPManager before the activation of the thresholdRule shall not be suppressed.

This threshold rule can be defined as follows:
ruleContent=ruleTemplate

{parameterListForAlikeAlarms=If alarm

defineAdvancedAlarmingRule (


managerReference=1, 


ruleContent = {



numberOfRuleInputConditions=2,



ruleInputConditionList = {




ruleInputCondition#1 = alarm#1, 




ruleInputCondition#2 = alarm#2,




ruleInputCondition#3 = probableCause,




ruleInputCondition#4 = specificProblems,




ruleInputCondition#5 = alarmOccurenceThreshold,




ruleInputCondition#6 = slidingTimeWindow,



ruleInputRelationList, -- SEQUENCE OF 



ruleInputRelation = AND,



numberOfRuleActions = 1 


ruleActionList = {




ruleAction#1 = resetTimer
    


ruleAction#2 = deliver
}

defineAdvancedAlarmingRule (


managerReference=1, 


ruleContent = {



numberOfRuleInputConditions=6,



ruleInputConditionList = {




ruleInputCondition#1 = moInstance, 




ruleInputCondition#2 = perceivedSeverity,



ruleInputCondition#3 = probableCause,



ruleInputCondition#4 = specificProblems,



ruleInputCondition#5 = alarmOccurenceThreshold,




ruleInputCondition#6 = slidingTimeWindow,



ruleInputRelationList, -- SEQUENCE OF 



ruleInputRelation = AND,



numberOfRuleActions = 1 


ruleActionList = {
    


ruleAction#1 = deliver
}

6.3.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302

	alarmOccurenceThreshold
	M
	INTEGER
	value >=0

Value zero removes the restriction

	slidingTimeWindow
	O
	INTEGER
	Unit: minutes; if not present a time window of 1 minute shall be used.

	Filter
	M
	N/A
	Carries a filter constraint. It can e.g. comprise objectClass, objectInstance, alarmType, probableCause, perceivedSeverity, specificProblems.


TransientRule
6.3.2.1
Definition
This operation allows an IRPManager to define that an alarm is considered not significant and should therefore not be reported by the IRPAgent, if the alarm is active less than M 
minutes. For a not reported alarm no notifyClearAlarm shall be sent.

If an alarm passing the filter is active longer than this time span, then an alarm notification shall be send out immediately after the expiration of this time span.

NotifyClearAlarms for alarms which were reported to the IRPManager before the activation of the transientRule shall not be suppressed.

6.3.2.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302

	minutesAtLeastActive
	M
	INTEGER
	Unit: minutes

Value zero removes the restriction

	Filter
	M
	N/A
	Carries a filter constraint. It can e.g. comprise objectClass, objectInstance, alarmType, probableCause, perceivedSeverity, specificProblems.


ToggleRule
6.3.3.1
Definition
This operation allows an IRPManager to define that an toggling alarm is considered not significant and therefore repeated alarm notifications should not be sent by the IRPAgent. 

For a toggling alarm no alarm clearing notifications shall be sent.

An alarm is considered toggling if it is cleared and reported again at least a specified numer of times within a specified sliding time window (parameter slidingTimeWindowTogglingStarted). 

The start trigger for this sliding time window is the first raise of an alarm passing the filter. The start trigger for the threshold count is the first raise of an alarm passing the filter. The threshold count is reset at expiration of slidingTimeWindowTogglingStarted.

A formerly toggling alarm is considered non-toggling, if it remains stable within another specified sliding time window. 

The start&refresh trigger for this sliding time window to determine non-toggling (slidingTimeWindowTogglingSettled) is the last alarm notification (no matter if notifyNew/ClearAlarm) passing the filter.

If this time windows expires after the alarm reason was removed and the last alarm notification sent out under this rule was a notifyNewAlarm, then immediately after expiration a notifyClearAlarm shall be sent for this last notifyNewAlarm.

6.3.3.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302

	alarmOccurenceThreshold
	M
	INTEGER
	value >=0

Value zero removes the restriction

	slidingTimeWindowTogglingStarted
	M
	INTEGER
	Unit: minutes; if not present a time window of 1 minute shall be used.

	slidingTimeWindowTogglingSettled
	M
	INTEGER 
	Unit: minutes; if not present a time window of 3 minutes shall be used.

	Filter
	M
	N/A
	Carries a filter constraint. It can e.g. comprise objectClass, objectInstance, alarmType, probableCause, perceivedSeverity, specificProblems.


6.3.2
Operation deleteAdvancedAlarmingRule (M)

6.3.2.1
Definition
This operation allows an IRPManager to delete a previously defined advanced alarming rule. 

6.3.2.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	advancedAlarmingRuleIdentifier
	M
	See 6.3.1.3
	


6.3.2.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Status
	M
	ENUM (Success, Failure)
	


6.3.2.4
Pre-condition
advancedAlarmingRuleIsDefined

	Assertion Name
	Definition

	advancedAlarmingRuleIsDefined
	The definition of the advancedAlarmingRule was successfully registered in the IRPAgent.


AND
advancedAlarmingRuleIsNotApplied

	Assertion Name
	Definition

	advancedAlarmingRuleIsNotApplied
	The advancedAlarmingRule to be deleted is not applied by any IRPManager.


6.3.2.5
Post-condition
advancedAlarmingRuleIsDeleted

	Assertion Name
	Definition

	advancedAlarmingRuleIsDeleted
	The definition of the advancedAlarmingRule is not any more registered in the IRPAgent.


6.3.2.6
Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


6.3.3
Operation applyAdvancedAlarmingRules (M)

6.3.3.1
Definition
This operation allows an IRPManager to apply one or several previously defined alarming rule in the IRPAgent – or to un-apply it/them. The application of one rule is done only for the requesting manager, not others.
6.3.3.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302

	advancedAlarmingRuleIdentiferList
	M
	SET of advancedAlarmingRuleIdentifier
	For advancedAlarmingRule​Identifier see clause 6.3.1.3

	applicationScopeList
	M
	SET OF applicationScope 

-- set size 0..3
	Possible values of applicationScope: 

alarmNotifications, alarmList, alarmLog (each value is only allowed once in the SET)


Un-applying an advancedAlarmingRule is done by a request with an empty applicationScopeList.

6.3.3.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	Status
	M
	ENUM (Success, Failure)
	If no rule is active, an empty listOfActiveRules shall be delivered and status=Success.


6.3.3.4
Pre-condition
advancedAlarmingRulesDefined
	Assertion Name
	Definition

	advancedAlarmingRulesDefined
	The advanced alarming listed in input parameter advancedAlarmingRuleIdentiferList are supported.


6.3.3.5
Post-condition
advanceAlarmingRulesAreApplied

	Assertion Name
	Definition

	advanceAlarmingRules​AndTheirApplicationSequenceAreApplied
	The advanced alarming listed in input parameter advancedAlarmingRuleIdentiferList are applied.


6.3.3.6
Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


6.3.4
Operation readAdvancedAlarmingRules (M)

6.3.4.1
Definition
This operation allows an IRPManager to request from the IRPAgent a list of the defined advanced alarming rules and a list of the advanced alarming rules which are currently applied for this IRP Manager. 

6.3.4.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302

	requestedContent
	M
	SET OF advancedAlarmingRuleStatus

-- SIZE (1..2)
	Possible values of advancedAlarmingRuleStatus:

definedRule, appliedRule


6.3.4.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	advancedAlarmingRuleList
	M
	SET OF 

   {

   SEQUENCE OF 

      {

      definedAdvancedAlarmingRuleList 

          SET OF 

              {

              definedAdvancedAlarmingRuleInfo

                  SEQUENCE OF 

                      {

                      advancedAlarmingRuleIdentifier,

                      advancedAlarmingRuleContent

                      }

               },

       appliedAdvancedAlarmingRuleList 

          SET OF 

              {

              appliedAdvancedAlarmingRuleInfo

                  SEQUENCE OF 

                      {

                      advancedAlarmingRuleIdentifier,                      

                      advancedAlarmingRuleContent,

                      applicationScopeList
                      }

               }

         }

    }

               
	definedAdvancedAlarmingRuleInfo and appliedAdvancedAlarmingRuleList shall only be filled if requested in the input

	Status
	M
	ENUM (Success, Failure)
	If no rule is active, an empty advancedAlarmingRuleList shall be delivered and status=Success.


6.3.4.4
Pre-condition
None
6.3.4.5
Post-condition
allRequestedAdvanceAlarmingRulesAreDelivered

	Assertion Name
	Definition

	allRequestedAlarmingRulesAreDelivered
	All active Advance Alarming rules are listed in the output.


6.3.4.6
Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


6.3.5
getAlarmList_advanced (O)

6.3.5.1
Definition
This operation allows an IRPManager to read only those alarms from the alarmList which the IRPManager did not categorize as insignificant. 

Remark: If the IRPManager did not categorize any alarm as insignificant, i.e. no advanced alarming rules are currently applied for this IRPManager, then the output of this operation is the same as for operation getAlarmList defined in TS 32.111-2.

6.3.5.2 Input parameters

Same as for operation getAlarmList defined in TS 32.111-2 

plus additionally
	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302


6.3.5.3
Output parameters

Same as for operation getAlarmList defined in TS 32.111-2

6.3.5.4
Pre-condition
Same as for operation getAlarmList defined in TS 32.111-2

6.3.5.5
Post-condition
allSignificantAlarmInformationReturned
	Assertion Name
	Definition

	allSignificantAlarmInformationReturned
	All AlarmInformation that satisfy the constraints expressed in input parameters filter and alarmAckState and are present in the AlarmList and had not been categorized as insignificant at the moment of this operation invocation are returned. All AlarmInformation in AlarmList remains unchanged as the result of this operation. 


6.3.5.6
Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


6.3.6
getLogRecords_advanced (O)

6.3.6.1
Definition
This operation allows an IRPManager to read only those logged alarms from the log which the IRPManager did not categorize as insignificant. 

Remark: If the IRPManager did not categorize any alarm as insignificant, i.e. no advanced alarming rules are currently applied for this IRPManager, then the output of this operation is the same as for operation getLogRecords defined in TS 32.332.

6.3.6.2
Input parameters

Same as for operation getLogRecords defined in TS 32.332

plus additionally

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302


6.3.6.3
Output parameters

Same as for operation getLogRecords defined in TS 32.332

6.3.6.4
Pre-condition
Same as for operation getLogRecords defined in TS 32.332

6.3.6.5
Post-condition
significantLogRecordsRetrieved

	Assertion Name
	Definition

	significantLogRecordsRetrieved
	The specified log records have been retrieved as requested.  If the log is empty or all the log records do not satisfy the criteria of input parameters notificationCategories and filter or had been categorized as insignificant, this post-condition is true.


6.3.6.6
Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


6.3.7
exportLogRecords_advanced (O)

6.3.7.1
Definition
Using this operation, an IRPManager can initiate export into a file those logged alarms from the log which the IRPManager did not categorize as insignificant. This file than is being transferred to the IRPManager using the File Transfer IRP (note also that the FT IRP is providing the file location to the IRP Manger).
This operation allows an IRPManager to read only those logged alarms from the log which the IRPManager did not categorize as insignificant. 

Remark: If the IRPManager did not categorize any alarm as insignificant, i.e. no advanced alarming rules are currently applied for this IRPManager, then the output of this operation is the same as for operation exportLogRecords defined in TS 32.332.

6.3.7.2
Input parameters

Same as for operation exportLogRecords defined in TS 32.332

plus additionally

	Parameter Name
	Qualifier
	Information type
	Comment

	managerReference
	M, F
	See 32.302
	See 32.302


6.3.7.3
Output parameters

Same as for operation exportLogRecords defined in TS 32.332

6.3.7.4
Pre-condition
Same as for operation exportLogRecords defined in TS 32.332

6.3.7.5
Post-condition
significantLogRecordsExported

	Assertion Name
	Definition

	significantlogRecordsExported
	The specified log records have been exported as requested. In case the log is empty or in case that all the log records do not satisfy the criteria of input parameters notificationCategories and filter or had been categorized as insignificant, this post-condition is true.


6.3.7.6
Exceptions

	Name
	Properties

	operation_failed
	Condition: the pre-condition is false or the post-condition is false.

Returned Information: The output parameter status.

Exit state: Entry state.


-----------------------------          End of Document          -----------------------------
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