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1
Decision/action requested

Discussion and decision about possible fraud in IMS charging caused by early media exchange
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3
Detailed proposal

I) Early Media Charging-Fraud Prevention

As indicated in [3], within a SIP dialog, early media may occur from the moment the initial INVITE is sent until a final response is generated. 

Offer/answer media descriptions exchanged during the SDP negociation are decoupled from the SIP messages used to transport them. That implies that for example the SDP offer can be sent in a INVITE request and the answer can arrive in the 200 (OK) response for that INVITE method. However when QoS-Assured preconditions are used  during the IMS session set-up, the SDP negociation is completed and the bearer resources necessary to transport the negociated media are available before the 200 (OK) to the initial INVITE request is sent. 
As a result media exchange could begin before the reception of the final 200 (OK) response to the Invite request in scenarios like the previous ones. Moreover this may imply that rogue UEs exchange early media without sending the 200 (OK) final response to the INVITE request.

Therefore the reception of a 200 (OK) to a SIP request should not always be considered as the instant to start charging. In fact the origin for charging should be based on operator policies based not only on SIP signalling but also on when the negociated media are set to active. 

The information about the state (active/inactive) of the media should be reported to the online and offline charging systems. This state may be obtained from the SDP offer/answer description. 
For both offline and online charging, it should be necessary to define a new trigger to ensure that any change in the active/inactive state of the SDP media during the SIP Session set-up is properly reported to the charging systems. The activation of this trigger should be operator configurable. 
For offline charging, it would also imply that the ACR [Start]  should be sent when the initial INVITE request is received, a SIP 200 (OK) should trigger an ACR (Interim) and a SIP final response (4xx, 5xx, 6xx), indicating an unsuccessful SIP session set-up, an ACR (Stop).

Additionaly, current IMS CDRs do not show any information related to SDP negociation during IMS session set up so it should be necessary to update the content of IMS CDRs (and Rf messages) with such information: SIP Request/Response conveying the SDP offer and answer, SDP Offer TimeStamp, SDP Response TimeStamp, SDP Session and Media Description and Media Initiator Flag. Information related to SDP content description is necessary in order to distinguish announcements or tones played by the network during the IMS session set-up from a fraudulent use of the early media. 

For online charging, information related to SIP Request/Response conveying the SDP offer and answer should also be included.
II) Support in IMS Charging of “Early Session” Content Type

Another point to be taken into account is “The Early Session Disposition Type” defined in [4]. By using the ‘early session’ Content Disposition, an AS may, for example,  perform an ‘early media’ SDP offer/answer exchange with an UE that is independent from the offer/answer exchange which will apply after the reception of the 200 (OK) response to the Invite request. Therefore offline and online messages should also reflect the offer/answer exchanged according to [4] during the IMS session set-up.
Note: The impact of the ‘Early Session Disposition Type’ should also be studied in PCC.
4
Conclusion

In order to avoid fraud in IMS charging caused by early media exchange, it is proposed to:

· Definition of new IMS CDR generation triggers as detailed in section 3.

· Definition of  a new trigger for IMS online charging (SCUR) as detailed in section 3.

· Complete the IMS CDRs/online information according to section 3

