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1
Decision/action requested

Decide about the proposed functionality to allow production of CRs to next meeting.
2
References

3GPP TS 32.35n Entry Point IRP
3
Rationale

TS 32.362 allows an IRPManager (NMS) to discover the implemented IRPs of an IRPAgent (EMS) by sending a getIRPOutline request. The response contains a list of all implemented IRPs together with their versions.

The following items are not covered by the current definitions in TS 32.362:

a)
A possibility to make known only a sub-set of implemented IRPs to a dedicated network operator dependent on the sold feature set.
b)
A possibility to make known customer specific IRPs and vendor specific extensions only to a dedicated network operator.
c)
A possibility to present only vendor/customer specific IRPs in case they replace 3GPP standard IRPs – thereby avoiding ambiguous information being delivered to the IRP manager.
d)
A possibility to make known new upgraded IRPs only to specific IRP managers, e.g. for testing new functionality only in a part of the managed network by only one, not all NMSs.
It is proposed to improve the „Entry Point IRP“ by allowing a customer-dedicated IRP management functionality at 
Itf-N.

4
Detailed proposal

It achieve this goal, the operation getIRPOutline is enhanced by a new, optional parameter named managerAccessCode.

This accessCode contains in an encrypted form information which allows the IRP agent to do a authorization and authentication check in order to evaluate which IRP (and their versions) are sent back in the response to the getIRPOutline operation. 

The value of the encrypted managerAccessCode value is calculated by the EMS supplier and made known to the network operator each time (additional) IRPs are bought. 
The optionality of the parameter allows backwards compatibility. This could be handled as follows:

a) In case an EMS does not support the optional parameter managerAccessCode, the getIRPOutline response contains the list of all IRPs implemented by the IRPAgent. The EMS supplier takes the risk of the potential unauthorized use of some of the IRPs.
b) In case an EMS supports the optional parameter managerAccessCode, but it is missing in the getIRPOutline request, the EMS response contains only the list of the IRPs defined by the EMS supplier as part of a „IRP basic package“. Since the references of the additional IRPs remain unknown for the IRPManager, no potential misuse is possible. For these special IRPs the NMS software is required to support the parameter managerAccessCode.

notifyIRPinfoChanges notifications should only be sent to IRP managers which are authorized to use this IRP (version).
Benefits
3.1 Benefits for operators

· The introduction of the new optional parameter allows for Itf-N backwards compatibility, i.e. the communication between EMSs, that already support it, and NMSs, that do not yet use it in the getIRPOutline request, is ensured.

· The proposed enhancement offers a seamless integration of new management functions into customer network without disturbing the running network supervision.

· The procedure is independent of the used encryption algorithm. For the same network operator different suppliers may use distinct encryption algorithms without implication for NMS (NMS application simply inserts the managerAccessCode value delivered by the supplier in the getIRPOutline request, without any evaluation of its contents).

· The enhancement ensures that not required IRPs do not appear on the Itf-N.
3.2 Benefits for suppliers

· The enhancement allows for the provision of a unique, customer-specific IRP-based Itf-N solution, which ensures that an unauthorized or undesired use of not bought / required IRPs can be avoided. 
· No second installation at customer site is needed, if the customer buys new IRPs of the already installed Itf-N versions at a later time. Only the new managerAccessCode value has to be used in the subsequent getIRPOutline request.
· The procedure is independent of the used Itf-N communication protocol.
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