
Industrial Authentication Service available for IRP Security Service
In this release, IRP Security Service credential is not standardized in syntax level. This contribution is to recommend the following Industrial Authentication services that IRP Security Service can adopt. They are of different kinds of Credentials, security strength, performance cost, and implementation cost.
1. Basic Authentication

Client sends credential comprising username and password encoded in base64 to server, server check the validity of the credential to complete authentication.
E.g. HTTP v1.0 employs basic authentication service.

2. Digest Authentication

Digest authentication offers the same features as basic authentication but involves a different way of transmitting the authentication credential. The authentication credential passes through MD5 hashing process per [rfc1321]. The result is not feasible to decrypt it.
Additional information is added to the password before hashing so that the password hash can not be captured and reused to impersonate the true user.
E.g. HTTP v1.1 employs digest authentication service.
3. Kerberos and SPKM
Generic Security Service Application Program Interface (GSS-API) defines an interface to strong authentication and other security services at a generic level which is independent of particular underlying mechanisms, e.g. Kerberos per [RFC-1964], and SPKM per [RFC-2025].
A GSS-API caller accepts tokens provided by its local GSS-API implementation and transfers the tokens to a peer on a remote system; that peer passes the received tokens to its local GSS-API implementation for processing.


