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1. Decision/action requested

Seek simple application layer CORBA SS for 3GPP IRP security requirement authentication and authorization
2. References

void
3. Rational

3GPP IRP security requirement authentication and authorization on application layer is not yet addressed by lightweight and cost efficient solution. 
A new solution leveraging single factor authentication credentials (strong) based on user id / password and entry point IRP can provide simple but applicable capability against requirement.

4. Detailed Proposal
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4.1 General
3GPP IRP interfaces are constructed by IRPManager and IRPAgent with three transactions between them. There are different types of threats against the transaction between IRPManager and IRPAgent. 3GPP security IRP is introduced to reduce and eliminate security threats and therefore, guarantee IRP transaction safety and customer satisfaction. 
In order to resolve IRP security threats such as manager masquerade, unauthorized access, traffic loss or corruption and eavesdropping, security IRP have to address following requirement like manager authentication, authorization, integrity protection and confidentiality protection. The criteria of security IRP solution is as follows:
A. Best support IRP Security Requirement.

B. Maximum re-use industry known security protocol and services to reduce application and deployment risk, achieve fast to market requirement.
C. Minimize impact on existing non-security IRP interface specification by avoiding significant change on IRP functionality and behavior.
D. Avoid security solutions provided for the same purpose.
It is suggested to have following security IRP solutions to address major security requirements according to criteria set.

A. Simply exchange of single factor authentication credentials (user id / password) on application layer to address IRPManager authentication.

B. Take advantage of EPIRP on application layer to address implicit authorization and access control.
C. Leverage IP network security protocols (IPSec, SSH and TLS/SSL) to address confidentiality, Integrity and server authentication.
4.2 Authentication
The machine-to-machine authentication can be addressed by transport layer security protocol while user authentication can only be addressed by application layer security service.
It is the common sense that the application layer security mechanisms must be designed independently for every application that needs to be secured. This is the disadvantage compared with security mechanisms achieved in IRP supporting protocol stack. Therefore it is required to avoid modification of IRP interface at much as possible.
A CORBA based security IRP is introduced for application layer authentication. This security IRP authenticates the user and retrieves the IOR of EPIRP for non-security IRPManager, then IRPManager makes use of EPIRP service to retrieve the IOR of other IRPs. 
In order to access other 3GPP IRPs, a client (IRPManager) must firstly communicate with security IRP interface and pass in its user account and password for validation by LDAP. If security IRP found the user is valid, it will return the version and object reference of EPIRP. Exception will be thrown to client if it fails to pass the authentication.
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Figure 1:
      Security IRP Architecture
There is a single entrance point through which IRPManagers are authenticated. Only the Security IRP’s IOR is published via IOR file. IRPManager can retrieve this IOR file via a dedicated ftp OSS user. IRPManager needs to get the new Security IRP’s IOR every time it is changed. After a successful user authentication performed by LDAP, IRPManager can discover all the available standard IRP interfaces via the standard 3GPP Entry Point IRP.
All OSS users profile information including username, password should be configured before any connection.
As depicted in the diagram, in order to access 3GPP IRPs, the following steps are needed:
A. Security IRP will dump its IOR to a file after it is started
B. IRPManager gets via ftp the IOR of security IRP
C. IRPManager calls get_irp_interfaces operation on security IRP providing a user and password  (step 1)
D. Security IRP validates the user and password via LDAP, the validation implementation is out of the scope of this spec  (step 2)
E. IRPManager retrieves the EPIRP IOR in output of get_irp_interfaces if validation succeed, the method that security IRP obtaining EPIRP reference is vendor specific, out of the scope of this spec
F. IRPManager calls getIRPOutline operation of EPIRP  (step 3)
G. IRPManager calls getIRPReference operation of EPIRP to retrieve the IORs of the IRP specified by iRPId   (step 3)
H. IRPManager can access other 3GPP IRPs and call the operations on them  (step 4)
The features of this solution can be summarized as:
A. Single authentication for one IRPManager except security IRP IOR changes
B. Re-use industry standard authentication validation services
C. Separate external IRPManager direct access EPIRP agent

D. Take advantage of entry point IRP services to obtain other 3GPP IRP IOR

E. Minimum interface change, only IRPManager needs to support new operation get_irp_interface, no change for EPIRP and other 3GPP IRPAgent

F. Significant lightweight and cost effective
This solution itself is concrete enough to provide primary application layer authentication, and for sure there is enhancement potential along with investigation progress.

4.3 Authorization and Access Control
Entry point IRP can provide implicit authorization capability. 
4.4 Interfaces
Security IRP
The following UML class diagram shows the interface of Security IRP.
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Figure 2:   Security IRP CORBA Interface

Operation get_irp_reference() returns the object reference of Entry Point IRPAgent.

	Name
	Parameters
	Qualifier
	Comments

	get_irp_reference
	user_name
	in
	This method authenticates the caller and, once authenticated, returns EP IRP interface. If a given user tries to get EP IRP for multiple times, it will always get the same object reference unless EP IRP is restarted (non-persistent object reference).

	
	password
	in
	


                For detailed information, please refer to annex A for the IDL definition.

                3GPP Entry Point IRP

The following UML class diagram shows all the operations defined in standard Entry Point IRP interface. Among the operations, the following optional operation will not be supported in this release.

release_IRP_reference()
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Figure 3: Entry Point IRP CORBA Interface
Besides, the following optional operations (see [A13]) will not be supported either:

get_EP_IRP_operations_profile

get_EP_IRP_notification_profile

The following standard EP notification will not be supported:

notifyIRPInfoChanges

4.5 Annex 
IDL specifications
// File: SecurityIRPConstDefs.idl 
#ifndef SecurityIRPConstDefs_idl

#define SecurityIRPConstDefs_idl

/* ## Module: SecurityIRPConstDefs

This module contains definitions specific for Security IRP.

==================================================================

*/

module SecurityIRPConstDefs

{

  /*

  Defines an IOR transformed into a string using method

  CORBA::ORB::object_to_string

  */

  typedef string StringifiedIOR;

  /*

  Defines the name of an IRP. Document version of the corresponding

  IRP’s 3GPP TS CSS is used.

  */

  typedef string IRPName;

  /*

  Identifies an IRP interface through the name of the IRP and the stringed IOR of the CORBA interface providing the related IRP capabilities.

  */

  struct IRPInterface

  {

    IRPName irp_name;

    StringifiedIOR interface_reference;

  };

  /*

  Defines a list of IRP interfaces

  */

  typedef sequence <IRPInterface> IRPInterfaceList;

};

#endif

// File “SecurityIRPSystem.idl”
#ifndef SecurityIRPSystem_idl

#define SecurityIRPSystem_idl

#include "ManagedGenericIRPSystem.idl"

#include "SecurityIRPConstDefs.idl"

/* ## Module: SecurityIRPSystem

This module implements capabilities of Security IRP.

===========================================================

*/

module SecurityIRPSystem

{

  /*

   Permission denied to the caller for the related request due to unknown user name, invalid password or insufficient    privileges.

  */

  exception PermissionDenied {};

  /*

  System otherwise fails to complete the operation. System can provide reason to qualify the exception. The semantics carried in reason are outside the scope of this IRP.

  */

  exception GetIRPInterfaces { string reason; };

  interface SecurityIRP

  {

    /*

    Obtain CORBA interfaces of the currently available IRPs. 

    This method authenticates the caller and, once authenticated, returns the list of IRP interface object references.  
    If a user tries to get the same IRP multiple times, it will always get the same object reference unless the 
    IRPAgent is restarted (non-persistent IOR) during the period.
    @parm username user name of the caller (IRPManager).

     If this parameter is a null string or contains only blanks or tab characters, exception @exception 
                    ManagedGenericIRPSystem::InvalidParameter will be thrown out.

                    @parm password user password. Could be a null string.

                    @returns a list of IRP name and the corresponding

                          stringified IOR.  The caller (IRPManager) is 

                          responsible to narrow the IOR to the proper IRP object

                          reference.

    */

    SecurityIRPConstDefs::IRPInterfaceList get_irp_interfaces (

      in string username,

      in string password

    )

    raises (

                 GetIRPInterfaces,

                 ManagedGenericIRPSystem::InvalidParameter,

                 PermissionDenied);

  };

};

#endif
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