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1.
General

This document lays out our approach to provide CORBA solutions to support the currently drafted IRP Security Requirements (see TS-046044).

Our approach can be summarized in the following terms.

A. Separation of Secured and Non-secured Interface IRPs

· 3GPP should provide a set of Secured Interface IRPs, including supporting stacks of protocols, which can protect the Itf-N against security threats identified in the draft IRP Security Requirements.  

· 3GPP should continue to, in Release 6 and beyond, provide a corresponding set of non-Secured Interface IRPs, including supporting stacks of protocols, which cannot protect the Itf-N against security threats.  All Interface IRPs of Release 5 and earlier are of this category.  It is noted that the operation of the non-Secured IRPs themselves do not mean that the data exchanged between the IRPManagers and IRPAgents are compromised.  It simply means that the non-Secured Interface IRPs and their supporting stacks of protocols do not provide mechanism to guard against security threats.  Other external (to the non-Secured Interface IRPs and their supporting stacks of protocols) mechanisms such as firewall and Virtual Private Network secured channels operating between involved IRPManagers and IRPAgents can be used to guard against security threats.

· An instance of xxx Interface IRP can either be a Secured or non-Secured Interface IRP.  It cannot be both.  

· 3GPP should not qualify, just as in the case of non-Secured Interface IRP today, if a Secured Interface IRP is mandatory or optional.  Whether a Secured or non-Secured Interface IRP is to be operated across a particular Itf-N is a decision between the operator and the vendors involved.  
· 3GPP should standardize a mechanism for IRPManager to know at run-time if the supported Interface IRP is a Secured or a non-Secured one.

B. Re-use of commercially available industrial standard products for security solution

· OMG included the Common Secure Interoperability, CSIv2 specification from the 2.6 CORBA Core specification [1].  CSIv2 defines the CORBA Secure Attribute Service (SAS) protocol, see Appendix A Our goal is to maximize re-use of the OMG standardized CSIv2 features.
C. Maximise re-use of non-Secured Interface IRP in Secured Interface IRP

· Try not to introduce security constructs in the IRP operations and notifications.  Try to introduce security mechanism in the Interface IRP supporting stack of protocols.  The idea is to leave the IRP method signatures unchanged.

D. Recognize the appropriate usage of firewall and VPN in 3GPP IRP security standards.   
· 3GPP should recognise the use of security mechanism, external to Interface IRPs and their supporting stacks of protocols, can guard against threats identified in the IRP Security Requirements.  The use of such external security mechanisms is the choice of the operator.   

The following sections detail the CORBA security mechanisms for 3GPP standardization.

Reference

[1] OMG CORBA: Core Specification, December 2001 Version 2.6 – formal/01-12-35
2.
Authentication

The Secured Interface IRP shall be in conformance to OMG CSIv2 conformance Level 0.  See Appendix A.

We recommend 3GPP to standardize two methods: the Transport Layer based method (2.1) and the Supplemental Client Authentication Layer based method (2.2).  3GPP should qualify each of them, in terms of support, in the following sense:

· To support IRPManager authentication, a Secured Interface IRP instance shall support method 1 (2.1) or method 2 (2.2).

· To support IRPAgent-to-IRPManager and IRPManager authentication (mutual authentication), a Secured Interface IRP instance shall support method 1.

· The Secured Interface IRPs from a particular vendor supporting an Itf-N instance shall all have the same supported authentication method(s).  For example, a vendor providing a secured IRPAgent including BulkCMIRP, NotificationIRP and AlarmIRP, shall implement the same set of authentication methods in the three IRPs involved.  

2.1
Transport Layer based method

The IRPManager authentication and IRPAgent-to-IRPManager authentication shall be supported by this method.  This method operates at the Transport Layer as shown in the following diagram (extracted, with modification specific for IRP context, from section 24.1.1 of [1].  

In this mode, the supporting ORB and its related Transport Layer will implement the authentication method and provide the authentication security service to the IRPManager and IRPAgent applications.



Authentication should be accomplished by using the subject (e.g., IRPManager) identity inside a X.509 digital certificate provided to the object (e.g., the secured IRPAgent application) and vice versa.

The IRPManager must first obtain a credential (container for security attributes) containing the subject access identity only (see note 1) for use during future CORBA session in a secured IRP environment.  How IRPManager can obtain a credential is outside the 3GPP standard scope.  

The IRPAgent application can obtain the IRPManager’s credential at runtime by making appropriate authenticate call (non-3GPP standardized) to its local ORB interface.

Likewise, the IRPAgent application must also obtain a credential for use during future CORBA session.  How IRPAgent can obtain its credential is outside the 3GPP standard scope.  

The IRPManager application can obtain the IRPAgent’s credential at runtime by making appropriate authenticate call (non-3GPP standardized) to its local ORB interface. 

To allow the IRPManager to authenticate received notifications, our preference is to use the following scheme.

· The Notification IRPAgent should need another key pair (different key than one used for authentication mentioned above) for signing the notifications.  

· Notification IRPManager at notification subscription time can ask for secured (i.e., notification carries IRPAgent’s signature) or non-secured notifications (i.e., notification does not carry digital signature).

· We would prefer the Notification IRPAgent to include its digital signature in the notifications, rather than to rely on SSL to provide authentication for notifications.  This preference is to avoid the 3 or 4 protocol exchanges required at the SSL to achieve authentication for each notification sent.  This preference also allows the IRPManager, if it considers the received notification is of no significance from security viewpoint, needs not spend its CPU cycles to authenticate the incoming signature.

Note 1:
In general, credential can contain, in addition to access identity, the privilege attributes such as security role name.  Our recommendation is not to use privilege attributes in credential because we propose the use of the widely supported CSIv2 conformance level 0.   Unfortunately, privilege attributes are only supported in CSIv2 conformance level 1.

Note 2:
The SSL v3.0/TLS 1.0 protocol specified by CSIv2 conformance level 0 provide strong authentication X.509 certificate based public key technology.  This certificate-based authentication method operates at the transport (SSLIOP) layer and not at the higher levels of the CSIv2 stack.  The PKI infrastructure and support needed for of distribution of public/private keys are limited given the small amount of participating IRPManagers and IRPAgents.  One simple way to distribute keys is to store them in file, place them on disk and physically and securely shipped them to appropriate administrators for installing in their systems.  Third party authorities or the operator’s own certificate authority (CA) can be used to certify the keys being distributed.  
2.2
Client Authentication Layer based method

To supplement IRPManager authentication offered by the Transport Layer, we recommend 3GPP to also standardize the use of the Client Authentication Tokens and Identity Tokens as defined in the CSIv2 (i.e., the so-called General Security Services Username Password (GSSUP)-based authentication method).  These mechanisms operate at the Supplemental Client Authentication Layer and the Security Attribute Layer (see Figure 1.)  There is no need to standardize the use of Authorization Tokens (which also operates at the Security Attribute Layer).

· The Client Authentication Token, if used by IRPManager, is the client authentication token used by the username password (GSSUP) mechanism for client authentication.  For 3GPP standard, all secured IRPAgent, supporting IRPManager authentication, shall support this method.  IRPManager can choose to use or not to use it.

· The Identity Token, if present, is an identity token used by the IRPAgent’s identity assertion functionality.  It identifies the client of the request.  For 3GPP standard, secured IRPAgent, may choose to use it or ignore it. 

In this mode, similar to the other mode of 2.1, the supporting ORB and its related Transport Layer will implement the authentication method and provide the authentication security service to the IRPManager applications.
3.
Authorization and Access Control

Access control means restricting IRPManager’s usage of methods and access to managed resources.  In the context of IRP security, we envision various schemes of granularity for access control:  

1. Scheme-1: Is this IRPManager allowed to use all methods of this particular xxx IRP and access to all managed resources known by the IRPAgent?  

2. Scheme-2: Is this IRPManager allowed to use this method of this particular xxx IRP? If yes, is this IRPManager allowed to access this managed resource?

We recommend that 3GPP to standardize the Scheme-1 access control.  Because the number of xxx IRP instances is small and their lifecycles are long (e.g., in years), we propose that there is no need to standardize a mechanism to name these resources.  Vendor supplying an instance of the secured xxx IRP shall document the naming/identification of these resources (i.e., instances of xxx IRPs) and provide a secured vendor-specific mechanism for the management of the authorizations that the IRPAgent shall use for access control purposes.

We also recommend that vendor, supplying an instance of the secured xxx IRP, should provide access control to resources at granularity Scheme-2 above.  In such case, the vendor shall be required to identify the resources (i.e., methods, managed resources) that can be subject to access control.  The vendor shall also be required to describe the semantics of its IRPAgent access control mechanism together with a secured vendor-specific mechanism for the management of the authorizations that the IRPAgent shall use for access control purposes
We do not recommend 3GPP to standardize the use of Authorization Tokens as a mean to distribute security attributes such as role.  As a consequence, conformance to OMG CSIv2 conformance Level 1 is not a requirement for implementations for complying to the 3GPP Secured Interface IRP.  From the 3GPP viewpoint, the way an IRPAgent obtains the required security attribute information about an IRPManager is vendor specific.
4.
(Message) Integrity and Confidentiality Protection

Data integrity is provided by the use of the Secure Sockets Layer (SSL version 3.0) protocol on links between IRPManager and IRPAgent.

There is no confidentiality requirement stated so far.  Therefore, solution for confidentiality is not discussed.  (Note that CSIv2 conformance Level 0 provides confidentiality.)  

Message integrity (and confidentiality) could also be provided by VPN links between IRPManager and IRPAgent.
5.
Non-Repudiation

Non-repudiation involves the generation of evidence that ensures a subject of an action cannot later claim that its action was forged.  There are many kinds of evidence.  In the context of IRP Security, the only kind of evidence of concern is the Evidence of Origination (establishes that a subject originated the text of a particular message or file).  IRP Security is not concern with the other possible kinds of evidence such as Evidence of Receipt (establishes that a subject received a particular message or file) and Evidence of Submission (establishes that a subject submitted a particular message).

Because 3GPP IRP security is concerned with Evidence of Origination (our proposal) and not others such as Evidence of Receipt, there is a need to include digital signature in files downloaded from IRPManager to IRPAgent and there is no need to include digital signature in 3GPP operations.

In our context, the evidence is a digital signature.

Digital signature can be created through a variety of methods.  We are studying the applicability of various industrial standards including the IDUP-GSS-API, RFC 2479 and RFC 3275 used for signing XML documents.  We would like to recommend a standard for our use at a later time.
Regardless of which industrial standard 3GPP would use to generate digital signature, the support of non-repudiation for, say Bulk CM IRPManager, would follow this paradigm.

· After the Bulk CM IRPManager has created a file for transfer to Bulk CM IRPAgent, it includes in the file its digital signature.  The file is transferred to Bulk CM IRPAgent using FTP.  The Bulk CM IRPAgent opens the file and decodes the digital signature to establish the Evidence of Origination.

Appendix A: OMG CORBA CSIv2 3 Conformance Levels of Security

For information, the following is quoted from chapter 24.6 “Conformance Levels” of [1]. 
“

24.6.1 Conformance Level 0

Level 0 defines the base level of secure interoperability that all implementations are required to support. Level 0 requires support for SSL/TLS protected connections.

Level 0 implementations are also required to support username/password client authentication and identity assertion by using the service context protocol defined in this specification.

24.6.1.1 Transport-Layer Requirements

Implementations shall support the Security Attribute Service (SAS) protocol within the service context lists of GIOP request and reply messages exchanged over SSL 3.0 and TLS 1.0 protected connections.

Implementations shall also support the SAS protocol within the service context lists of GIOP request and reply messages over unprotected transports defined within IIOP.  (SAS protocol elements should only be sent over unprotected transports within trusted environments.)
Required Ciphersuites

Conforming implementations are required to support both SSL 3.0 and TLS 1.0 and the mandatory TLS 1.0 ciphersuites identified in [IETF RFC 2246]. Conforming implementations are also required to support the SSL 3.0 ciphersuites corresponding to the mandatory TLS 1.0 ciphersuites. An additional set of recommended ciphersuites is identified in Section 24.4.2.1, “Recommended SSL/TLS Ciphersuites,” on page 24-31.

24.6.1.2 Service Context Protocol Requirements

All implementations shall support the Security Attribute Service (SAS) context element protocol in the manner described in the following sections.

Stateless Mode

All implementations shall support the stateless CSS and stateless TSS modes of operation as defined in Section 24.3.2, “Session Semantics,” on page 24-21, and in the protocol message definitions appearing in Section 24.2.2, “SAS context_data Message Body Types,” on page 24-5.

Client Authentication Tokens and Mechanisms

All implementations shall support the username password (GSSUP) mechanism for client authentication as defined in Section 24.2.4.1, “Username Password GSS Mechanism (GSSUP),” on page 24-12.

Identity Tokens and Identity Assertion

All implementations shall support the identity assertion functionality defined in Section 24.3.1.1, “Context Validation,” on page 24-17 and the identity token formats and functionality defined in Section 24.2.5, “Identity Token Format,” on page 24-14. 

All implementations shall support GSSUP mechanism specific identity tokens of type ITTPrincipalName.

Authorization Tokens (not required)

At this level of conformance, implementations are not required to be capable of including an authorization token in the SAS protocol elements they send or of interpreting such tokens if they are included in received SAS protocol elements. 

The format of authorization tokens is defined in Section 24.2.3, “Authorization Token

Format,” on page 24-10.

24.6.1.3 Interoperable Object References (IORs)

The security mechanism configuration of CSIv2 target objects, shall be as defined in Section 24.5.1, “Target Security Configuration,” on page 24-32, with the exception that Level 0 implementations are not required to support the DelegationByClient functionality described in Section 24.5.1.1, “AssociationOptions Type,” on page 24-33.

24.6.2 Conformance Level 1

Level 1 adds the following additional requirements to those of Level 0.

24.6.2.1 Authorization Tokens

Level 1 implementations shall support the push model for privilege attributes.  Level 1 requires that a CSS provide clients with an ability to include an authorization token, as defined in Section 24.2.3, “Authorization Token Format,” on page 24-10, in SAS EstablishContext protocol messages.

Level 1 requires that a TSS be capable of evaluating its support for a received authorization token according to the rules defined in Section 24.2.3.1, “Extensions of the IETF AC Profile for CSIv2,” on page 24-11.  A Level 1 TSS shall recognize the standard attributes and extensions defined in the attribute certificate profile defined in [IETF ID PKIXAC].

Level 1 requires that a target object that supports pushed privilege attributes include in its IORs the names of the privilege authorities trusted by the target object (as defined in “struct SAS_ContextSec” on page 24-40).

24.6.3 Conformance Level 2

Level 2 adds to Level 1 the following additional requirements.

24.6.3.1 Authorization-Token-Based Delegation

Level 2 adds to Level 1 a requirement that implementations support the authorizationtoken-based delegation mechanism implemented by the SAS protocol.  A Level 2 TSS shall be capable of evaluating proxy rules arriving in an authorization token to determine whether an asserting entity has been endorsed (by the authority which vouched for the privilege attributes in the authorization token) to assert the identity to which the privilege attributes pertain. The semantics of the relationship between the identity token and authorization token shall be as defined in Section 24.3.1.1, “Context Validation,” on page 24-17.

A Level 2 TSS shall recognize the Section 24.2.3.1, “Extensions of the IETF AC Profile for CSIv2,” on page 24-11” (that is, the Proxy Info extension) as defined on that page.

Level 2 requires that a target object that accepts identity assertions based on endorsements in authorization tokens represent this support in its IORs as defined in Table 24-17 on page 24-42.

Level 2 requires that a target object that requires an endorsement to act as proxy for its callers represent this requirement in its IORs as defined in Table 24-17 on page 24-42.

24.6.4 Stateful Conformance

Implementations are differentiated not only by the conformance levels described in the preceding sections but also by whether or not they support stateful security contexts.  

For an implementation to claim stateful conformance, it shall implement the stateless and stateful functionality as defined in Section 24.3.2, “Session Semantics,” on page 24-21 and in Section 24.2.2, “SAS context_data Message Body Types,” on page 24-5.
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