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1
Decision/action requested

Lucent wished to check on the scope of the security IRP. To do this Lucent proposes a set of specific solution set requirements to bound the scope of the security solution set.

2
References

[1]
TS 32.371 Security Management concept and requirements

[2]
TS 32.373 Draft Security Service Solution Set

[3]
TS 33.210 Network Domain Security; IP network layer security

3
Rationale

· The current security requirements in [1] changed scope during the development of release 6.

· Lucent feels that whilst useful information has been provided in [1], these are not focussed towards protecting the IRPs and the management systems.

· Lucent wishes to ensure the requirements are considered in more detail before agreeing to a specification which may be found to be lacking. 

· The current IRP development is not really being followed. SA5 may be seen as not following its IRP method, which could be unfortunate in the context of other SDOs looking to re use the methodology.
Definitions
Trust
This is the relationship between a 2 systems or organizations, e.g. a service provider (which may be a value added service provider) and a client of those services, where trust provides assurance that all client operations are conducted within relevant national laws and regulations, and that the client will not make attempts to deliberately deny, impair, or damage the service providers services or reputation.

The service provider is trusted to not impair or deny a clients access to contractually agreed services or cause damage to a client's services or reputation.  

Trusted Third Party (M.3016)

 A third party who is trusted by both parties and operates in accordance with relevant national laws and regulations to provide certification, authentication, and related services

4
Proposed Requirements

4.1
Requirements for Trust

· The ORB to ORB communication needs to be established in a way which provides assurance of trust.

· Management applications communications (in respect of commands from  an IRPManager, and responses from an IRPAgent ) need to operate in a trusted way.

4.2
Requirements to protect against denial Of service attacks

· The IRPManager needs to be protected from spoofed notifications, which may simulate alarm storms, or notifications.

· An IRPAgent needs to be protected from many false requests to access the agent which may be process intensive.

· Further study/consideration required.

4.3
Requirements for Access Control 

· The IRPAgent (CORBA server in a CORBA solution) is responsible for providing access control. i.e. which interfaces an IRPManager may have access to.

· The ability to modify Access control permissions shall be strictly controlled.  This  may need special measures as it is a potential security weakness.

· Management applications may determine which IRPs they can access and in which modes (read/write)

· Access control is concerned about significant IRP interface instances, and  not concerned with a finer level of granularity in the form of specific 3GPP Managed Object Classes or Managed Objects (i.e instances).
· Access control will define which NRMs a client may have access to.
· Access control will permit a manager reference to be used to determine which IRPs it may access in read or write mode.

· Access control will not address specific user capabilities.

4.4
Run Time Requirements

· The security IRP may be optionally supported such that it may be enable or disabled at rune time.

· Further study i required regarding impact on any existing communications which may have been initiated prior to security being enabled.

· The security IRP and related mechanisms will not impact other existing or future 3GPP IRP definitions. 

· It should be possible to Log interactions which are considered as security

· The IRP security mechanisms need to be lightweight, cost effective, and prevent dependence or favor to a specific ORB vendor.

· Interaction Logging

4.5 Logging Requirements

The purpose of the following requirements are to allow the capture of evidence to aid detection and possible legal processes.

· An audit log is required to identify who/when amended the security settings.

· A log of events shall be possible to record details of possible attacks. 
· An audit trail of all MIB changes shall be provided.

4.6
Encryption Requirements

· The passing of management identities and responses showing access permissions need to be protected from interception.

· Where access permissions (e.g. credentials) are passed between systems they shall be protected against tampering.

· Where access permissions (e.g. credentials) are passed between systems they shall be protected against interception and possible spoofing.

4.7
Authentication

· an IRPAgent shall be able to authenticate a manager reference before engaging in any dialogue with the manager

4.8
Alarm and exception generation

· Any detected threat will cause an appropriate security alarm to be raised

· when ever an IRPManager tries to perform an unauthorized operation, or unauthorized access a security exception shall be returned.


























































