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1
Decision/action requested

It is proposed to take into account the comments made in this contribution in conjunction with the two CRs related to the Charging of message delivered in SIP message’s Subject –header (S5-054385 & S5-054387)
2
References

[1]
S5-054385 Rel-6 CR 32260 Charging of message delivered in SIP message’s Subject –header
[2]
S5-054387 Rel-6 CR 32299 Charging of message delivered in SIP message’s Subject –header

3
Rationale

A set of CRs is proposed by Nokia (Ref [1] and [2]) that propose a solution concerning the charging gaps that may occur when using SIP messages as a basis for charging information collection. It was identified that fraudulent use of SIP messages could be performed by end-users by delivering SMS -like message to terminating party e.g. in INVITE message. The SIP subject -header could contain this kind of information (e.g. "See you next week, don't answer!"). With the existing charging mechanism it is impossible to charge such messages.

However, the solution described in the CRs (Ref [1] and [2]) consisting in apply charging for the SIP Subject header does not solve this issue for the reasons that are explained below.

The question of the SIP fraud risk is endemic of the fact that the telecom market is moving into an IP centric world where much of the functionality that an operator used to mediate in a network centric model is no longer possible.
· SIP is very flexible protocol
It allows for a range of new headers to be implemented. So say the operator does start to charge for these headers, and enforce stringent rule on our applications - this is then a challenge to the hacker or more importantly to those who could create a user agent and mimic the operator code, and give customers a cheaper service. They have then created a business case for the creation of user agents, that save the customer money (some may argue defraud operator but they still save the customer money). Here is an example that illustrates a simple way for a user agent to exploit this and not sent info in a subject header:

The user agent includes in the subject header a URL, (to a blog site for example - blogs are interesting example of collaborative messaging), in the INVITE. This URL may be transient i.e. only exist for few minutes, and the billing system is not going to be able to go to the URL read the page, and realise that the subscriber was actually saying – "meet you in 5 minutes at the restaurant - don't answer". To further complicate matters all this can be encrypted so that only

special user agents are able to decode the contents of these messages.

· SIP header analysis is not easily feasible
As far as the network elements are concerned SIP proxies are not allowed to look a network message bodies, and are only allowed to look a certain fields - (the formal definition is given in 361 for standard SIP herders and the appropriate RFC  /  standard for additional fields e.g. IP headers.). All SIP messages can be re-routed between users via application servers - acting in a B2BUA mode - thus allowing them to manipulate read, add, delete any header or message body. Thus in theory the application servers allows the operator to handle this and stop users sending secret messages to one another. However, in a practical network then it is not reasonable assumption to assume that a B2BUA application server will have to be able to read, understand, and manipulate every message body - there may be a range of practical applications where a user may wish to create user agent service logic at the User agent, but not want to update all the applications, some of which may com from 3rd party application developers. User agents may insert new header - the same arguments apply about mapping headers across - it is not a reasonable standards limitations say that a B2BUA will have to understand and police all the headers.

4
Detailed proposal

It is clear that there is no way to stop users from exchanging information between themselves secretly, using SIP or SIP related protocols - any attempt to charge differently for these creates  business model for hackers that is remarkably easy to break.
The operator has to provide messaging services that are better than would be obtained by defrauding us this may include:
· Charging repeated INVITEs -  where a customers starts to send lots of end to end stuff we set some form of 

threshold on this

             -      Offering free or very cheap use of the SIP MESSAGE message

· Integration with SMS, email, voicemail and portal -  so that someone wants to send a message to the recipient, then they choose to use the operator format, as sending it in the raft of secretive manners does not allow for delivery and services to be offered. 

This absolutely changes some of the approaches to fraud that is implemented in the Circuit switched world, but IP is really quite different, being much more end user centric rather than network centric.
In conclusion, it is proposed to take into consideration these comments and not approve the CRs (Ref. [1] and [2])
