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1. Background
This document is to describe an IRP Security management CORBA solution set to resolve IRPManager Authentication and Authorization requirement defined in Table 4 Matrix of security requirements of 32.371-610. This SS uses CORBA portable interceptor mechanism [Reference: CORBA specification 02-03-11 chapter 21].
2. General introduction of CORBA Request Interceptor

A request Interceptor is designed to intercept the flow of a request/reply sequence through the ORB at specific points so that services can query the request information and manipulate the service contexts that are propagated between clients and servers. 
The primary use of Request Interceptors is to enable ORB services to transfer context information between clients and servers.

There are two types of Request Interceptors: Client-side and Server-side Interceptor.
Each request Interceptor is called at a number of interception points. Figure below shows the flow of control for a request/reply cycle that is subject to at least one request Interceptor. 
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2.1. Client-side Interceptor
Client-side Interceptor is called at the following Interception Points.
1. send_request

This interception point allows an Interceptor to query request information and modify the service context before the request is sent to the server.

2. send_poll

This interception point allows an Interceptor to query information during a Time-Independent Invocation (TII) polling get reply sequence.
3. receive_reply

This interception point allows an Interceptor to query the information on a reply after

it is returned from the server and before control is returned to the client.

4. receive_exception

When an exception occurs, this interception point is called. It allows an Interceptor to query the exception’s information before it is raised to the client.
5. receive_other

This interception point allows an Interceptor to query the information available when a request results in something other than a normal reply or an exception.
2.2. Server-Side Interceptor
Server-side Interceptor is called at the following Interception Points.
1. receive_request_service_contexts

This interception point is called before the servant manager is called. Operation parameters are not yet available at this point.
2. receive_request
This interception point allows an Interceptor to query request information after all the information, including operation parameters, are available. 

3. send_reply

This interception point allows an Interceptor to query reply information and modify the reply service context after the target operation has been invoked and before the reply is returned to the client.
4. send_exception
When an exception occurs, this interception point is called. It allows an Interceptor to query the exception information and modify the reply service context before the exception is raised to the client.
5. send_other

This interception point allows an Interceptor to query the information available when a request results in something other than a normal reply or an exception.
3. Resolve security requirements using Request interceptor
This figure below showed that there is a Client-side Request Interceptor in CORBA layer on IRPManager side while there is a Server-side Request Interceptor in CORBA layer on IRPAgent side. Both Request Interceptors are involved in operation invoking between IRPManager and IRPAgent.
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3.1. IRPManager Authentication
This section addresses how Request Interceptor can be used to resolve IRPManager Authentication. The basic idea of this SS is following:
Client-side Request Interceptor is able to add a service context including authentication data to request when IRPManager sends operation request to IRPAgent.

Server-side Request Interceptor is able to get the service context including IRPManager’s authentication data when IRPAgent receives operation request from IRPManager.
3.1.1. Explicit IRPManager Authentication within stateful Secured Session
The stateful Secured Session concept is introduced by S5-046969 Huawei WT01 IS v3.4.doc (WT01 agreed to rename Security Session to be Secured Session and accepted the concept in #39bis meeting).
IRPManager inputs authentication data (e.g. username and password, maybe also authentication mechanism/algorithm indicator) to invoke InitiateSecuritySession operation explicitly to ask IRPAgent to authenticate it and create a Secured Session for it. The IRPAgent returns a credential to identify the IRPManager and the created Secured Session. From then on, every time IRPManager sends request to the IRPAgent, Client-side Request Interceptor adds a service context including this credential; when IRPAgent receives the request, Server-side Request Interceptor extracts the service context including this credential and check its validity.
After completing the last request, IRPManager needs to invoke TerminateSecuritySession operation explicitly to release specified Secured Session.
3.1.2. Implicit IRPManager Authentication within stateless Security Session
When IRPManager sends request to IRPAgent, Client-side Request Interceptor adds service contexts including authentication data (e.g. username, password, maybe also authentication mechanism/algorithm identifier); when IRPAgent receives the request, Server-side Request Interceptor extracts the service contexts including the authentication data and check their validity.
3.2. Authorization
This section addresses how Request Interceptor can be used to resolve Authorization requirement. The basic idea of this SS is following:
Client-side Request Interceptor is able to add a service context including accessorId to request when IRPManager sends operation request to IRPAgent.

Server-side Request Interceptor is able to get the service context including IRPManager’s accessorId.

AccessorId said above can be accessor Identifier or other information that can be used to extract accessor Identifier.
3.2.1. Authorization within stateful Secured Session
In stateful Secured Session, every time IRPManager sends request to IRPAgent, Client-side Request Interceptor adds a service context including a credential; when IRPAgent receives the request, Server-side Request Interceptor gets the service context including the credential. The credential can be used to extract accessorId, which is specially created for a Secured Session of the IRPManager.
Server-side Request Interceptor can also get request’s operation name and parameters.
Server-side Request Interceptor checks the accessorId, requested operation and its parameters against Access Control Policy predefined by IRPAgent to decide to accept or refuse the request.
3.2.2. Authorization within stateless Secured Session

In case of stateless Secured Session, the authentication data transferred in service context can be used to extract accessorId, which is specially created for the IRPManager.
Server-side Request Interceptor can also get request’s operation name and parameters.

Server-side Request Interceptor checks the accessorId, requested operation and its parameters against Access Control Policy predefined by IRPAgent to decide to accept or refuse the request.
3.2.3. Access Control Policy
Access Control Policy comprises of 3 tables.
1. Right-Operation table
Right is a group of operations and corresponding parameter value scope. This table defines which operations and corresponding parameter value scope that each Right contains, i.e. Right defines a relatively small granularity of privilege scope.
2. Role-Right table
Role is a group of Rights. This table defines which Rights each Role contains. Role is a defined privilege scope. Usually Role defines all privileges necessary for performing an individual management service.
3. AccessorId-Role table
This table defines which roles’ privileges that each accessor has, i.e. each accessor’s privilege scope.
4. Advantages of this CORBA SS
Comparing with using CORBA Security Service, this SS has following advantages:
It is a light SS.
It is a low-cost SS.
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