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End of Change in Clause Contents

Change in Clause 6.1

6.1.
Basic Principles for Diameter Offline Charging

In order to support the offline charging principles described in the present document, the Diameter client and server must implement at least the following Diameter options listed in RFC 3588 [401], i.e. the basic functionality of Diameter accounting, as defined by the Diameter Base Protocol (RFC 3588 [401]) is re-used..

Editor’s note: Create a relation between the CTF & the Diameter client, and, the CDF and the Diameter Server.

The charging architecture implementing Diameter adheres to the structure where all communications for offline charging purposes between the CTF and the CDF are carried out on the Diameter Rf reference point, where the CTF reports charging information to the Charging Data Function (CDF). The CDF uses this information to construct and format CDRs. The above-mentioned reference points are defined in 3GPP TS 32.240 [1].

A configurable timer is supported in the CDF to supervise the reception of the ACR [Interim] and/or ACR [Stop]. An instance of the "Timer" is started at the beginning of the accounting session, reset on the receipt of an ACR [Interim] and stopped at the reception of the ACR [Stop]. Upon expiration of the timer, the CDF stops the accounting session with the appropriate error indication.

For offline charging, the client implements the accounting state machine described in RFC 3588 [401]. The server (CDF) implements the accounting state machine "SERVER, STATELESS ACCOUNTING" as specified in RFC 3588 [401], i.e. there is no order in which the server expects to receive the accounting information.

The offline charging functionality is based on the network elements reporting accounting information upon reception of various messages which trigger charging generation, as most of the accounting relevant information is contained in these messages. This reporting is achieved by sending Diameter Accounting Requests (ACR) [start, interim, stop and event] from the network elements to the CDF.

Following the Diameter base protocol specification, the following "types" of accounting data may be sent with regard to offline charging:

· START session accounting data.

· INTERIM session accounting data.

· STOP session accounting data.

· EVENT accounting data.

Two cases are currently distinguished for offline charging purposes:

· Event based charging; and

· Session based charging.

ACR types START, INTERIM and STOP are used for accounting data related to successful sessions. In contrast, EVENT accounting data is unrelated to sessions, and is used e.g. for a simple registration or interrogation and successful service event triggered by a network element. In addition, EVENT accounting data is also used for unsuccessful session establishment attempts.

The flows and scenarios for the above two described cases are further detailed below.
End of Change in Clause 6.1

Change in Clause 6.3

6.3
Basic Principles for Diameter Online charging

Editor's note:
This clause has been added to update the document to the Rel-6 IETF dependency on the Diameter Credit Control Application and currently does not exist in the 3GPP Rel-5 3GPP TS 32.225.

6.3.1
Online Specific Credit Control Application Requirements

For online charging, the basic functionality as defined by the IETF Diameter Credit Control application is used. The basic structure follows a mechanism where the online client (CTF) requests resource allocation and reports credit control information to the Online Charging System (OCS).

The usage and values of Validity-Time AVP and the timer "Tcc" are under the sole control of the credit control server (OCS) and determined by operator configuration of the OCS.

Editor’s note: There may be a requirement to add a minimum value for the Validity-Time AVP. It may need to be moved the subsection where the Validity-Time AVP is handled.

The online client  implements the state machine described in Diameter Base Protocol [402] for "CLIENT, EVENT BASED" and/or "CLIENT, SESSION BASED". I.e. when the client applies IEC it uses the "CLIENT, EVENT BASED" state machine, and when the client applies ECUR it uses the "CLIENT, SESSION BASED" state machine for the first, intermediate and final interrogations.

The OCS implements the state machine described in Diameter Base Protocol [402] for the "SERVER, SESSION AND EVENT BASED" in order to support Immediate Event Charging and Event Charging with Unit Reservation.

6.3.2
Diameter Description on the Ro Reference point
6.3.2.1
Basic Principles

For online charging the Diameter Credit Control Application defined in [402] is used with additional AVPs defined in the present document.

Three cases for control of user credit for online charging are distinguished:

· Immediate Event Charging IEC; and

· event charging with unit reservation (ECUR).

· Session Charging with Unit Reservation (SCUR)

In the case of Immediate Event Charging (IEC),the credit control process for events is controlled by the corresponding CC-Requested-Type EVENT_REQUEST that is sent with Credit-Control-Request (CCR) for a given credit control event.

In the case of Event Charging with Unit Reservation (ECUR) the CC-Request-Type INITIAL / TERMINATION_REQUEST are used for charging for a given credit control event, however, where a reservation is made prior to service delivery and committed on execution of a successful delivery.

Session Charging with Unit Reservation is used for credit control of sessions and uses the CC-Request-Type INITIAL / UPDATE and TERMINATION_REQUEST.

The network element may apply IEC, where CCR event messages are generated, or ECUR, using CCR Initial, Termination and Update. The decision whether to apply IEC or ECUR is based on the service and/or operator's policy.

NOTE:
To the extent possible alignment with the IETF Diameter Credit Control Application, [402], is planned. However, this can only be accomplished when the current IETF draft receives an official RFC status.

Editor’s note: Incorporate the framework from 32.200 for ECUR and IEC to this document.

Editor’s note: Include 3 scenarios. Distinguish between Event & Session.

6.3.3
Immediate Event Charging (IEC)

The following figure shows the transactions that are required on the Ro reference point in order to perform event based Direct Debiting operation. The Direct Debiting operation may alternatively be carried out prior to service/content delivery. the Network element must ensure that the requested service execution is successful, when this scenario is used.
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Figure 6.3.3 : IEC Direct Debiting Operation

Step 1.
The network element receives a service request.
The Direct Debiting Operation is performed as described in DCCA [402].

Step 2.
The network element performs direct debiting prior to service execution. Network element (acting as DCCA client) sends Credit-Control-Request (CCR) with CC-Request-Type AVP set to EVENT_REQUEST to indicate service specific information to the OCS (acting as DCCA server). The Requested-Action AVP (RA) is set to DIRECT_DEBITING. If known, the network element may include Requested-Service-Unit AVP (RSU) (monetary or non-monetary units) in the request message.

Step 3.
Having transmitted the Credit-Control-Request message the network element starts the communication supervision timer 'Tx' [402]. Upon receipt of the Credit-Control- Answer (CCA) message the network element shall stop timer Tx.

Step 4.
The OCS determines the relevant service charging parameters .

Step 5.
The OCS returns Credit-Control-Answer message with CC-Request-Type AVP set to EVENT_REQUEST to the network element in order to authorize the service execution
(Granted-Service-Unit AVP (GSU) and possibly Cost-Information AVP (CI) indicating the cost of the service are included in the Credit-Control-Answer message). The Credit-Control-Answer message has to be checked by the network element accordingly and the requested service is controlled concurrently with service delivery.

Step 6.
Service is being delivered.

NOTE:
It is possible to perform also REFUND_ACCOUNT, CHECK_BALANCE and PRICE_ENQUIRY using above described mechanism [402].

6.3.4
Event Charging with Unit Reservation (ECUR)

The following figure shows the transactions that are required on the Ro reference point in order to perform the SBCC or the session based reserve and debit units operation. Multiple replications of both of these operations are possible.
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Figure 6.3.4 : ECUR for session based credit control 

Step 1.
The network element receives a service request. The service request may be initiated either by the user or the other network element.

Step 2.
In order to perform Reserve Units operation for a number of units (monetary or non-monetary units), the network element sends a Credit-Control-Request (CCR) with CC-Request-Type AVP set to INITIAL_REQUEST to the OCS. If known, the network element may include Requested-Service-Unit (RSU) AVP (monetary or non monetary units) in the request message. 

Step 3.
If the service cost information is not received by the OCS, the OCS determines the price of the desired service according to the service specific information received by issuing a rating request to the Rating Function. If the cost of the service is included in the request, the OCS directly reserves the specified monetary amount. If the credit balance is sufficient, the OCS reserves the corresponding amount from the users account.

Step 4.
Once the reservation has been made, the OCS returns Credit-Control-Answer (CCA) message with CC-Request-Type set to INITIAL_REQUEST to the network element in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information indicating the cost of the service are included in the Credit-Control-Answer message).  The OSC may return the Validity-Time (VT) AVP with value field set to a non-zero value.

Step 5.
Content/service delivery starts and the reserved units are concurrently controlled.

Step 6.
During content/service delivery, in order to perform Debit Units and subsequent Reserve Units operations, the network element sends a CCR with CC-Request-Type AVP set to UPDATE_REQUEST, to report the units used and request additional units, respectively. The CCR message with CC-Request-Type AVP set to UPDATE_REQUEST must be sent by the network element between the INITIAL_REQUEST and TERMINATION_REQUEST either on request of the credit control application within the validity time or if the validity time is elapsed.  If known, the network element may include Requested-Service-Unit AVP (monetary or non monetary units) in the request message.  The Used-Service-Unit (USU) AVP is complemented in the CCR message to deduct units from both the user's account and the reserved units, respectively.

Step 7.
The OCS deducts the amount used from the account. If the service cost information is not received by the OCS, the OCS determines the price of the desired service according to the service specific information received by issuing a rating request to the Rating Function. If the cost of the service is included in the request, the OCS directly reserves the specified monetary amount. If the credit balance is sufficient, the OCS reserves the corresponding amount from the users account.

Step 8.
Once the deduction and reservation have been made, the OCS returns Credit-Control-Answer message with CC-Request-Type set to UPDATE_REQUEST to the network element, in order to allow the content/service delivery to continue (new Granted-Service-Unit (GSU) AVP and possibly Cost-Information (CI) AVP indicating the cumulative cost of the service are included in the Credit‑Control-Answer message). The OCS may include in the CCA message the Final-Unit-Indication (FUI) AVP to indicate the final granted units.

Step 9.
Content/service delivery continues and the reserved units are concurrently controlled.

Step 10.
When content/service delivery is completed or the final granted units have been consumed, the network element sends CCR with CC-Request-Type AVP set to INTERIM_REQUEST to terminate the active credit control session and report the used units.

Step 11.
The OCS deducts the amount used from the account. Unused reserved units are released, if applicable.

Step 12.
The OCS acknowledges the reception of the CCR message by sending CCA message with CC-Request-Type AVP indicating TERMINATION_REQUEST (possibly Cost-Information AVP indicating the cumulative cost of the service is included in the Credit-Control-Answer message).

NOTE:
This scenario is supervised by corresponding timers (e.g. validity time timer) that are not shown in the figure 6.3.4.

6.3.5
Session Charging with Unit Reservation (SCUR)

The follwing figure shows the transactions that are required on the Ro reference point in order to perform the SCUR.
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Figure 6.3.5 : SCUR for session based credit control

Step 1.
The network element receives a session initiation. The session initiation may be done either by the user or the other network element.

Step 2.
In order to perform Reserve Units operation for a number of units (monetary or non-monetary units), the network element sends a Credit-Control-Request (CCR) with CC-Request-Type AVP set to INITIAL_REQUEST to the OCS. If known, the network element may include Requested-Service-Unit (RSU) AVP (monetary or non monetary units) in the request message. 

Step 3.
If the service cost information is not received by the OCS, the OCS determines the price of the desired service according to the service specific information received by issuing a rating request to the Rating Function. If the cost of the service is included in the request, the OCS directly reserves the specified monetary amount. If the credit balance is sufficient, the OCS reserves the corresponding amount from the users account. 

Step 4.
Once the reservation has been made, the OCS returns Credit-Control-Answer (CCA) message with CC-Request-Type set to INITIAL_REQUEST to the network element in order to authorize the service execution (Granted-Service-Unit and possibly Cost-Information indicating the cost of the service are included in the Credit-Control-Answer message).  The OSC may return the Validity-Time (VT) AVP with value field set to a non-zero value.

Step 5.
Content/service delivery starts and the reserved units are concurrently controlled.

Step 6.
The session is terminated at the network element.

Step 7. 
The network element sends CCR with CC-Request-Type AVP set to TERMINATION_REQUEST to terminate the active credit control session and report the used units.

Step 8.
The OCS deducts the amount used from the account. Unused reserved units are released, if applicable.

Step 9.
The OCS acknowledges the reception of the CCR message by sending CCA message with CC-Request-Type AVP indicating TERMINATION_REQUEST (possibly Cost-Information AVP indicating the cumulative cost of the service is included in the Credit-Control-Answer message).

NOTE:
This scenario is supervised by corresponding timers (e.g. validity time timer) that are not shown in the figure 6.3.5.

Editor’s note: Update the figure to reflect the changes made in the steps.

6.3.6
Error Cases and Scenarios

This subclause describes various error cases and how these should be handled.

The failure handling behaviour is locally configurable in the network element. If the Direct-Debiting-Failure-Handling or Credit-Control-Failure-Handling AVP is not used, the locally configured values are used instead.

6.3.6.1
Duplicate Detection

The detection of duplicate request is needed and must be enabled. To speed up and simplify as much as possible the duplicate detection, the all-against-all record checking should be avoided and just those records marked as potential duplicates need to be checked against other received requests (in real-time ) by the receiver entity.

The network element marks the request messages that are retransmitted after a link fail over as possible duplicates with the T-flag as described in [401]. For optimized performance, uniqueness checking against other received requests is only necessary for those records marked with the T-flag received within a reasonable time window. This focused check is based on the inspection of the Session-Id and CC-Request-Number AVP pairs.

Note that for EBCC the duplicate detection is performed in the Correlation Function that is part of the OCS. The OCS that receives the possible duplicate request should mark as possible duplicate the corresponding request that is sent over the 'Rc' reference point. However, this assumption above is for further study and needs to be clarified.

For credit control duplicate detection, please refer to the Diameter Credit Control.

6.3.6.2
Reserve Units and Debit Units Operation Failure

In the case of an OCS connection failure, and/or receiving error responses from the OCS, please refer to RFC 3588 [401] and the Diameter Credit Control for failure handling descriptions.

6.3.7
Support of Tariff Changes During an Active User Session

6.3.7.1
Support of Tariff Changes using the Tariff Switch Mechanism

After a tariff switch has been reached, all the active user sessions shall report their session usage by the end of the validity period of the current request and receive new quota for resource usage for the new tariff period. 

In order to avoid the need for mass simultaneous quota refresh, the traffic usage can be split into resource usage before a tariff switch and resources used after a tariff switch. 

The Tariff-Time-Change AVP is used to determine the tariff switch time as described by [402].

The Tariff-Change-Usage AVP is used within the Used-Service-Units AVP to distinguish reported usage before and after the tariff time change.

The Tariff-Change-Usage AVP is used within the Multiple-Services-Credit-Control AVP to allow separate quotas to be granted for use before and after the tariff switch. If this AVP is not present, the granted quota may be consumed both before and after the tariff switch, but usage must still be reported separately. 

6.3.7.2
Support of Tariff Changes using Validity Time AVP

Changes to the tariffs pertaining to the service during active user sessions may also be handled using the Validity Time AVP as described by [402].

Editor's note: Additional details need to be added. 

6.3.8
Support of Re-authorisation

Mid Diameter CC session re-authorisations of multiple active resource quotas within a DCC (sub-)session can be achieved using a single Diameter Credit Control Request/Answer message sequence.

The OCS may also re-authorise multiple active resource quotas within a DCC (sub-)session by using a single Diameter Re-Auth-Request/Answer message sequence. 

New quota allocations received by the Network Element override any remaining held quota resources after accounting for any resource usage while the re-authorisation was in progress.  
End of Change in Clause 6.3

Change in Clause 7.1.1.1

7.1.1.1
Acct-Application-Id AVP

The Acct-Application-Id AVP (AVP code 259), as part of the Vendor-Specific-Application-Id grouped AVP, shall contain the value of 1 i.e. the same application id as used by the Cx reference point protocol as defined in [204].
End of Change in Clause 7.1.1.1

Change in Clause 7.1.2.4

7.1.2.4
Authorised-QoS AVP

The Authorised-QoS AVP (AVP code 849) is of type UTF8String and holds the Authorised QoS as defined in TS 23.207 [200] / TS 29.207 [203] and applied via the Go reference point.  
End of Change in Clause 7.1.2.4

Change in Clause 7.1.2.40

7.1.2.40
PS-Furnish-Charging-Information

This information element may be received in a CCA message via the Ro reference point. In situations where online and offline charging are active in parallel, the information element is transparently copied into an ACR to be sent on the Rf reference point. The detailed description of this AVP is provided in section 7.2.2.2.
End of Change in Clause 7.1.2.40

Change in Clause 7.2.2.2

7.2.2.2
PS-Furnish-Charging-Information AVP

The PS-Furnish-Charging-Information AVP (AVP code 865) is of type Grouped. Its purpose is to add online charging session specific information, received via the Ro reference point, onto the Rf reference point in order to facilitate its inclusion in CDRs. The PS- Furnish-Charging-Information AVP has the following format:

PS-Furnish-Charging-Information :: = 
< AVP Header: TBD>

{GPRS-Charging-Id}

{PS-Free-Format-Data}

[PS-Append-Free-Format-Data]
End of Change in Clause 7.2.2.2
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