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1
Decision/action requested

Agreement on the architecture and action points proposed in this document.

2
References

[1] Prepaid Extensions to Remote Authentication Dial-In User Service (RADIUS), work in progress

[2] DIAMETER Credit Control, draft-ietf-aaa-diameter-cc-06.txt, work in progress

3
Rationale

· The working assumption is to use Diameter Credit Control in Wo interface.

· In early deployments of WLAN-3GPP inter-working, a significant amount of WLAN-ANs will provide Radius based interfaces.

· The use of online charging over Wa is optional and depends on the agreement between the operators of the WLAN AN and the 3GPP PLMN. Anyway in case of inter-working with Radius based WLAN AN, SA5 needs to study how Radius specifications fulfils the existing requirements for WLAN Direct IP Access online charging and the feasibility of protocol conversion between Radius and Diameter for online control.

4
Consequences and implications

Progress of WLAN charging specification.

5
Discussion

According to TS23.234, it shall be possible to apply offline charging and online charging mechanisms for the WLAN inter-working with 3GPP network.

The Stage 2 proposed scenario for WLAN Direct IP Access Online charging is shown in the figure below:
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Figure 1: Charging Procedure for Online Charged Subscribers

In case of  inter-working with legacy WLAN systems, the interface between WLAN AN and AAA Server may be based on Radius. Therefore:

· Since Wo interface is based on Diameter, the Home AAA server must perform protocol conversion.

· It is necessary an extension to the Radius protocol to support on-line charging.

The Internet Draft ‘Diameter Credit Control Application’ defines the basic principles for the Diameter Credit-Control/RADIUS prepaid inter-working model (See Figure 2). The model is based on a message translation between RADIUS based prepaid solution and Diameter Credit-control application. 
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Figure 2: Credit-control architecture with Service Element containing translation agent, translating RADIUS prepaid to Diameter credit control protocol.

For WLAN Direct IP Access online charging the Home AAA Server should act as a Translation Agent while acting also as Diameter credit-control client as described in Figure 3. When the AAA server acting as a Translation Agent receives an   initial RADIUS Access-Request message from service Element (e.g. NAS   access), it performs regular Authentication and Authorization. If the RADIUS Access-Request message indicates that the service element is capable of credit-control, and if the home AAA server finds that the subscriber is a prepaid subscriber then a Diameter Credit control request SHOULD be sent towards the credit-control server to perform credit authorization and to establish a credit control session. 
After the Diameter credit-control server checks the end user's account balance, rates the service and reserves credit from the end user's account, the reserved quota is returned to the home AAA server in the Diameter Credit-Control-Answer. Then the home AAA server sends the reserved quota to the service element in the RADIUS Access-Accept. At the expiry of the allocated quota, the service element sends a new RADIUS Access-Request to the home AAA server containing the units used this far. The home AAA server shall map RADIUS Access- Request containing the reported units to the Diameter credit-control server in a Diameter Credit-Control-Request (UPDATE_REQUEST). The 

Diameter credit-control server debits the used units from the end user's account and allocates a new quota that is returned to the home AAA server in the Diameter Credit-Control-Answer. The quota is transferred to the service element in the RADIUS Access-Accept. When the end user terminates the service or when the entire quota has been used, the service element sends a RADIUS Access-Request. To debit the used units from the end user's account and to stop the credit control session, the home AAA server sends a Diameter Credit-Control-Request (TERMINATION_REQUEST) to the credit-control server. The Diameter credit-control server acknowledges the session termination by sending a Diameter Credit-Control-Answer to the home AAA server. The RADIUS Access-Accept is sent to the NAS.
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Figure 3: Message flow example with RADIUS prepaid - Diameter credit control inter-working.
The credit control architecture defined by IETF in [2] fulfils the requirements defined in TS 23.234 for WLAN Direct IP access online charging. Therefore it is proposed to adopt this model as the reference model for WLAN Direct IP access online charging when inter-working between Radius prepaid and Diameter Credit Control is necessary.

Although the Diameter Credit Control application internet draft defines the reference model for inter-working between Radius Prepaid and Diameter Credit Control applications, the proposed architecture does not define the complete description of the protocol translation between Radius and Diameter Credit-Control application. 

The Internet Draft ‘Prepaid Extensions to Remote Authentication Dial-In User Service (Radius)’ defines an extension to Radius protocol to support charging for Prepaid services. The model defined is in line with the reference model described by IETF for inter-working between Radius Prepaid and Diameter Credit Control applications. However the current defined prepaid extensions does not fulfil all the functionality defined by the Diameter Credit Control Application. Therefore It should be necessary to define the following action points:
- To define the 3GPP requirements for WLAN Direct IP Access Online Charging (see proposal bellow). 

 - To study the impact and feasibility of such requirements in the Prepaid extensions defined by IETF (mapping between Diameter Credit Control AVPs and Radius Attributes).

3GPP requirements for WLAN Direct IP Access Online Charging

· Differentiated Charging per end user (based on MSISDN and IMSI) and Authentication&Authorization session.

· Charging model based on time, volume, time&volume.

· Data volumes on both the uplink and downlink direction shall be counted separately. The data volumes shall reflect the data as delivered to and from the user.

· Tariff Switch support.

· Location (regarding WLAN AN operator and VPLM ID in case of roaming) based Charging.
· As stated in TS23.234, In case of Network reselection  the 3GPP AAA Server checks if there is a different previously established authentication session of the WLAN user, e.g., a session that uses a different WLAN UE or roaming in a different WLAN AN or in a different VPLMN. If yes then AAA server shall close the previously established session to avoid multiple WLAN direct IP access sessions. In this case AAA server should close any online charging session associated to the authentication session to be closed.
· TBD: When (full/fast) re-authentication occurs, should AAA server close any previous established online charging session and open a new one?
· Correlation of online charging session and the WLAN AN charging data.

· Online server must be able to disconnect the user’s WLAN connection.

