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1
Decision/action requested

Following our joint Motorola and Nortel Network actions from last meeting #39 to study the application of common Security Management function to specific IRPs i.e. Bulk CM, a number of issues have been identified that we believe require further consideration by WT01. These are listed below.
2
References
TS 32.371 Telecommunication management; Security Management Concepts and Requirements.

TS 32.372 Telecommunication management; Security Management Integration Reference Point (IRP): Information Service (IS)
TS 32.611 3G Configuration Management: Bulk CM IRP Requirements;
TS 32.612 3G Configuration Management (CM); Bulk CM Integration Reference Point (IRP); Information service (IS)
3
Rationale
· A number of issues have been identified when studying how generic Security Management requirements may be applied to specific IRPs e.g. Bulk CM. 
· It is believed these issues should be considered further before specifying how to apply generic security features to the specific IRPs at the IS level.
4
Detailed proposal

Areas for SA5 WT01 further consideration: 

1. Is there a method to ensure that security measures are non-invasive? The IRPManagers and IRPAgents should not have to explicitly invoke security features to the maximum extent possible. Minimizing the invasiveness is seen an important consideration going forward.
2. Should the authentication of the IRPAgents and IRPManagers be supported regardless of the security mechanism applied at the transport layer?  That is, should each aspect of security be independent of the others, or be implementable independently?  (The concern is that if the transport layer is not secured we need to ensure that manager id/password are not sent in the clear and vulnerable to eavesdropping). We believe aspects of security should be specified and be able to be supported as independently as possible.
3. Is remote access to the management sub-network allowed?  Is there an assumption being made that such access would be via VPN or SSL/TLS, or will dial-in and/or remote access via Mobile IP be considered?  We need to raise the issue of access again for discussion and clarification in WT01.

4. General Issue: In the Security Management Concepts and Requirements and Bulk CM Requirements, we have identified the threats and worked to specify the requirements for security in general and across the IRPs. The general issue now is how and how much further, if at all, we should go in SA5 for Release 6.  What are the justifications and the aims? (See also next point).

5. At the last meeting in the draft updated IS we added IRPManager Authenticate as a precondition for Bulk CM operations. We need to consider further if this is the best way to specify this, that is, what does it imply and is this correct assumption?  (There may be many different interpretations).  Should the Entry IRP be considered as part of the authentication solution?
