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Intent

This paper suggests a new title for the set of specifications under development for IRP Security.  It also suggests the need to include a new section called “Security Considerations” in all Interface IRP IS and SS.

Suggested New Title

We would like to suggest the use of “IRP Security Service” instead of “Security IRP” for the following reasons:

· The current use of “Security IRP” may give a false impression that 3GPP is developing a new Interface IRP that has its own (3GPP-defined) operations and notifications.  It may be true for some of the “things” under study at the moment but definitely not true for all (things under study).  Therefore, we think it is more appropriate to call the “things”, being discussed/standardized/recommended-for-use by the WT01 group, a collection of security services/capabilities/features.  

· The current use of “Security IRP” may give a false impression that when it is deployed, it could safeguard an Itf-N against security threats regardless (a) of the types of Yyy (Interface) IRP deployed and (b) if the Yyy (Interface) IRPs are from the same vendor supplying the standardized security capabilities.  

Following the reasoning of the above bullets, we recommend to change the titles of the security related specifications to “Integration Reference Point (IRP) Security Services: Requirements/Information Service/CORBA Solution Sets/CMIP Solution Sets”.

The UML diagram in the IS should be redrawn as follows:

--- will do it later ---

Suggested organization of specifications

Security related information should be captured in the following specifications:

1. IRP Security Services: Requirements with an Appendix that listed security capabilities and features recommended for use to guard against threats for Itf-N in the internet environment.

2. IRP Security Services: IS

3. IRP Security Services: CORBA SS

4. IRP Security Services: other SS

5. New sections called “Security Considerations” in Yyy (Interface) IRP: Requirements, IS and SS(s). 

The Security Services for IRP: IS

3GPP SA5 WT01 members are discussing a draft of this document.  Identify which IS-construct(s) would satisfy the identified requirement statements listed in Security Services for IRP: Requirements.  (See relation ‘satisfy’ between Security Service for IRP: Requirements and Security Service for IRP: IS).
The Security Services for IRP: CORBA SS

Through the mapping table, the IS-defined security constructs are mapped into their CORBA SS equivalents. (see relation ‘map’ between Security Services for IRP: IS and Security Services for IRP: CORBA SS.)

Each of the identified CORBA SS equivalents are either (a) specified/defined in the document or (b) making reference to appropriate sections/items of the Appendix of IRP Security Services: Requirements where specific security solutions for the internet context are listed (see relation ‘use’ between Security Services for IRP: CORBA SS and Appendix.) 

The Yyy (Interface) IRP: Requirements specification:

Its new section “Security Consideration” will capture the security requirements for this particular interface IRP.  See an example of this in the draft Bulk CM IRP: Requirement.

The Yyy (Interface) IRP: IS specification:
Its new section “Security Consideration” will:

· Define the security services/capabilities required to satisfy the Requirements.  Use the terms used in Security Services for IRP: IS.  Qualify the services/capabilities.

· Identify which IS-construct(s) would satisfy the identified requirement statements listed in the Yyy (Interface) IRP: Requirements.  (See relation ‘satisfy’ between Yyy IRP: Requirements and Yyy IRP: IS).

In relevant places (e.g. post condition sections, exception codes, etc) of other sections (than the new section “Security Consideration”) of the subject Yyy (Interface) IRP: IS where security services are required/needed, a reference should be inserted.  The reference will point directly to the appropriate sub-sections of this new “Security Consideration” section of the same IS document.  (See the current draft of Bulk CM IRP: IS.)  For example, if a new security violation exception code is required for the definition of operation-X, the new exception code is specified/added in the sub-section of operation-X and a reference is added there to point to appropriate sub-section of the section “Security Consideration” where the mechanism to detect violation is discussed.  (See relation ‘refer’ within Yyy IRP:IS.)

The Yyy (Interface) IRP: CORBA SS specification:
Through its mapping table, the IS-defined security constructs shall be mapped to SS-defined security constructs.  (See the relation named ‘map’ between Yyy IRP: CORBA SS and Yyy IRP: IS).

The new section “Security Consideration” should refer to things defined in IRP Security Services: CORBA SS”.  (See the relation named ‘use’ between Yyy IRP: CORBA SS and Security Services for IRP: CORBA SS.)

In addition, in relevant places (e.g. post condition sections, exception codes, etc) of other sections of the same document where security services are required/needed, a reference should be inserted.  The reference will point directly to the appropriate sub-sections of this new “Security Consideration” section (of the same document).  (See the relation named ‘refer’ within the Yyy IRP: CORBA SS.)  

Summary of references/relations between and within specification(s):

The following boxes represents IRP specifications.  The arrows represent the references/relations.    
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