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************ The Begin of the 1st Change **************
3.2
Symbols

For the purposes of the present document the following symbols apply:

D'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Dw
Reference point between a 3GPP AAA Server and an SLF

Gr'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa

Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and control signalling)
Wc
Reference point between a PDG and a CGw/CCF
Wd
Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control signalling)

Wf
Reference point between a CGw/CCF and a 3GPP AAA Server/Proxy

Wg
Reference point between a 3GPP AAA Server/Proxy and WAG

Wi
Reference point between a Packet Data Gateway and an external IP Network

Wm
Reference point between a Packet Data Gateway and a 3GPP AAA Server or 3GPP AAA proxy

Wn
Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp
Reference point between a WLAN Access Gateway and a Packet Data Gateway

Wo
Reference point between a 3GPP AAA Server and an OCS

Wu
Reference point between a WLAN UE and a Packet Data Gateway

Wx
Reference point between an HSS and a 3GPP AAA Server
************ The End of the 1st Change *************
************ The Begin of the 2nd Change **************
6.1
Reference Model
Editor's note:
The term roaming is used here when referring to roaming between 3GPP networks. However, an intermediate aggregator or a chain of intermediate networks may possibly separate the user when accessing the WLAN from the 3GPP home network.

6.1.1
Non Roaming WLAN Inter-working Reference Model
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.1: Non-roaming reference model

6.1.2
Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks. The Wx and Wo reference points are intra-operator. The home 3GPP network interfaces to other 3GPP networks via the inter-operator Wd reference point.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server using the Wd reference point.
It can also issue charging records to the visited network CGw/CCF when required. The 3GPP network interfaces to WLAN Access Networks via the Wa reference point.
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home Network
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.2b.: Roaming reference model - 3GPP PS based services provided via the 3GPP Visited Network

************ The End of the 2nd Change *************
************ The Begin of the 3rd Change **************
6.3
Reference Points

6.3.1
Wa reference point
6.3.1.1
General description

The Wa reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner. The reference point has to accommodate also legacy WLAN Access Networks.

Legacy logical nodes outside of 3GPP scope that terminate or proxy the Wa reference point signalling and do not support 3GPP AAA protocol shall require signalling conversion between the legacy AAA protocol and the 3GPP AAA protocol.
EAP authentication shall be transported over the Wa reference point.

6.3.1.2
Functionality

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

-
Carrying data for authorization signalling between WLAN AN and 3GPP Network. These data may include a well-defined identification of the WLAN AN.

-
Carrying charging signalling per WLAN user. The data carried on the Wa interface shall enable both offline and online charging. To minimize the requirements put on the WLAN Access Network and to protect the confidentiality of the subscriber's charging status the fact whether a user is offline or online charged by his 3GPP subscription provider shall be transparent for the WLAN AN and thus for the Wa reference point.

· Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.

-
May carry Routing Enforcement information from the PLMN to ensure that all packets sent to/from the WLAN UE for PS based services are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case) appropriately.
-
When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination
-
Providing access scope limitation information to the WLAN based on the authorised services for each user (for example, IP address filters)
6.3.2
Wx reference point

This reference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HSS.
The functionality of the reference point is to enable:

-
Retrieval of authentication vectors, e.g. for USIM authentication, from HSS.

-
Retrieval of WLAN access-related subscriber information (profile) from HSS

-
Registration of the 3GPP AAA Server of an authorised (for WLAN Access) WLAN user in the HSS.
-
Indication of change of subscriber profile within HSS (e.g. indication for the purpose of service termination).

-
Purge procedure between the 3GPP AAA server and the HSS.
-
Retrieval of online charging / offline charging function addresses from HSS.
-
Fault recovery procedure between the HSS and the 3GPP AAA Server.

-
Retrieval of service related information (e.g. W-APNs that may be selected by the WLAN UE) including an indication of whether the VPLMN is allowed to provide this service.

6.3.3
D'/Gr' reference point

This optional reference point is located between 3GPP AAA Server and pre-R6 HLR/HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR.  The protocol crossing this reference point is based upon the D/Gr reference points defined in 3GPP TS 29.002 [7]. Support of the D'/Gr' reference points requires no modifications to the MAP protocol at the HLR.

When the HLR makes it possible the functionality of the reference point is to enable:

-
Retrieval of authentication vectors, e.g. for USIM authentication, from HLR.

-
Registration of the 3GPP AAA Server of an authorised WLAN user in the HLR.
-
Indication of change of subscriber profile within HLR (e.g. indication for the purpose of service termination).

-
Purge procedure between the 3GPP AAA server and the HLR.
-
Fault recovery procedure between the HLR and the 3GPP AAA server.

-
Retrieval of service related information (e.g. APNs that may be selected by the WLAN UE) including indications of whether the service is to be supported by the HPLMN or by an identified VPLMN.

-
Retrieval of online/offline charging function address from HLR.

The functions provided on the D'/Gr' reference points are a subset of the functions provided on the D/Gr reference points described in 3GPP TS 29.002 [7].
If a 3GPP AAA Server supports the D' reference point, it will appear to the HLR/HSS as a VLR and shall behave according to the description of the behaviour of a VLR supporting the D reference point as described in 3GPP TS 29.002 [7].

If a 3GPP AAA Server supports the Gr' reference point, it will appear to the HLR/HSS as an SGSN and shall behave according to the description of the behaviour of an SGSN supporting the Gr reference point as described in 3GPP TS 29.002 [7].

Please refer to Annex A for further details of how this may work for different network scenarios.

6.3.4
Wo reference point

The Wo reference point is used by a 3GPP AAA Server to communicate with 3GPP Online Charging System (OCS).  The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information so as to perform credit control for the online charged subscriber.
The functionality of the reference point is to transport:

-
Online charging data.

Wo reference point should be similar to Ro interface currently used in 3GPP OCS.

6.3.5
Wf reference point

The Wf reference point is located between 3GPP AAA Server and 3GPP Charging Gateway Function (CGF)/Charging Collection Function (CCF). The prime purpose of the protocols crossing this reference point is to transport/forward charging information towards 3GPP operator's Charging Gateway/Charging collection function located in the visited network or home network where the subscriber is residing.
The information forwarded to Charging Gateway/Charging collection function is typically used for:

-
Generating bills for offline charged subscribers by the subscribers' home operator.

-
Calculation of inter-operator accounting from all roaming users. This inter operator accounting is used to settle the payments between visited and home network operator and/or between home/visited network and WLAN.

The functionality of the reference point is to transport:

-
WLAN access-related charging data per WLAN user.

6.3.6
Wg reference point
The Wg reference point applies to WLAN 3GPP IP Access.

This is an AAA interface between the 3GPP AAA Server/Proxy and the WAG. It is used to 
-
Provide information needed by the WAG to perform policy enforcement functions for authorised users.
-
Transport per-tunnel based charging information from the WAG to the AAA Proxy.
6.3.7
Wn reference point

The Wn reference point applies to WLAN 3GPP IP Access.

This is the reference point between the WLAN Access Network and the WAG. This interface is to force traffic on a WLAN UE initiated tunnel to travel via the WAG. There can be several different ways to implement this interface as shown in Annex C. The specific method to implement this interface is subject to local agreement between the WLAN AN and the PLMN.
6.3.8
Wp reference point

The Wp reference point applies to WLAN 3GPP IP Access.

This is the reference point between the WAG and PDG.

6.3.9
Wi reference point

The Wi reference point applies to WLAN 3GPP IP Access.

This is the reference point between the Packet Data Gateway and a packet data network. The packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. the entry point of IMS, RADIUS Accounting or Authentication, DHCP.

Wi reference point is similar to the Gi reference point provided by the PS domain. Interworking with packet data networks is provided via the Wi reference point based on IP. Mobile terminals offered services via the Wi reference point may be globally addressable through the operators public addressing scheme or through the use of a private addressing scheme.
6.3.10
Wm reference point

The Wm reference point applies to WLAN 3GPP IP Access.
This reference point is located between 3GPP AAA Server and Packet Data Gateway respectively between 3GPP AAA Proxy and Packet Data Gateway. The functionality of this reference point is to enable:

-
The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.

-
Carrying messages between PDG and AAA Server in support of the user authentication exchange which takes place between WLAN UE and 3GPP AAA server/proxy.

-
Carrying messages for user authorization between PDG and 3GPP AAA server/proxy.

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.
-
Carrying mapping of a user identifier and a tunnel identifier sent from the PDG to the AAA Proxy through the AAA Server.
6.3.11
Wd reference point

6.3.11.1
General description

The Wd reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.
EAP authentication shall be transported over the Wd reference point.

6.3.11.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying charging signalling per WLAN user-
Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption, for the case in which the PDG is in the VPLMN.

-
Carrying mapping of a user identifier and a tunnel identifier sent from the PDG to the AAA Proxy through the AAA Server.

-
Used for purging a user from the WLAN access for immediate service termination
-
Enabling the identification of the operator networks amongst which the roaming occurs
6.3.12
Wu reference point

The Wu reference point applies to WLAN 3GPP IP Access.

The Wu reference point is located between the WLAN UE and the Packet Data Gateway. It represents the WLAN UE-initiated tunnel between the WLAN UE and the Packet Data Gateway. Transport for the Wu reference point protocol is provided by the Wn and Wp reference points, which ensure that the data are routed via the WLAN Access Gateway where routing enforcement is applied.

The functionality of the Wu reference point is to enable:

-
WLAN UE-initiated tunnel establishment 

-
User data packet transmission within the WLAN UE-initiated tunnel

-
Tear down of the WLAN UE initiated tunnel

6.3.13
Ww reference point

6.3.13.1
General Description

The reference point Ww connects the WLAN UE to the WLAN Access Network per IEEE 802.1x [19] specifications.

6.3.13.2
Functionality

The functionality of the reference point is per IEEE 802.1x specifications [19].

Note:
Ww is defined by IEEE 802 and provided here for information only. Any modification to the interface is strictly considered outside the scope of 3GPP.
6.3.14
Dw reference point

This reference point is between the 3GPP AAA Server and the SLF. The prime purpose of the protocol(s) crossing this reference point is to enable the 3GPP AAA Server to find the address of the HSS which holds the subscriber data for a given user identity in a configuration with multiple separately addressable HSS’es.
6.3.15 Wc reference point
The Wc reference point applies to the WLAN 3GPP IP Access.
The Wc reference point is located between PDG and 3GPP Charging Gateway Function (CGF)/Charging Collection Function (CCF). The purpose of the protocols crossing this reference point is to transport charging information towards 3GPP operator's Charging Gateway/Charging collection function located in the same PLMN with the PDG. 
The functionality of the reference point is to transport:

-
WLAN 3GPP IP access-related charging data per WLAN user or per flow.

Note:
Considering the implementation of the PDG by re-using the functionality of the existing GGSN, the Wc reference point should re-uses the functionality of the Ga interface defined in the 3GPP TS 32.015 to transfer the charging information from the PDG to the CGw/CCF.
************ The End of the 3rd Change *************
************ The Begin of the 4th Change **************
7.7
Charging offline charged subscribers

[image: image8]
Figure 7.8: Charging Procedure for Offline Charged Subscribers

1.
WLAN user is authenticated and authorized for WLAN access. User profile is downloaded into 3GPP AAA server. Part of the profile is information that the user is to be offline charged.

2.
WLAN AN, WAG and PDG collect and generate related charging data on themselves.
2.1 WLAN AN collects charging data related to access or services locally consumed.
2.2 For WLAN 3GPP IP Access, WAG collects and generates per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be used for inter-operator settlements.
2.3 For WLAN 3GPP IP Access, PDG collectes generates charging information related to user data traffic.
Note:

1. Per tunnel accounting generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.
2. Steps 2.1, 2.2, 2.3 may take place concurrently and not be restricted to their numerical sequence.
3.
WLAN AN WAG periodically forward collected charging information to the 3GPP AAA Server/Proxy over Wa and Wg respectively.
4.
All charging information data are finally reported to the CGw/CCF.

4.1 3GPP AAA Server/Proxy forwards charging information to the CGw/CCF over the Wf reference point.
4.2 PDG should send the charging data to the CGw/CCF of the same PLMN over the Wc reference point directly. 

Note:
Step 4.1and step 4.2 may take place independently and not be restricted to their numerical sequence.
************ The End of the 4th Change *************
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