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1
Decision/action requested

An overview of firewalls for incorporation into the 32.37x series is presented.
2
References

3
Rationale

Nortel Networks was requested to provide this firewall overview at the SA5 38bis WT01 RG meeting.
4
Detailed proposal

A firewall is a fundamental security building block that provides network isolation at boundaries between network segments or between different networks.  A firewall performs isolation based on specific traffic filtering rules configured onto the firewall.  Firewalls may be used in conjunction with other security mechanisms to provide an additional layer of security for the Itf-N interface.  For the Itf-N interface, firewalls may be used to only allow traffic between the IRPManager and IRPAgent host machines to transit the firewall boundaries.  The addition of firewalls at the Itf-N interface helps provide “defense in depth” security whereby multiple security mechanisms are overlaid to achieve stronger security.

A firewall examines both inbound and outbound traffic, and should be configured to deny all traffic unless specifically allowed by the firewall rules.  A firewall may also provide logging of traffic and trigger alarms when unauthorized packets are detected.  Firewalls can physically be provided for the Itf-N interface as separate appliances at the IRPManager and IRPAgent host machines or may be provided as software on the host machines themselves.  Types of firewalls include static packet filtering, application layer, and state aware packet filtering firewalls.  Any of the firewall types may be used to provide protection for the Itf-N interface, and the choice will depend on particular customer needs and preferences.

Static packet filtering firewalls examine incoming and outgoing packets and apply a set of rules to determine whether packets will be allowed to transit the firewall or be dropped.  This determination is typically based on the packet source and destination IP addresses, the protocol type, and the TCP source and destination ports.  Depending on the packet and the criteria, the firewall will drop or forward the packet, and possibly create a log entry and/or raise an alarm.  Some static packet filtering firewalls may also provide deeper inspection of packets, possibly up to the application layer.

Application layer firewalls run applications on behalf of the machines in the network they are protecting, and are often called “proxy” firewalls.  When performing the applications, application layer firewalls will detect any anomalous activity and if found will not pass the data onto the machines they are protecting.  Application layer firewalls must be enabled with all necessary application and must run these applications on behalf of all protected machines.  Because of this, application layer firewalls have a high impact on network performance.

State aware firewalls perform packet filtering functions similar to static packet filtering firewalls, and in addition maintain information about the state of traffic connections.  The state information allows the firewall to make better decisions about whether to allow or deny particular traffic.  For example, a state aware firewall may be configured to only allow traffic from machines on one side of the network to initiate communications.  This is particularly useful where private networks are connected to public networks since typically only the machines on the private network are trusted to initiate data communications.

When using firewalls as an additional security mechanism for the Itf-N interface, the firewalls should be configured to allow only communication between the IRPManager and the IRPAgent host machines.  Any other traffic on the network attempting to access the IRPManager or IRPAgent host machines should be denied.  This will isolate the IRPManager to IRPAgent network communications from other network traffic, thereby providing a layer of protection for these machines.
Note that providing firewalls may have system engineering and product impacts, and some applications may have to be made firewall aware.  Also note that firewalls will not protect against all security attacks such as an attacker spoofing legitimate IRPManager or IRPAgent packet information.
