Authorisation of IRPManager

5.3
Security Privileges

Each IRPManager has security privileges defined at the IRPAgent. These privileges define the scope of the IRPManager’s access to the Agent System i.e. what the IRPManager is allowed to do. 

5.3.1
Authorisation

Each time an IRPManager requests an operation across Itf-N the IRPManager will be checked for authorisation to perform the operation.

Several levels of authorisation will be available. These will include

1. Authorisation to use a particular IRP

2. Authorisation to perform a particular function within an IRP

Editor’s note: It is for further study as to whether a standard set of roles should be defined.

3. Authorisation to perform a particular operation on a particular IOC or IOC instance

4. Authorisation to perform within a specific context such as time schedule, workstation, and such things.
5. Authorisation to access or use a specific non-persistent logical IOC, e.g. Bulk CM session, notification registration.

For Release 6 this IS only addresses 1. Finer granularity may be considered for Release 7.
Once an IRPManager has been authenticated and a security session initiated operations may be authorised. Authorisation only means that the IRPManager is permitted to request the operation and the request is passed on to the appropriate IRPAgent. It does not in any way indicate whether the requested operation will fail or succeed. 
6.2.1.2 Authorisation Class Diagram
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6.2.2 Inheritance
[image: image3.emf]AccessControlItem

- accessorId

- rights

<<information object class>>

GenericIRP

<<information object class>>

Top

<<information object class>>

AccessControlList

<<information object class>>

SecurityIRP

<<optional>> - timeLimit

<<optional>> - maxFailedAuthenticationLimit

<<optional>> - disabledPeriod

<<optional>> - maxNumberofSecuritySessions

<<optional>> - maxIdleSessionTime

<<optional>> - maxFailedAuthorisationLimit

<<information object class>>

ManagedGenericIRP

<<information object class>>


6.3.3 AccessControlList

6.3.3.1 Definition

AccessControlList is the representation of the list of AccessControlItem.

6.3.4 AccessControlItem
6.3.4.1 Definition

AccessControlItem is the representation of the information that IRPAgent uses to decide whether the requested access from IRPManager is permitted.

6.3.4.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	accessorId
	%
	M
	-
	-

	rights
	%
	M
	-
	-


6.4.2
relation-securityIRP-accessControlList (M)

6.4.2.1
Definition

This represents the relationship between securityIRP and accessControlList.

6.4.2.2
Role

	Name
	Definition

	theSecurityIRP
	It represents the securityIRP

	theAccessControlList 
	It represents the accessControlList .


6.4.2.3
Constraint
Void.

6.4.3
relation-accessControlList-accessControlItem (M)

6.4.3.1
Definition

This represents the relationship between accessControlList and accessControlItem.

6.4.3.2
Role

	Name
	Definition

	theAccessControlList
	It represents the accessControlList

	theAccessControlItem
	It represents the accessControlItem.


6.4.3.3
Constraint

Void.

6.5 Information attribute definition

6.5.1
Definition and legal values

	Attribute Name
	Definition
	Legal Values

	idleSessionTimer
	Length of time that the IRPManager has had no activity within a session. This timer is started when a session is initiated successfully and restarted within an active session each time a request is made to the IRPAgent.
	

	accessorId
	Identity of accessor
	This identifies one or more IRPManagers with the same access privileges

	maxFailedAuthorisationLimit
	Number of successive authorisation failures of an IRPManager before IRPAgent  will issue an alarm.
	Any integer value greater than 3.
Default 4

	maxIdleSessionTime
	Maximum period of time during a Security Session since the last request made by IRPManager to IRPAgent, after which the Security Session will be terminated, and become permanently inactive. The security session will still be accessible for retrieving log records but no actions may be performed with this sessionId.
	Time interval in minutes, 0 indicates idleSessionTimer not used. Default value 60

	rights
	SecurityIRP permits IRPManager to request operations of permitted IRPs only 
	In current Release it is target xxxIRPs

	securitySessionId
	The unique identifier of Security Session.
	It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.


	requestedOperation
	This is the operation that IRPManager is requesting IRPAgent to perform
	


7
Interface Definition 

 7.1 Class diagram
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7.4
ManagerAuthorisationOperations

7.4.1
Authorize (M)
7.4.1.1
Definition

When IRPManager requests an operation to be performed by IRPAgent within the context of the Security Session identified by securitySessionId, this operation is examined by Security IRPAgent 

Note: All requests from IRPManager will either be

· Rejected by Security IRP Agent 

· Passed to appropriate IRPAgent for further validation and  processing

Thus an authorized Service Request has embedded within it a request for an IRPAgent protected by the Security IRP service.
Currently the granularity level of authorization does not support “parameter authorization” or authorisation schedules.
For a statefull security session securitySessionId identifies the IRPManager making the request. For a stateless security session the IRPManager ID is supplied explicitly.
7.4.1.2
Input parameters
Because this is an agent internal operation the input parameters are not standardised. However the information that this function requires to perform correctly is identified. This information is mapped to the parameters that are sent across Itf-N to the security IRPAgent.  
	Information
	Itf-N Parameter Name
	Comment

	Identity of IRPManager
	 securitySessionId
or  iRPManagerId
	Identifier of Security Session, within which IRPManager requests the operation. securitySessionId maps to a unique iRPManagerId
Or .Identifies the IRPManager directly in a stateless session

	Identity of target IRP
	requestedOperation
	This is the operation requested by IRPManager in the Security Session identified by securitySessionId used as input parameter. This is mapped to the target IRP identity.                                                                    


Note that the identity of the IRPManager maps to the accessorId in the access control decision information. The rights identifies which target IRPs may be accessed.
7.4.1.3 Output parameters
Because this is an agent internal operation the output parameters are not standardised. However the results of this function may cause a failure report to be sent by securityIRPAgent to IRPManager. The information provided by this function is mapped to the parameters that are returned across Itf-N to the security IRPManager
	Information
	Itf-N Parameter Name
	Comment

	Success or failure of authorisation
	status
	Success means that the operation requested by IRPManager is permitted; SecurityIRP shall forward the request to the appropriate target IRPAgent. The target IRPAgent may also authorize the IRPManager to perform the request before it really performs the request.

Failure means that the operation requested by IRPManager is not permitted, and IRPAgent shall not perform the operation.

An operation may fail because of a specified or unspecified reason.


7.4.1.4  Pre-condition
requestedOperationSupported
	Assertion Name
	Definition

	
	

	
	

	requestedOperationSupported
	“The operation identified by requestedOperation is a valid operation supported by IRPAgent and IRPManager (owning session or identified explicitly) is permitted to perform this operation”


7.4.1.5  Post-condition
(iRPManagerAuthorized AND resetFailAuthorisationCount AND targetIRPResponseLogged) OR (authorisationFailLogged AND incrementSessionFailAuthorisationCount AND NOT(failAuthorisationLimit) OR(failAuthorisationLimit AND alarmAuthorisationFailEmitted))
	Assertion Name
	Definition

	iRPManagerAuthorized
	“The IRPManager requesting the operation is authorized by securityIRP.”

	resetFailAuthorisationCount
	“reset the count of Authorisation failures for this IRPManager”

	authorisationFailLogged
	“authorisationFail is logged”

	incrementSessionFailAuthorisationCount
	“the count of authorisation failures for IPRManager is incremented”

	failAuthorisationLimit
	“The number of authorisation failures has reached maxFailedAuthorisationLimit”

	alarmAuthorisationFailEmitted
	” notifyNewAlarm (M) for repeated Authorisation Failure is emitted”

	targetIRPResponseLogged
	” the response from the target IRP is logged”


7.4.1.6 Exceptions
The interface to this operation is agent internal and therefore not standardised. However IRPAgent should have the capability of returning the following exceptions to the IRPManager that requested the operation.
	Exception Name
	Definition

	authorizationFailed
	Condition: The IRPManager invoking this operation is not permitted to request the operation or the requested operation is not supported by IRPAgent.
Returned information: Status is set to “Failure”
Exit state: Entry State

	unspecifiedInternalReason
	Condition: Unspecified internal reason
Returned information: Status is set to “Failure”
Exit state: Entry State


Note: no specific failure is returned for an unsupported operation to supply IRPManager with as little information concerning the capabilities of IRPAgent as possible.
7.8


7.11.2 notifyNewAlarm (M) for repeated Authorisation Failure
See TS 32.111-2 [15]
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