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1 Introduction and Executive Summary

1.1 Session data
The session was held on July 1st at 10:30 CET

The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	Affected TS(s)
	Rel
	Title
	Source
	Input Status
	Reviewed
	Output Status

	RG Report
	S5-046411r1
	
	
	SWGC-38 WT01 RG Report
	Rapporteur
	New
	Yes
	Approved

	RG Report
	S5-046667
	
	
	Audio conference WT01 Agenda and  Report
	Rapporteur
	New
	Yes
	Approved

	For information
	S5-046668, 
	32.372
	
	Authentication of IRPManager for audio conf
	Huawei
	New
	 N/A
	Accepted

	For information
	S5-046669, 
	32.372
	
	Authorisation of IRPManager for audio conf
	Huawei
	New
	N/A
	Accepted

	LS
	S5-046644
	
	
	LS from ITU-T reply to SA5’s liaison
	ITU-T
	Resubmitted
	Yes
	Noted

	LS
	S5-046680
	
	
	Response to LS from SA5
	SA3
	Resubmitted
	Yes
	Noted

	Discussion paper
	S5-046470
	
	R6
	Bottom up approach to SecM IRP
	Ericsson
	Resubmitted
	Yes
	Accepted

	Draft  IS
	S5-046671, 
	32.372
	R6
	Security Activity Log v3.2
	Huawei
	New
	No
	Resubmit

	Draft  IS
	S5-046672, 
	32.372
	R6
	IS Authorisation v3.2
	Huawei
	New
	No
	Resubmit

	Draft  IS
	S5-046673, 
	32.372
	R6
	IS Authentication v3.2
	Huawei
	New
	No
	Resubmit

	Draft  IS
	S5-046674, 
	32.372
	R6
	IS v3.2
	Huawei
	New
	Partially
	Continue with audio conference

	Email discussion
	S5-046670,
	
	
	Email discussion of Security Activity log
	Rapporteur
	New
	No
	To be resubmitted

	Comments
	S5-046674,
	32.372
	
	Motorola’s comments on IS
	Motorola
	Late
	Partially
	Resubmit

	CR
	S5-046651, 
	
	R6
	Bulk CM IRP Enhancements for Security 
	T-Mobile
	New
	No
	Resubmit

	CR
	S5-046652, 
	
	R6
	Bulk CM IS security Enhancements
	T-Mobile
	New
	Yes
	Resubmit

	Draft Requirements
	S5-046478
	32.371
	R6
	Security Requirements
	Huawei
	Resubmitted
	Yes
	Accepted with changes, Approved by RG


1.2 Executive summary

1.2.1 Achievements of this meeting
10 of the 15 contributions submitted were reviewed during the meeting.
S5-046478 (Concept and Requirements) approved with changes.

S5-046674 and S5-046651 were discussed in detail. 

S5-046674 was updated on-line to r1.and the review of S5-046674r1 will be continued in an audio conference before the next #39 meeting. S5-046674r1 will be updated to reflect the review before the audio conference

Rapporteur’s note: At the closing C/D session it was suggested that a meeting of experts might be held before the #39 meeting instead.
S5-046651r1 Motorola, Nortel & Huawei agree with BulkCM specific security requirements. Siemens agree with requirements except number 25. Ericsson need more time to consider this.

The e-mail discussion over where Transport Layer description should go in the document structure showed no RG consensus. It was therefore agreed that for now this will go into a Normative Annex to TS 32.372.
1.2.2 Total achievements and progress of this WT/RG in the current release 

· Achievements:


None
· Percentage of completion:
45%
· Problems:


None
Action on Huawei to organise another audio conference to continue the review of Security IS

1.2.3 Action requested by (and information to be forwarded to) SWG-C/D / SA5 

1. Documents for approval to SA

None
2. For information to SA:

None

3. Documents requested to be withdrawn: 

None.
4. Any other action requested by SWG-C/D SA5:

Approval from SWG-C/D for audio conference before the #39 meeting.

2 Approval of the last meeting report

Approved

3 Action items 

The following action items were agreed by the participants. 

	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#37bis.2
	Check which notifications are standard or available in OMG
	Rel-6
	Huawei
	Open
	WT01
	Meeting 

#39

	#37bis.3
	Start E-mail discussion to decide what should be logged in Security Activity log.
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting 

#38

	#37bis.4
	Motorola and Huawei work together on log alignment
	Rel-6
	Huawei/Motorola
	Open
	WT01
	Meeting 

#39

	#37bis.5
	Granularity levels: everyone consider granularity levels for authorisation prior to next meeting. Ericsson will lead e-mail discussion.
	Rel-6
	Everyone/Ericsson
	Closed
	WT01
	Meeting 

#38bis

	#37bis.6
	Nortel to draft a short security document describing lower layer security (IPsec, SSL/TLS and SSH) for securing the underlying transport network.
	Rel-6
	Nortel
	Closed
	WT01
	Meeting #38

	#38.1
	Continue e-mail discussion on Activity Log contents started by Huawei, Ericsson and Nortel
	REl-6
	All
	Closed
	WT01
	Meeting #38bis

	#38.2
	Initiate e-mail discussion over where Transport Layer description should go in document structure
	Rel-6
	Huawei
	Closed
	WT01
	Meeting #38bis

	#38.3
	Initiate e-mail discussion over architectural issues
	Rel-6
	Huawei
	Closed
	WT01
	Meeting #38bis

	#38bis.1
	Provide contribution on elements of solutions and how the IS can map to the SS
	Rel-6
	Ericsson,

Everyone
	Open
	WT01
	Meeting #39

	#38bis.2
	Organise an audio conference before the #39 meeting
	Rel-6
	Huawei
	Open
	WT01
	Meeting #39


Audio conference actions. Note that these#1.3 will be captured as #38bis.1.

	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	Adhoc#1.1
	Produce a proposal for modification to TS32.101 to include security related protocol information. 
	REl-6
	Nortel
	Closed
	WT01
	Meeting #38bis

	Adhoc#1.2
	Send e-mail comments on S5-046475r1 to Huawei early next week
	Rel-6
	Motorola
	Closed
	WT01
	Early WC 14th June

	Adhoc#1.3
	Provide contribution on elements of solutions and how the IS can map to the SS

See #38bis.1 above
	Rel-6
	Ericsson
	Open
	WT01
	Meeting #38bis


4 Review of input documents

4.1 S5-046644 LS from ITU-T reply to SA5’s liaison

This is the response to LS from SA5 to ITU-T. ITU-T aims to produce management plane security standards taking into account the comments from 3GPP, 3GPP2 and ETSI. It will be based on M.3016 format. The work is ongoing with a target completion of Q1 2005.

The LS was noted.

4.2 S5-046680 SA3 Response to LS from SA5

This LS was a copy of comments SA3 sent to ITU-T. The original LS from ITU-T was copied to SA3 by SA5.

This was noted.

It was mentioned that WT01 RG should consider sending a LS to SA3 from the #39 meeting asking for their opinion on the protocols and security mechanisms proposed by SA5. 

4.3 Tdoc S5- 046470 E Bottom Up approach for SecM IRP
Presented by Thomas Tovinger (Ericsson)
This is a proposal to use a bottom up approach for the Security Management SS. It is easier to focus on the SS based on existing standardisation. Map the IS to a SS consistent with the requirements
Questions: 

· None.

Comments:

· Huawei – this is a proposal on the CORBA SS.

· Vodafone – need to bear in mind what security is available in CMIS and CORBA. How do we guarantee that we meet the requirements?

· Practical work on IS should not introduce features that are not in the requirements.

· Nortel: test IS, nothing in the IS precludes the use of CORBA.

· Siemens – likes the approach, the relationship between the IS and SS is closer than normal with other IRPs. Do not preclude existing functionality.

· Lucent: Are we selecting the technology?

· Ericsson: Written in generic sense. Do not have to select 1 technology or standard. Do not finalise IS until SS available.

· Nortel: As we go through the SS must make sure that we are mapping the requirements to the SS. 

· Ericsson: We have started doing this with the Transport Layer. We need to continue what Nortel have been doing.

Conclusion:

· Need to discuss contents of SS and which mechanisms we will use.

· There is a very concrete base in the existing requirements to work from.

· An iterative process is needed with the initial focus on the SS.

4.4 S5-046478 Concept and Requirements.

Presented by Veronica Ayers (Huawei)

Questions: 

· None.

Comments:

· Only editorial changes have been made since this document was sent for information to SA.

· Concern was expressed about sending requirements for approval to SA without the IS for information.

Conclusion: 

· The document can be approved in SA5 scope.

4.5 S5-046674 Security IRP IS v3.2

Presented by Veronica Ayers (Huawei)

Note that comments included in S5-046674 were made by Motorola during the review of this contribution.
Questions: 

· None.

Comments:

· In definition section include definition of statefull and stateless sessions.

· Motorola prefer wording “Security Services” to be used instead of Security IRP Manager and Agent.

· Ericsson wants to capture all security related requirements in this set of documents. If an IRP wants to use security services this document identifies how it must be done.

Conclusion: 

· Updated online to r1.
· Continue review with audio conference.
· Include details of VPNs and Firewalls in Annex B.
4.6 S5-046651 Bulk CM IRP Enhancements for Security.

Presented by Tapinder Pal (T-Mobile)

This contribution has been updated from #36 meeting and 4 new requirements have been added.

Questions: 

· None.

Comments:

· Requirement 26 implies use of a digital signature (Nortel). Only need the manager’s public key at the Agent system, therefore do not have problems with key distribution (Huawei). Alternatively an XML signature could be used, which is “lighter” to program than a digital signature (Huawei). 

· For now the working assumption will be that another operation will not be added into Bulk CM IRP but it will be provided by the Security Services. Thus if Bulk CM Manager downloads a Bulk CM file to the Agent system before pre-activation it will ask the security IRP to check the integrity of the file.

· Nortel: Integrity of file can be protected using network protocols.

· Huawei: OS in Agent system can protect file integrity (e.g. make it read only – no modify permissions) 

· T-Mobile: Requirement 26 does not imply a digital signature.

· Siemens: integrity check need not be done by IRPAgent, can be initiated by IRPManager, and if the check fails the IRPManager will never issues the Activate command. 

· Ericsson: wish to check the contribution further.

Conclusion:

· Requirement 26 agreed as a working assumption.

· Requirement 24: Notifications cannot be generated by Security IRP, has to be generated by Bulk CM. Bulk CM notifications are available to any IRPManager.

· Requirement 25 conflicts with Security IRP.
5 Joint session(s) held with other RGs (if necessary)

None.

6 Any other business

None

7 Participants

For information about the attendees’ telephone numbers and/or email addresses, please refer to the SA5 document for registered participants (normally in S5-0x0x04).
	Attendee name
	Company

	Clemens Suerbaum
	Siemens

	Edwin Tse
	Ericsson

	Habib Nouira
	Alcatel

	John Islip
	Lucent

	John Mudge
	Vodafone

	John Power
	Ericsson

	Li Yewen
	China Mobile

	Luo Yunzhong
	CATT

	Mike Lee
	Nortel

	Richard Candlin
	Lucent

	Tapinder Pal
	T-Mobile

	Thomas Tovinger
	Ericsson

	Trevor Pirt
	Motorola

	Veronica Ayers (rapporteur)
	Huawei

	Wang Enxi
	Nokia

	YangLi 
	Huawei
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