Information to Capture in Security Audit Logs:
	General Information
	Proposed Item
	Comment Huawei (H)
	Comment Ericsson (E)
	Comment Nortel (N)
	Comment Siemens (S)

	logId
	Unique log identifier
	This is an attribute of Activity Log
	Not in each log record, but on log level
	
	See H and E

	logRecordSource
	Device identity (IP address or fully qualified host name)
	This is the identifier for the IRPAgent creating the activity log record. This attribute is under discussion for NL。 Suggest we “re-visit”it once that discussion has reached a conclusion.

	Address of the host that is hosting the YyyIRP receiving the request? 
If yes: should we capture this information on each record?

What if the record is about a notifications? Sender or receiver? 
	The device identity must be locally significant.  The log recorder (collector) can use that to look up other names such as the fully qualified domain name about the device

Logs should normally identify the sender.  The Device identity would identify the device sending the log and log attributes can be used to identify devices that the log is talking about.
	

Answer to E: 
Yes.
Yes, if the host can change during the log’s lifetime



For security I think it is necessary to log both sender and destination (which might even be different as receiver in case of security breaks).

	
	- Device type (e.g. X.500 ObjectID)
	Does it identify the type of the EMS logging  the information, e.g. server?
	Please elaborate and provide an example
	The X.500 ObjectID is is just a particular example of a device type identifier.  For example an organization that uses X.500 directories may store device information such as device-type according to the Directory Enabled Networks specification.  This organization could then use the same Device type (e.g. server, firewall, IDS etc) for this log attribute
	What is this used for from a security perspektive?

	
	Software version
	I wondered about this but I thought that the IRP version information would be more useful. I think there is a relationship here, but not necessarily 1 to 1. See our comments on IRPVersion.
 Logically this information must be associated with each log record, but how the information is physically stored is vendor specific.
	Should be obtainable from another source. Not needed in every logRecord.
	Yes, agreed.  Since this is the version for the software generating the log it doesn't have to be repeated on every log record.
	It should be stated somewhere that after change of SW version a new log shall be created. Then attribute at log level is enough.

	
	Log format version
	target IRP Version and securityIRPVersion are proposed for each log record
1)Agree with Nortel. These logs may be kept in a central archive for years before someone looks for a piece of information.
2) Also I was not certain how this would interact with BC, whether  one xxxIRPAgent could communicate with two different xxxIRPManagers using different xxxIRPVersions. 
3) Finally restricting logs to entries from one version of xxxIRP could get very complex when the network is upgraded, particularly if you fall back…
4) Logically this information must be associated with each log record, but how the information is physically stored is vendor specific.
	not sure if we need this on each log record
	I believe this is necessary, especially in a mixed network environment where different versions of logs may be sent to a centralized log analyzer/reader. 
	See comment above

	
	Log file creation date & time
	o.k. = creationTime
	o.k.
	
	Only applicable for file type log.

	Activity log record attributes
	activityStatus
	1) We think that the request and response together is the information that is meaningful to the manager. We think the complete set of information meets the requirements.  
2) The request to activate a BulkCM file will be recorded. The  results of the BulkCM file “operations” are recorded in the Bulk CM log
We have the choice of archiving the Bulk CM log or the active Bulk CM file.
	
	
	To set the value for this one would have to wait until the execution was finished. This is not appropriate. Instead two events should be recorded separately: The request itself and the result of it (with a reference to the request). 

Another general question: What if a operation is a request to execute a file with a series of requests? Should then the individual requests be recorded?

I assume: Yes.

	
	activityInformation
	This is the body of the log record.
	
	
	o.k. = content of operation/notification

	
	iRPManagerId
	Identifies IRPManager making a request and IRPManager to whom the response is going
.
	
	
	Only applicable for an operation request. For a notification both source and destination should be recorded.

	
	timeStampLoggingTime
	
	
	
	o.k. = eventTime

	
	activityLogRecordId
	
	
	
	o.k., unique value

	
	logRecordSourceSystemDN
	See logRecordSource above
	
	
	Is this information not already present in other attributes?

	
	securityIRPVersion
	See Log format version
	
	
	Is this needed at logRecord level – or at all?

	
	securitySessionId
	Agree with S
	
	
	This might not be present for every operation and not at all for notifications.

	
	targetIPRVersion
	See Log format version

This may be able to be combined with securityIRPVersion, but because of discussions over backward compatibility I prefer to have both here for now!!
	
	
	Is this needed at logRecord level – or at all?

	Events to be logged
	All IRP operations performed or attempted over Itf-N N and corresponding responses:

A single operation and corresponding response

	We think that not all events need to be logged.  The discriminator can be used to define which events are to be logged (E.g. configuration operations) and which are not to be logged (e.g. alarm acknowledgement operations which may be recorded elsewhere, configuration read operations)
	
	
	See comment to activityStatus

	
	Privileged user login success and failures
	Out of scope of Itf-N, because at the moment we are not standardising security administration. Whether or not events associated with administration go into the security activity log will have to be vendor specific.
Answer to E: 1) In terms of security IRP surely successful logon is successful authentication of IRPManager？ I think this should be logged and we should remember that successful authentication does not guarantee no malicious intent！

In terms of Itf-N we agreed that in this release the principal is IRPManager。In this release we should not be including  for example a UNIX login which is out of current scope.
	What is the difference of this "failures" and that of the last line "invalid user authentication attempts"?  

Another question in general: do we need to log success?  I thought logging failure should be sufficient
	This line refers only to highly Privileged users, whereas the last line refers to all users.

We probably don't need to log success for normal users but highly privileged users (such as superuser) are exceptional from a security point of view
	How can a privileged user login fail? Is it not automatically an invalid user in case of failure?

If this were to be supported, also the success case should be logged. The privileged user can do big harm. So you should be able to see in the log who “was there”. 
If there is something like a login. But is there really any in Itf-N? What is the meaning of “login” here?

	
	Failure to log events due to storage exhaustion or network failure
	See above
If activity log is full ought IRPAgent to refuse all requests that should be logged? 
Scenario: I make lots of requests that fail, until the activity log is full,（and halted）and then I perform my malicious operations which are not recorded in the activity log because it is full.
	How can I log something if i am full?

In other cases the   Agent generate alarms.  And they will be logged in Notification Log.  Logging them again in security/audit log is redundant.]
	Yes, this maybe redundant, but the logging system can not assume some other system is sending a log for this important security event.  If possible, the logging system would write and/or send the log after the error clears
	For redundancy of NL see above (which is some sense similar to N’s comment for this issue)

	
	Device shutdowns and restarts
	Agree with E
	Do not log these events in security/audit logs.  If these events trigger notifyNewAlarm, then the notifications will be logged in NL.  Logging them again in security/audit log seems redundant.
	Same comment as before
	For redundancy of NL see above

	
	Creation, modification, or deletion of device resources
	If this is done as BasicCM operations then the operation request and response will be captured.

If it is done using Bulk CM see my comment on whether this should be captured.
	same comments before.  NotifyObjectCreation and notifyObjectDeletion and notifyAVC are all logged in NL.  Not sure if we need to log them again in security/audit log.
	Same comment as before
	For redundancy of NL see above

	
	Security audit log configuration changes
	 Security administration is out of scope for Release-6. Configuration of security log is not standardized and is performed at the IRPAgent system.
	o.k.
	
	Support H’s concerns (out of Itf-N scope)

	
	Creation, modification, or deletion of privileged user security profiles
	 – out of scope
Does this refer to IRPManager or OS users?

Both are out of scope for Release 6.
	o.k.
	
	Support H’s concerns
(out of Itf-N scope)

	
	Changes made to access rights associated with resources
	 out of scope in Release 6
	o.k.
	
	Support H’s concerns
(out of Itf-N scope)

	
	Invalid user authentication attempts
	See Privileged user login success and failures above
Authentication and authorisation of IRPManager across Itf-N are in scope. But other users accessing the IRPAgent system directly are out of scope
	o.k.
	
	Failed authentification (and authorization – still missing in the list) are not out of scope of Itf-N, because they will lead to security notifications, which should be logged.


Huawei Note: According to the requirements it is not necessary to secure notifications. And if we want to consider this now we have to discuss  whether we should guarantee the integrity or confidentiality or both of the notifications.
