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1 Introduction and Executive Summary

1.1 Session data
The ad hoc audio session was held on June 10th at 14:00 CET
The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	Affected TS(s)
	Rel
	Title
	Source
	Input Status
	Reviewed
	Output Status

	Draft  IS
	S5-046475r1
	32.372
	R6
	Huawei WT01 Authentication of IRPManager
	Huawei
	New
	Yes
	To be resubmitted

	Draft  IS
	S5-046476r1
	32.372
	R6
	Huawei WT01 Authorisation of IRPManager
	Huawei
	New
	Yes
	To be resubmitted

	Discussion paper
	S5-046470
	
	R6
	Bottom up approach to SecM IRP
	Ericsson
	Resubmitted
	Yes
	To be resubmitted


1.2 Executive summary

1.2.1 Achievements of this meeting
The 3 contributions were reviewed in the meeting.
S5-046475r1 and S5-046476r1 discussed in detail. To be updated and submitted to #38bis meeting.
S5-046470 was reviewed and the principal of developing the IS and using industry specifications to define the SS was agreed.
2 Approval of the last meeting report

N/A
3 Action items 

The following action items were agreed by the participants. 
	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	Adhoc#1.1
	Produce a proposal for modification to TS32.101 to include security related protocol information. 
	REl-6
	Nortel
	Open
	WT01
	Meeting #38bis

	Adhoc#1.2
	Send e-mail comments on S5-046475r1 to Huawei early next week
	Rel-6
	Motorola
	Open
	WT01
	Early WC 14th June

	Adhoc#1.3
	Provide contribution on elements of solutions and how the IS can map to the SS
	Rel-6
	Ericsson
	Open
	WT01
	Meeting #38bis


4 Review of input documents
4.1 Tdoc S5- 046470 E Bottom Up approach for SecM IRP
Presented by Edwin Tse (Ericsson)
Questions: 

· None.

Comments:

· Nortel – so far we have specified the transport layer using industry standard specifications.  Now we need to look at the layer above, at CORBA layer and OMG defined services.
Conclusion:

· The security SS should mention baskets of options to provide the required security functionality
· Work on the 370 series will continue in parallel with work on the transport and higher layer security.

· Ericsson will provide a contribution on elements of solutions and how the IS can map into the SS.
4.2 Tdoc S5-046475r1 Huawei WT01 Authentication of IRPManager
Presented by Veronica Ayers (Huawei) 

Questions: 

· Is the concept of IRPManager as layers 1-7 for security compatible with TS 32.101 definition?
Comments:

· What constitutes an IRPManager was discussed. Ericsson, Nortel and Huawei took the view that the whole protocol stack (layers 1 to 7) should be considered as the IRPManager.

· Motorola queried how security is enforced if an IRPManager does not request a security session. (Rapporteur: The IRPAgent must enforce the security policy of the Agent system)
· There is an underlying assumption of a security policy and that the mechanisms are policy driven.
· Motorola disagreed with IRPManager always initiating the security session. 
Motorola will send comments to Huawei.

· Ericsson – the IRPManager does not decide if a connection should be secure, this is an underlying matter of security policy.
· Huawei will clarify what request means in 5.1.2 
Conclusion:

· Motorola will send e-mail comments to Huawei early next week.
· The IS concepts will be mapped to SS security repertoire/s
· Remove optional operation to list security sessions.

· Update and resubmit to #38bis meeting

4.3 Tdoc S5- 046476r1 Huawei WT01 Authorisation of IRPManager
Presented by Veronica Ayers (Huawei)
Questions: 

· None.

Comments:

· RG disagreed on whether each operation should be individually authorised. Agreed that for Release-6 the granularity of authorisation will be the xxxIRP. Thus if xxxIRPManager is authorised to access xxxIRP he will be authorised to access all mechanisms of xxxIRP.
· 7.4.1 will be reduced because this is an agent internal operation. For example the IRPManager Id may be credentials.

· Need to define the information that must pass to the authorisation function so that the IRPAgent can say yes or no to a request. This must be defined in the IS.

· Need a section to define which parameters/elements are passed across Itf-N to allow the IRPAgent to exercise his internal authorisation.

· Security Alarms. It is a dangerous assumption that all security violations are successfully notified across Itf-N. The fact that no violation has been notified cannot be taken as meaning that everything is alright. The security client should look at the security log to confirm that there are no security related problems.

Conclusion:

· Update and resubmit to #38bis meeting
5 Joint session(s) held with other RGs (if necessary)

None.
6 Any other business

6.1 Review of e-mail discussions to date
1) Activity log discussions

Interaction between Security IRP and Bulk CM for capturing Bulk CM operations. Activity log could capture notifications produced by Bulk CM.

Huawei want to re-use the Notification Log as far as possible, but there are still issues that are not agreed wrt the Notification Log.

The scope of the Activity log does not include OS related actions although these should be archived as well.

The scope of the Activity log does not include notifications.

2) Location of Transport Layer Description
Nortel will produce a contribution for #38bis meeting which is a proposal for modification to TS32.101 to include security related protocol information. This will be presented for agreement to WT01 RG before being sent to SWG-A.
Lucent wish to consult with their SA3 delegate to see that there is no conflict with SA3 in this approach.

There was some discussion as to whether this information was ready to go into 32.101 yet, because there are still some issues that need clarifying.

It was agreed that a contribution would form a “stake in the ground” and would lead to formalization of the proposals.

3) Architectural Issues
It was noted that Huawei had initiated this email discussion. Attendees had not yet had time to make comments.

The e-mail discussions will be continued.

6.2 Release-6 timescales

For the meeting in Sophia we should look at the timeframes and prioritize security issues for Release-6.
7 Participants

For information about the attendees’ telephone numbers and/or email addresses, please refer to the SA5 document for registered participants (normally in S5-0x0x04).
	Attendee name
	Company

	Dave Rymer
	Motorola

	Dave Sidor
	Nortel

	Edwin Tse
	Ericsson

	John Islip
	Lucent

	Mike Lee
	Nortel

	Trevor Pirt
	Motorola

	Veronica Ayers (rapporteur)
	Huawei

	YangLi 
	Huawei
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