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1
Decision/action requested

Agreement sought in resolving ITU-T X.736 and 3GPP Security alarm behaviours.

It is important that clear instructions are provided with respect to pruning alarm lists, which contain security alarms.

i.e. whether the manager or agent is responsible for removing the alarms, and under what circumstances the alarms are removed.
2
References

[1] ITU - T X.736 

3
Rationale

The telecommunications world is seeing some areas of convergence between wire line and mobile products.

Lucent wishes to ensure that international recommendations from the ITU-T are aligned with, in order to minimize problems of multi vendor interoperability for back office systems which are used in may ways to organize work staff and organize maintenance activity in the network.

To provide a consistent management OA&M view, it is vital that all systems are developed from a common set of definition and behaviours.

4
Consequences and implications

Variance in interpretations of international Recommendations will compound the integration and testing costs when it is necessary to integrate and support multi vendor solutions, which also involve converged technologies.

Any variation in behaviours will add to the complexity and problems when inter-working between different systems, and make the objectives of cost reduction and ease of integrating systems more difficult to achieve. 
These aims are present within other standards organizations such as the TMF and outlined in models such as the enhanced Telecommunications Operations Map (eTOM TMF GB 921)

5
Issues of discussion

Consider the consequences of the current SA5 position that security alarms are handled in the same way as any other alarm.

Network elements may or may not choose to support the ITU-T X.736 specification. The Element management system may or may not choose to support X.736 behaviour as the 3GPP specifications will not be sufficiently clear.

Consider the Network Element Behaviour

The NE will: -

· Raise a security type alarm to the Element Manager after the security issue has been detected

· The alarm being a one off incident will not be sent again, neither should any related data (temporarily stored in the NE) be retained for future reference.
i.e. Element manager to NE re- synchronization cannot be expected to transfer the security alarm.
· The NE complying with X.736 will never send a related clear for a previously raised security alarm.

The Element Manager Behaviours

· The alarm will be forwarded to subscribed managers via the Itf-N.

· There is now a possibility of 2 Element manager behaviours

· EML Itf-N Behaviour - auto clearance

· The Element manager issues the raised security alarm

· Immediately after the security alarm raise has been sent the element manager a clear is sent to the Itf-N

· Operational Impacts

· Messes up operational statistics – average time to clear alarms

· The alarm cannot be studied on the element manager screens it will be removed from logs very soon after it arrives.

· It would not be possible to acknowledge or add comments to it.

· Alarm Re Synchronization for security alarms between the EML and NML is not possible.

· Security alarm management is not really possible

· EML removes Security alarms on acknowledgment.

· Element Manager sends the raise of the security alarm to the network manager over the Itf-N

· The element manager stores the alarm in it's alarm list

· The network manager receives the raised security alarm and may:-

· add comments (EM NM behaviour as currently defined)

· The network manager can acknowledge the alarm

· The EML in response to the acknowledge removes the alarm from its storages system (lists etc) It does not send a clear alarm notification 

· The network manager cannot clear the security alarm

Lucent Proposes

The following proposal permits Element manager to network manager security alarm synchronization to be performed.

The Element manager behaviour towards the Itf-N provides a consistent behaviour regardless of the Network element interpretation.

A consistent method of clearing an managing the alarm lists is provided without contravening X.736.

1. The behaviour of security alarms on the EML is mandated such that the IRP agent may send a security alarm raise, but may never send a security alarm clear.

2. The element management system does not remove security alarms from its storage system in response to a clear being sent from an NE. This covers behaviour for any NE not conforming to X.736.


3. The Element management system shall not forward or report any automatic clearance of security alarms to the network manager. i.e. the Itf-N behaviour will be consistent regardless and mask variant Network element behaviour.

4. The network manager may add comments for a security alarm. Standard behaviour applies as currently specified.

5. The network manager may acknowledge the security alarm.
     The element manager removes security alarms from the element management system stores, and alarm lists.
      No clear of the security alarm is sent.

