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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The present document is part 1 of a multi-part TS covering the 3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Telecommunication Management; Security Management (SM) Integration Reference Point (IRP), as identified below:

TS 32.xx1:
"Requirements";

TS 32.xx2:
"Information service";

TS 32.xx3:
"Common Object Request Broker Architecture (CORBA) solution set";

TS 32.xx4:
"Common Management Information Protocol (CMIP) solution set".
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
In 3GPP SA5 context, IRPs are introduced to address process interfaces at the Itf-N interface. The Itf-N interface is built up by a number of Integration Reference Points (IRPs) and a related Name Convention, which realise the functional capabilities over this interface. The basic structure of the IRPs is defined in 3GPP TS 32.101 [1] and 3GPP TS 32.102 [2]. An IRP consists of IRPManager and IRPAgent. Usually there are three types of transaction between IRPManager and IRPAgent, which are operation invocation, notification, and file transfer.

However, there are different types of intentional threats against the transaction between IRPManagers and IRPAgents. All the threats are potential risks of damage or degradation of telecommunication services, which operators should take measures to reduce or eliminate to secure the telecommunication service, network, and data.

By introducing Security Management, this document describes security mechanisms to relieve the threats between IRPManagers and IRPAgents. 

As described in 3GPP TS 32.101 "3G Telecom Management principles and high level requirements" [1], the architecture of Security Management is divided into two layers:

Layer A - Application Layer
Layer B - O&M IP Network
The threats and Security Management requirements of different layers are different, which should be taken into account respectively.

3GPP defines three types of IRP specifications, (see 3GPP TS 32.102 [2]).  One type relates to the definitions of the interface deployed across the Itf-N.  These definitions need to be agreed between the IRPManagers and IRPAgents so that meaningful communication can occur between them.  An example of this type is the Alarm IRP.  

The other two types (NRM IRP and Data Definition IRP) relate to the network resource model (schema) of the managed network.  This network schema needs to be agreed between the IRPManagers and IRPAgents so that the IRPAgent can provide network management services to the IRPManager.  An example of this type is the UTRAN NRM IRP.

This Information Service specification is applicable to the Interface IRP specifications.  That is to say, it is concerned only with the security aspects of operations/notifications/files deployed across the Itf-N.

1
Scope

The purpose of this document is to specify the necessary security features, services and functions to protect the network management data, including Requests, Responses, Notifications and Files, exchanged across the Itf‑N.

The present document specifies the Information Service for the Security Management Integration Reference Point (SM IRP) as it applies to Itf-N.
This IRP IS defines the semantics of operations (and their parameters) visible across the Itf-N in a protocol and technology neutral way. It does not define the syntax or encoding of the operations and their parameters.
2
References

The following documents contain provisions that, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]
ITU‑T Recommendation M.3016 (1998): "TMN security overview".

[4]
3GPP TS 33.102 “3G Security; Security Architecture”

[5]
ITU-T Recommendation X.800: “Security Architecture for OSI for CCITT Applications

[6]
3GPP TS 32.622: "Telecommunication management; Configuration Management (CM); Generic Network Resources Integration Reference Point (IRP): Network Resource Model (NRM)".

[7]
3GPP TS 32.312: "Telecommunication management; Generic Integration Reference Point (IRP): Information service".

 [8]
3GPP TS 32.411: "Telecommunication management; Performance Management (PM) Integration Reference Point (IRP): Requirements".

[9]
3GPP TS 32.602: "Telecommunication management; Configuration Management (CM); Basic configuration management Integration Reference Point (IRP): Information service".

[10]
3GPP TS 32.342: "Telecommunication management; File transfer Integration Reference Point (IRP): Information service".

[11]
3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name convention for Managed Objects".

[12]
3GPP TS 32.302: "Telecommunication management; Configuration Management (CM); Notification Integration Reference Point (IRP): Information service version 1".

[13]
3GPP TS 32.662: "Telecommunication management; Configuration Management (CM); Kernel CM information service".

[14]
ITU‑T Recommendation X.736  (1992): "Security Reporting Function".

[15]
3GPP TS 32.111-2 "Telecommunication management; Fault Management (FM); Alarm Information Reference Point  information service".

[16]
3GPP TS 32.332: "Telecommunication management; Notification Log IRP (NL); Information service".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

IRP: See 3GPP TS 32.101 [1].
IRPAgent: See 3GPP TS 32.102 [2].

IRPManager: See 3GPP TS 32.102 [2].

Operations System (OS): indicates a generic management system, independent of its location level within the management hierarchy.

Security Session:  This is a secure connection between IRPManager and IRPAgent; IRPAgent authenticates IRPManager once for a series of operations in one Security Session; without a Security Session, IRPAgent has to authenticate IRPManager each time a request is sent from IRPManager to IRPAgent.

This Specification makes use of the following terms and definitions from [5] 
Access control: The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner, see [5]
Authentication: See data origin authentication and peer element authentication, see [5]
Authorization: The granting of rights, which includes the granting of access based on access rights, see [5].
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CM
Configuration Management

DN
Distinguished Name

EM
Element Manager

IOC
Information Object Class
IRP
Integration Reference Point

IS
Information Service (see [1])

Itf-N
Interface N

ITU-T
International Telecommunication Union, Telecommunication Standardisation Sector 

NE
Network Element

NM
Network Manager

NRM
Network Resource Model
OS
Operations System

PM
Performance Management

TMN
Telecom Management Network
UML
Unified Modelling Language (OMG)

UMTS
Universal Mobile Telecommunications System
4

System overview
4.1

System context

Figures 4.1 and 4.2 identify system contexts of the IRP defined by the present specification in terms of its implementation called IRPAgent and the user of the IRPAgent, called IRPManager. For a definition of IRPManager and IRPAgent, see 3GPP TS 32.102 [2].

The IRPAgent implements and supports this IRP. The IRPAgent can reside in an Element Manager (EM) (see figure 4.1) or a Network Element (NE) (see figure 4.2). In the former case, the interfaces (represented by a dotted line) between the EM and the NE are not the subject of this IRP.

An IRPAgent supports one of the two System Contexts defined here. By observing the interaction across this Itf-N, an IRPManager cannot deduce if EM and NE are integrated in a single system or if they run in separate systems.
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Figure 4.1: System Context A
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Figure 4.2: System Context B

4.2
IRP architecture

Fig 4.3 below shows a view of the architecture of the IRPAgent and Manager in the context of the Security IRP.

In the context of Security, communication between Security IRPManager and Security IRPAgent takes place directly. All communication between other IRPManagers and IRPAgents passes through the security IRP. The Security IRP may permit or disallow communication. If communication is permitted the information flow between IRPManager and IRPAgent is not modified by the Security IRP.


[image: image4]
Figure 4.3: IRP Architecture

4.2.1 Security IRP’s use of Transport Layer(OAM&P IP Network)
The Security IRP is an application layer entity. It is assumed throughout this IS that the Security IRP resides above a transport layer. For Release-6 the transport layer across Itf-N is assumed to be secure and provides the following services to the Security IRP:

· Confidentiality of authentication information

· Confidentiality of session identification information
4.3

Compliance rules

For general definitions of compliance rules related to qualifiers (Mandatory/Optional/Conditional) for operations, notifications and parameters (of operations and notifications) please refer to 3GPP TS 32.102 [2].

5

Security Mechanisms
5.1 Security Sessions

5.1.1 Security Session Overview

The SecurityIRP provides two types of security session, a mandatory statefull security session and an optional stateless security session.

A statefull security session provides 

· More efficient use of re-useable security session contexts

· Efficiency and faster response because full authentication, definition of security association and contexts is not required for each request

· More efficient use of transport connections

See Annex A for sequence charts of stateless and statefull security sessions
5.1.2
Statefull Security Session

This IRP introduces the concept of a Statefull Security Session. An IRPManager requests an IRPAgent to initiate a Security Session with the IRPManager. The Security Session is set up and used by the IRPManager for a series of operations between IRPManager and IRPAgent. The IRPManager is identified with authentication information at the start of the session to enable IRPAgent to confirm this claimed identity i.e. authenticate the IRPManager. 

A Security Session allows an IRPManager to make requests of IRPAgents for the duration of the session. Each operation requested within a Security Session will be checked by Security IRPAgent to confirm that it is within the scope of the privileges defined for that IRPManager on the target system. Only operations permitted by the privileges defined for the IRPManager will be processed by the target IRPAgent. 

IRPManager is able to request that a Security Session be terminated. A Security Session may have a timer defined that limits the total length of the Security Session. If the timer expires, the Security Session is terminated by the IRPAgent and a security notification is issued.

A session idle timer may be defined. This timer is reset within a session each time a request is made to the IRPAgent. If the timer expires, the Security Session is terminated and a security notification will be issued.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        


5.1.3 Stateless Security Session

IRPManager may choose to make requests outside an ongoing security session. If this mode of operation is chosen each request made by IRPManager will carry authentication information and will be authenticated by IRPAgent.

A stateless security session will be created when a request from IRPManager is authenticated and deleted when a response from the target IRP is returned to IRPManager.

5.1.4 Number of Sessions

An IRPManager may have more than one Security Session in operation simultaneously. A maximum number of sessions (both stateless and statefull) may be defined, and if this limit is reached, the IRPManager will not be permitted to initiate another Security Session and a security notification will be issued. 5.1.5 Security Session Management

To facilitate the management of security sessions IRPManager may request IRPAgent for a list of IRPManager’s current security sessions. If there is any discrepancy between the views of IRPAgent and IRPManager, IRPManager may synchronise the views by terminating any sessions that it is no longer requires.

5.2
IRPManager Authentication

When a Security Session is initiated, IRPAgent will authenticate IRPManager.
Editor’s Note: Authentication mechanism and encryption method are to be decided.
Authentication information will include the identity of IRPManager, which will be used for authentication, access control, logging, alarms etc, and information that will prove the claimed identity of IRPManager
5.3
Security Privileges

Each IRPManager has security privileges defined at the IRPAgent. These privileges define the scope of the IRPManager’s access to the Agent System i.e. what the IRPManager is allowed to do. 
5.2.1 Failure of authentication

If authentication of an IRPManager fails the SecurityIRPAgent will issue a security notification.

If successive authentications of an IRPManager fail more than a predefined number of times, the Security IRPAgent will issue a security alarm and may refuse to initiate sessions or permit stateless operations for the IRPManager for a defined disable time period.
5.3.1
Authorisation

Each time an IRPManager requests an operation across Itf-N the IRPManager will be checked for authorisation to perform the operation.

Several levels of authorisation will be available. These will include

1. Authorisation to use a particular IRP

2. Authorisation to perform a particular function within an IRP

Editor’s note: It is for further study as to whether a standard set of roles should be defined.

3. Authorisation to perform a particular operation on a particular IOC or IOC instance

4. Authorisation to perform within a specific context such as time schedule, workstation, and such things.

5. Authorisation to access or use a specific non-persistent logical IOC, e.g. Bulk CM session, notification registration.

For Release 6 this IS only addresses 1 and 2. Finer granularity may be considered for Release 7.
Once an IRPManager has been authenticated and a security session initiated operations may be authorised. Authorisation only means that the IRPManager is permitted to request the operation and the request is passed on to the appropriate IRPAgent. It does not indicate whether the requested operation will fail or succeed. 
5.4
Activity Log

All IRP actions shall be logged, and the identity of the IRPManager, timestamp when actions happen and identity of the Security Session shall be included in the logged information.

The Activity log is not modifiable and it will not be accessible across Itf-N. IRP Managers with sufficient security privileges will be able to read the status of the log.


The actions that shall be logged include 

· All IRP operations performed or attempted over Itf-N

· All responses made by IRPAgent.to IRPManagers’ requests.

· All notifications sent from IRPAgent to IRPManager. 
The Security IRPAgent shall provide a mechanism for exporting the Activity Log to a file. These files shall only be accessible to privileged users on the IRPAgent system (e.g. security administrator).

5.4.1 The activity Log Record

The activity log contains records. Each record is associated with

· A single operation

· A single response

· A single notification

Each activity log record contains sufficient information for it to be analysed. It is assumed that the activity logs will be archived and may be analysed after a long period has elapsed. Therefore, each log record contains version information that enables this process to be carried out.

6
Information Object Classes 

6.1 Information entities imported and local labels

	Label reference
	Local label

	32.622 [7], information object class, Top
	Top

	32.622 [7], information object class, IRPAgent
	IRPAgent

	32.622 [7], information attribute, systemDN
	systemDN

	32.622 [7], information object class, GenericIRP
	GenericIRP

	32.622 [7], information attribute, iRPId
	iRPId

	32.622 [7], information attribute, iRPVersion
	iRPVersion

	32.312 [8], information object class, ManagedGenericIRP
	ManagedGenericIRP

	32.622 [7], information attribute, iRPVersion
	securityIRPVersion

	32.622 [7], information attribute, iRPVersion
	targetIRPVersion


6.2
Class diagram

This clause introduces the set of Information Object Classes (IOCs) that encapsulate information within the IRPAgent. The intent is to identify the information required for the SecurityIRP Agent implementation including its operations and notification emission. This clause provides the overview of all support object classes in UML. Subsequent clauses provide more detailed specifications of various aspects of these support object classes.
6.2.1 Attributes and Relationships

6.2.1.1 Authentication Class Diagram
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6.2.1.2 Authorisation Class Diagram
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6.2.1.3 Activity Log Class Diagram
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6.2.2 Inheritance
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6.3
Information Object Class Definitions

6.3.1
securityIRP

6.3.1.1
Definition

securityIRP is the representation of the management security capabilities specified by the present document. This IOC inherits from ManagedGenericIRP IOC specified in 3GPP TS 32.312 [7]. It may contain information that applies to IRPManager Authentication.
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	timeLimit
	+
	O
	M
	-

	maxFailedAuthenticationLimit
	+
	O
	M
	-

	maxFailedAuthorisationLimit
	+
	O
	M
	-

	disabledPeriod
	+
	O
	M
	-

	maxNumberOfSecuritySession
	+
	O
	M
	-

	maxIdleSessionTime
	+
	O
	M
	-


6.3.2 securitySession

6.3.2.1 Definition

SecuritySession is the representation of the trusted connection between IRPManager and IRPAgent, through which IRPManager makes requests to IRPAgent. The IRPManager is identified together with authentication information at the start of the session to enable Security IRPAgent to confirm this claimed identity i.e. authenticate the IRPManager It contains information related to the authentication mechanism and method.

6.3.2.2 Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	securitySessionId
	+
	M
	M
	M

	iRPManagerId
	+
	M
	M
	M

	authenticationData
	+
	M
	-
	M

	authenticationMethod
	-
	M
	-
	M

	authenticationMechanism
	-
	M
	-
	M

	idleSessionTimer
	+
	O
	M
	-

	securitySessionTimer
	+
	O
	M
	-

	securitySessionType
	+
	O
	M
	M

	agentAuthenticationData
	-
	O
	M
	-


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6.3.3 AccessControlList

6.3.3.1 Definition

AccessControlList is the representation of the list of AccessControlItem.

6.3.4 AccessControlItem
6.3.4.1 Definition

AccessControlItem is the representation of the information that IRPAgent uses to decide whether the requested access from IRPManager to permitted.

6.3.4.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	iRPManagerId
	+
	M
	M
	-

	permittedOperations
	+
	M
	M
	-


6.3.5 ActivityLog

6.3.5.1 Definition

ActivityLog is the representation of a set of Activity Log Records.

6.3.5.2 Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	logDiscriminator
	+
	M
	M
	-

	logFullAction
	+
	M
	M
	-

	logId
	+
	M
	M
	-

	logLifeTime
	+
	M
	M
	-

	maxSize
	+
	O
	M
	-

	currentSize
	+
	M
	M
	-

	creationTime
	+
	O
	M
	-

	operationalState
	+
	M
	M
	-

	logState
	+
	M
	M
	-

	capacityAlarmThreshold
	+
	M
	M
	-


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6.3.6 activityLogRecord
6.3.6.1 Definition

ActivityLogRecord is the representation of an Activity Log Record.

6.3.6.2 Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	LogRecordId
	+
	M
	M
	-

	iRPManagerId
	+
	M
	M
	-

	securitySessionId
	+
	M
	M
	-

	loggingTime
	+
	M
	M
	-

	logRecordSource
	+
	M
	M
	-

	securityIRPVersion
	+
	M
	M
	-

	targetIPRVersion
	+
	M
	M
	-

	Information
	+
	M
	M
	-

	activityStatus
	+
	M
	M
	-


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6.4
Information relationship definitions

6.4.1
relation-securityIRP-securitySession (M)

6.4.1.1
Definition

This represents the relationship between securityIRP and securitySession.

6.4.1.2
Role

	Name
	Definition

	theSecurityIRP 
	It represents the securityIRP 

	theSecuritySession
	It represents the securitySession


6.4.1.3
Constraint (O)
	Name
	Definition

	maxNumberOfSecuritySession
	It may be defined to limit the number of Security Sessions that the SecurityIRP supports.


6.4.2
relation-securityIRP-accessControlList (M)

6.4.2.1
Definition

This represents the relationship between securityIRP and accessControlList.

6.4.2.2
Role

	Name
	Definition

	theSecurityIRP
	It represents the securityIRP

	theAccessControlList 
	It represents the accessControlList.


6.4.2.3
Constraint
Void.

6.4.3
relation-accessControlList-accessControlItem (M)

6.4.3.1
Definition

This represents the relationship between accessControlList and accessControlItem.

6.4.3.2
Role

	Name
	Definition

	theAccessControlList
	It represents the accessControlList

	theAccessControlItem
	It represents the accessControlItem.


6.4.3.3
Constraint

Void.

6.4.4
relation-securityIRP-activityLog (M)

6.4.4.1
Definition

This represents the relationship between securityIRP and activityLog.

6.4.4.2
Role

	Name
	Definition

	theSecurityIRP
	It represents the securityIRP

	theActivityLog
	It represents the activityLog.


6.4.4.3
Constraint
Void.

6.4.5
relation-activityLog-activityLogRecord (M)

6.4.5.1
Definition

This represents the relationship between activityLog and activityLogRecord.

6.4.5.2
Role

	Name
	Definition

	theActivityLog
	It represents the activityLog

	theActivityLogRecord
	It represents the activityLogRecord.


6.4.5.3
Constraint

	Name
	Definition

	uniqueActivityLogRecordId
	The LogRecordId of each activityLogRecord within an activityLog is unique. 


6.5 Information attribute definition

6.5.1
Definition and legal values
	Attribute Name
	Definition
	Legal Values

	information
	Request that IRPManager makes to IRPAgent, response that IRPAgent makes to IRPManager 
	

	logId
	Identity of Activity Log assigned by the IRP Agent.
	The value of this attribute must be unique amongst all logs managed by a given IRP Agent. See 3GPP TS 32.332 [16]

	logRecordId
	This attribute contains the id of a log record within a given log, assigned by the IRP Agent
	It is unique among all the Log Records of the same Log. 
See TS 32.332 [16]

	activityStatus
	Result of request performed by IRPAgent upon receiving the request.
	success, failure

	logRecordCount
	Current number of Log Records currently logged in the Log.
	Any positive integer value or zero

See ITU-T Recommendation X.736 [14]

	iRPManagerId
	Identity of IRPManager
	The value of this attribute must be unique amongst all  IRPmanagers 

	logFullAction
	Action of Activity Log when it is full.
	It can be “halt” or “wrap”. Please refer to 3GPP 32.332 [16] specification for details.

	maxSize
	This attribute defines the maximum number of bytes that may be utilized by a given log, assigned by the IRP Agent.
	Either:

· Non-zero, positive whole number

· Zero indicates no limit on the number of records

See TS 32.332 [16]

	securitySessionId
	The unique identifier of Security Session.
	It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.


	logRecordSource
	The Distinguished Name (DN) of IRPAgent creating the Activity Log record. This identifies the IRPAgent system that created the log records.
	Defined in 3GPP TS 32.300 [11]

	securityIRPVersion
	This is the version of SecurityIRP that wrote the Activity Log Record
	Defined in 32.312 [7]

	targetIRPVersion
	This is the version of the Target IRP that was involved in the operation request, response or notification.
	Defined in 32.312 [7]

	loggingTime
	The time when the log record is created.
	YYYYMMDDhhmmss

See ITU-T Recommendation X.736 [14]

	currentSize
	This attribute provides the number of bytes currently utilized by a given log. When taken in conjunction with maxSize, the amount of space remaining in the log can be determined.
	Either:

· zero

· a positive whole number,

See TS 32.332 [16]

	capacityAlarmThreshold
	This attribute specifies capacity levels at which an alarm notification will be generated
	· Integer, range 0-100

· Zero indicates no alarm threshold set

See ITU-T Recommendation X.736 [14]

	creationTime
	The time when the log is created.
	YYYYMMDDhhmmss

See TS 32.332 [16]

	logLifeTime
	Defines the life time of  records in a specific log, set when log created
	If log is created by IRP Manager: one hour ≤ legal value ≤ 31 days; expressed in number of hours;

If log is created by IRP Agent: unlimited amount, expressed in number of hours or expressed as “indefinite”.

See TS 32.332 [16]

	logState
	Provides an indication of  the current state of a specific log
	Set valued that can have one or more of the following values:

· logging

· capacityExceeded

· stopped

See TS 32.332 [16]

	operationalState
	This attribute represents the operational capability of the log to perform its function. The following Operational states are defined:
	· enabled — the log is operational and is ready for use. 

· disabled — the log is not available for use. New records cannot be created.
See ITU-T Recommendation X.736 [14]

	logDiscrin\minator
	Identifies the information to be logged in the Activity Security Log.
	

	agentAuthenticationData
	If present IRPManager authenticates IRPAgent. Authentication data for IRPManager to   authenticate IRPAgent. 
	

	authenticationData
	The authentication information for IRPAgent to authenticate IRPManager, such as password or public key.
	

	authenticationMechanism
	The security mechanism with which to create the Credentials.
	Editor’s Note: Which authentication mechanisms can be used is to be decided.

	authenticationMethod
	The identifier of the authentication method used
	Editor’s Note: Which encryption methods can be used is to be decided.

	disabledPeriod
	A period of time during which IRPAgent refuses requests from IRPManager to initiate sessions, This is initiated after successive authentications of the IRPManager fail more than maxFailedAuthenticationLimit number of times.
	Time interval in minutes, default value 60

	idleSessionTimer
	Length of time that the IRPManager has had no activity within a session. This timer is started when a session is initiated successfully and restarted within an active session each time a request is made to the IRPAgent.
	

	iRPManagerId
	Identity of IRPManager
	The value of this attribute must be unique amongst all  IRPmanagers 

	maxFailedAuthenticationLimit
	Maximum number of successive authentication failures of an IRPManager before IRPAgent will refuse to initiate a Security Session for a defined disable period.
	Any integer value greater than 3.
Default 4

	maxFailedAuthorisationLimit
	Number of successive authorisation failures of an IRPManager before IRPAgent will issue an alarm.
	Any integer value greater than 3.
Default 4

	maxIdleSessionTime
	Maximum period of time during a Security Session since the last request made by IRPManager to IRPAgent, after which the Security Session will be terminated, and become permanently inactive. The security session will still be accessible for retrieving log records but no actions may be performed with this sessionId.
	Time interval in minutes, 0 indicates idleSessionTimer not used. Default value 60

	maxNumberOfSecuritySessions
	Maximum number of Security Sessions that SecurityIRP supports simultaneously.
	Any non-negative integer value

0 indicates that the number of sessions is unlimited.

Default 0

	securitySessionId
	The unique identifier of Security Session.
	It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.
It may only be 0 if the security session is stateless.


	securitySessionType
	This attribute if supported allows security sessions to be statefull or stateless. It Indicates the type of security session. If this parameter is not supported only statefull sessions are supported by IRPAgent.
	ENUM statefull, stateless

	securitySessionTimer
	This timer represents how long the Security Session it belongs to has existed. When it reaches the timeLimit (Refer to the definition of timeLimit in 6.5.1), the Security Session is terminated.
	

	timeLimit
	Maximum permitted length of a session
	Time interval in minutes, 0 indicates idleSessionTimer not used. Default value 0


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	
	
	


	
	
	

	
	
	

	
	
	



	
	
	

	
	
	

	
	
	


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


6.5.2
Constraints

	Name
	Definition

	agentAuthentication
	authenticateAgent present and value “supported” then agentAuthenticationData must be present.



7
Interface Definition 

 7.1 Class diagram
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7.2
Generic rules

-
Rule 1: each operation with at least one input parameter supports a pre-condition valid_input_parameter, which indicates that all input parameters shall be valid with regards to their information type. Additionally, each such operation supports an exception operation_failed_invalid_input_parameter, which is raised when pre-condition valid_input_parameter is false. The exception has the same entry and exit state.

-
Rule 2: each operation with at least one optional input parameter supports a set of pre-conditions supported_optional_input_parameter_xxx where "xxx" is the name of the optional input parameter and the pre-condition indicates that the operation supports the named optional input parameter. Additionally, each such operation supports an exception operation_failed_unsupported_optional_input_parameter_xxx, which is raised when (a) the pre-condition supported_optional_input_parameter_xxx is false and (b) the named optional input parameter is carrying information. The exception has the same entry and exit state.
-
Rule 3: each operation shall support a generic exception operation_failed_internal_problem, which is raised when an internal problem occurs and that the operation cannot be completed. The exception has the same entry and exit state.
NOTE:
These rules are mapped at the solution set level. Pre-conditions and exceptions, generated by these rules, need not appear explicitly in the present document.
7.3
Security Session Functions

7.3.1
InitiateSecuritySession (M)
7.3.1.1
Definition

IRPManager requests IRPAgent to initiate a Security Session. If initiateSecuritySession has a status of success and stateless security session is initiated the securitySessionData is passed as input to the authorize function and then if authentication succeeds to the target IRP.
7.3.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	securitySessionId
	M
	SecuritySession.securitySessionId
	Identifies the Security Session. It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.


	iRPManagerId
	M
	SecuritySession.iRPManagerId
	Identifies IRPManager.

	authenticationData
	M
	SecuritySession.authenticationData
	This contains mechanism-specific evidence to authenticate the IRPManager i.e. encrypted password.

	authenticationMethod
	M
	SecuritySession.authenticationMethod 

	Editor’s Note: Which authentication mechanisms can be used is to be decided.

	authenticationMechanism
	M
	SecuritySession.authenticationMechanism 

	Editor’s Note: Which encryption methods can be used is to be decided.

	authenticateAgent
	O
	SecuritySession.securitySessionId
	IRPManager requests authentication information from IRPAgent.

	securitySessionType
	O
	SecuritySession.securitySessionType
	IRPManager requesrts stateless/statefull session

	securitySessionData
	O
	string
	Data to be passed as input to authorize function


7.3.1.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	authSpecialData
	O
	SecuritySession.agentAuthenticationData 
	Requested agent authentication information

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


Note: If the IRPManager Id or the authentication information is invalid then the status is failure and no failure reason is specified.
7.3.1.4 Pre-condition
securitySessionNonExistent AND iRPManagerNotDisabled AND iRPSessionLimitNotReached AND authenticationMethodSupported AND authenticationMechanismSupported
	Assertion Name
	Definition

	securitySessionNonExistent
	“The  Security Session identified by the securitySessionId  used as input parameter does not exist”

	iRPManagerNotDisabled
	"The IRPManager identified by the iRPManagerId used as input parameter is not disabled which is caused by more than maxFailedAuthenticationLimit authentication failures. Refer to the definition of maxFailedAuthenticationLimit in 6.5.1”

	iRPSessionLimitNotReached
	“The number of sessions initiated by the IRPManager identified by the iRPManagerId has not reached maxNumberOfSecuritySessions”

	authenticationMethodSupported
	“The requested authentication Method is supported by IRPAgent”

	authenticationMechanismSupported
	“The requested authentication Mechanism is supported by IRPAgent”


7.3.1.5 Post-condition. 
(notifyAuthenticationSuccessEmitted AND securitySessionInitiated AND idleSessionTimerSet AND securitySessionTimerSet AND incrementSessionCount AND resetFailAuthenticationCount) OR (notifyAuthenticationFailEmitted AND incrementSessionFailAuthenticationCount AND IF (failAuthenticationLimit (iRPManagerDisable AND alarmAuthnticationFail AND disableTimerSet)))
	Assertion Name
	Definition

	notifyAuthenticationSuccessEmitted
	notifyAuthenticationSuccess is Emitted

	securitySessionInitiated
	“Security Session identified  by the securitySessionId  used as input parameter is initiated in the Active state”

	idleSessionTimerSet
	“Start idle Session Timer on the Security Session. This timer will be reset during the session each time a request is made.”

	securitySessionTimerSet
	“Start Security Session timer on the Security Session. When this timer reaches timeLimit (Refer to the definition of timeLimit in 6.5.1), the Security Session will be terminated.”

	incrementSessionCount
	“Increment the count of security sessions for IRPManager”

	resetFailAuthenticationCount
	“reset the count of authentication failures for this IRPManager”

	notifyAuthenticationFailEmitted
	“notifyAuthenticationFailEmitted is emitted”

	incrementSessionFailAuthenticationCount
	“the count of Authentication failures for IRPManager is incremented”

	failAuthenticationLimit
	“The number of Authentication failures has reached maxFailedAuthenticationLimit”

	iRPManagerDisable
	“The IRPManager identified by the iRPManagerId used as input parameter is disabled”

	alarmAuthenticationFail
	” notifyNewAlarm (M) for repeated Authentication Failure is emitted”

	disableTimerSet
	“Start disable timer on the IRPManager. This timer can only be reset by action outside the scope of Itf-N.”


7.3.1.5 Exceptions

	Exception Name
	Definition

	securitySessionExists
	The  Security Session identified by the securitySessionId  used as input parameter exists

	iRPManagerDisabled
	The IRPManager identified by the iRPManagerId used as input parameter is disabled which is caused by more than maxFailedAuthenticationLimit times authentication failures. Refer to the definition of maxFailedAuthenticationLimit in 6.5.1

	iRPSessionLimitReached
	The number of sessions initiated by the IRPManager identified by the iRPManagerId has reached maxNumberOfSecuritySessions

	unspecifiedInternalReason
	Unspecified internal reason


7.3.2 targetIRPOperation (M)

7.3.2.1
Definition

If a statefull security session has been initiated requests for TargetIRPs will be passed to securityIRP within the security session. This operation represents the checks that SecurityIRP makes on the request before the request is passed to authorisation and then if authorisation succeeds to the target IRP.

Note that the SecurityIRP itself may be the target IRP, e.g. ListSecuritySession.

7.3.2.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	 securitySessionId
	M
	SecuritySession.securitySessionId
	Identifier of Security Session, within which IRPManager requests the operation.

	securitySessionData
	M
	string
	Data to be passed on as input to authorize function and target IRP.


7.3.2.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(Success, Failure)
	Success means that theSecurityIRP shall forward the request data to the authorize function. 
Failure means that the securitySessioId is invalid and IRPAgent shall not perform the operation.

An operation may fail because of a specified or unspecified reason.


7.3.2.4  Pre-condition
securitySessionAlreadyExists 
	Assertion Name
	Definition

	securitySessionAlreadyExists
	“The Security Session identified by the session id used as input parameter already exists and is Active”


7.3.2.5  Post-condition
idleSessionTimerSet
	Assertion Name
	Definition

	idleSessionTimerSet
	“Start idleSessionTimer on the Security Session.”


7.3.2.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	Security Session(s) identified by the securitySessionId used as input parameter does not exist in the Active state

	unspecifiedInternalReason
	Unspecified internal reason


7.3.3
ListSecuritySessions (O)
7.3.3.1
Definition

IRPManager requests IRPAgent to list current Security Sessions.
This operation will be performed in a Security Session (either statefull or stateless). It will be authenticated and authorised before it is performed. Only the parameters that are passed to this operation and the error conditions that it can detect are considered. Errors may be detected by authentication or authorisation, in which case the operation will be terminated at that stage.
7.3.3.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	securitySessionId
	M
	SecuritySession.securitySessionId
	This parameter identifies the Security Session(s). If this parameter contains no information, all Security Sessions initiated by the IRPManager invoking this operation shall be listed.



	iPRManagerId
	M
	SecuritySession.iRPManagerId
	This parameter identifies the IRPManager making the request


7.3.3.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	securitySessions
	M
	String

List of <

SecuritySession.securitySessionId,

SecuritySession.iRPManagerId,

SecuritySession.idleSessionTimer,SecuritySession.securitySessionTimer,

SecuritySession.securitySessionType

>









	

	Status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.3.4
Pre-condition
None. 

Note that the authentication and authorisation pre-conditions are listed for the authentication and authorisation operations.

	
	

	
	

	
	

	
	

	
	


7.3.3.5 Post-condition.
securitySessionListed
	Assertion Name
	Definition

	securitySessionListed
	“All  existing Security Session(s) identified by the securitySessionId used as input parameter are listed”


7.3.3.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	No Security Session(s) identified by the securitySessionId used as input parameter exist

	
	

	
	

	unspecifiedInternalReason
	Unspecified internal reason



7.3.4
Authorize (M)
7.3.4.1
Definition

When IRPManager requests an operation to be performed by IRPAgent within the context of the Security Session identified by securitySessionId, this operation is examined by Security IRPAgent 

Note: All requests from IRPManager will either be

· Rejected by Security IRP Agent 

· Passed to appropriate IRPAgent for further validation and  processing

Thus an authorized Service Request has embedded within it a request for an IRPAgent protected by the Security IRP service.
Currently the granularity level of authorization does not support “parameter authorization” or authorisation schedules.
For a stateful security session securitySessionId identifies the IRPManager making the request For a stateless security session the IRPManager ID is supplied explicitly..
7.3.4.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	 securitySessionId
	M
	SecuritySession.securitySessionId
	Identifier of Security Session, within which IRPManager requests the operation.

	requestedOperation
	M
	String
	This is the operation requested by IRPManager in the Security Session identified by securitySessionId used as input parameter.

	iRPManagerId.
	C
	SecuritySession.iRPManagerId
	


7.3.3.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(Success, Failure)
	Success means that the operation requested by IRPManager is permitted; SecurityIRP shall forward the request to the appropriate target IRPAgent. The target IRPAgent may also authorize the IRPManager to perform the request before it really performs the request.

Failure means that the operation requested by IRPManager is not permitted, and IRPAgent shall not perform the operation.

An operation may fail because of a specified or unspecified reason.


7.3.3.4 Pre-condition
(securitySessionAlreadyExists  OR iRPManagerIdPermitted) AND requestedOperationValid
	Assertion Name
	Definition

	securitySessionAlreadyExists
	“The Security Session identified by the session id used as input parameter already exists and is Active”

	iRPManagerIdPermitted
	“The security Session if identified by the input parameter session id is null and iRPManagerID input parameter is present and a valid IRPManager id”

	requestedOperationSupported
	“The operation identified by requestedOperation is a valid operation supported by IRPAgent and IRPManager (owning session or identified explicitly) is permitted to perform this operation”


7.3.3.5 Post-condition
iRPManagerAuthorized AND resetFailAuthorisationCount) OR (notifyAuthorisationFailEmitted AND incrementSessionFailAuthorisationCount AND IF (failAuthorisationLimit THEN (alarmAuthorisationFailEmitted))
	Assertion Name
	Definition

	iRPManagerAuthorized
	The IRPManager requesting the operation is authorized by securityIRP.

	
	

	resetFailAuthorisationCount
	“reset the count of Authorisation failures for this IRPManager”

	notifyAuthorisationFailEmitted
	“notifyAuthorisationFail is emitted”

	incrementSessionFailAuthorisationCount
	“the count of authorisation failures for IRPManager is incremented”

	failAuthorisationLimit
	“The number of authorisation failures has reached maxFailedAuthorisationLimit”

	alarmAuthorisationFailEmitted
	” notifyNewAlarm (M) for repeated Authorisation Failure is emitted”


7.3.3.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	Security Session(s) identified by the securitySessionId used as input parameter does not exist in the Active state

	authorizationFailed
	The IRPManager invoking this operation is not permitted to request the operation or the requested operation is not supported by IRPAgent.

	unspecifiedInternalReason
	Unspecified internal reason


Note that no specific failure is returned for an unsupported operation to supply IRPManager with as little information concerning the capabilities of IRPAgent as possible.
7.3.5
TerminateSecuritySession (M)
7.3.5.1
Definition

IRPManager requests IRPAgent to end Security Session identified by securitySessionId used as input parameter. All temporary resources related to the Security Session to be terminated will be released. IRPManager shall only terminate the Security Session(s) that it initiates or those it has privilege to terminate. This operation shall only be performed in a Security Session.

This operation will be rejected if there is any request being performed in the Security Session identified by securitySessionId used as input parameter.

7.3.5.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	securitySessionId
	M
	SecuritySession.securitySessionId
	This parameter identifies the Security Session. If this parameter contains no information, the current Security Session in which this operation is requested will be terminated.


7.3.5.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.5.4
Pre-condition
securitySessionAlreadyExists AND iRPManagerOwnsSecuritySession AND securitySessionIsIdle) OR (iRPManagerHasAuthority AND iRPManagerNotDisabled) AND performedInSecuritySession
	Assertion Name
	Definition

	securitySessionAlreadyExists
	“The Security Session identified by the session id used as input parameter already exists and is Active ”

	IRPManagerOwnsSecuritySession
	“The Security Session(s) identified by securitySessionId used as input parameter was initiated by the IRPManager invoking this operation”

	securitySessionIsIdle
	“there is no request being performed in the Security Session identified by securitySessionId used as input parameter”

	performedInSecuritySession
	“This operation shall only be performed in a Security Session.”

	iRPManagerHasAuthority
	“The IRPManager requesting the operation has the authority to perform this operation”

	iRPManagerNotDisabled
	"The IRPManager identified by the iRPManagerId used as input parameter is not disabled which is caused by more than maxFailedAuthenticationLimit authentication failures. Refer to the definition of maxFailedAuthenticationLimit in 6.5.1”


 7.3.5.5 Post-condition
securitySessionDeleted AND decrementSessionCount AND notifySecuritySessionTerminatedEmitted
	Assertion Name
	Definition

	securitySessionDeleted
	“Security Session status is terminated.”

	decrementSessionCount
	“Decrement the count of security sessions for IRPManager owning Security Session”

	notifySecuritySessionTerminatedEmitted
	“notifySecuritySessionTerminated is emitted”


7.3.5.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	Security Session identified by the securitySessionId used as input parameter does not exist in the Active state

	IRPManagerNotOwnSecuritySession
	The IRPManager invoking this operation does not own the Security Session(s)  identified by the securitySession used as input parameter

	securitySessionNotIdle
	There is at least one request being performed in the Security Session identified by securitySessionId used as input parameter

	performedNotInSecuritySession
	“This operation is not performed in a Security Session.”

	unspecifiedInternalReason
	Unspecified internal reason


Note: If iRPManagerHasAuthority fails all the post conditions to authorisation failure will apply.
7.3.6
QueryActivityLog (M)
7.3.6.1
Definition

Using this operation, an IRP Manager can query the Security IRP for available logs and their attributes. See TS 32.332 [16].


7.3.6.2Input parameters
	Parameter Name
	Qualifier
	Information type
	Comment

	logId
	M
	ActivityLog.logId
	in case the logId is empty, than the Security IRP will return a list of all available logId's


	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



7.3.6.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	activityLogDetails
	M
	Attribute list of  Log IOCs
	

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.6.4
Pre-condition

There are no pre-conditions, other than those established by the generic rules


	
	

	
	

	
	

	
	

	
	

	
	

	
	


7.3.6.5  Post-condition

There are no post conditions

	
	

	
	


7.3.6.6
Exceptions

	Exception Name
	Definition

	
	

	
	

	
	

	
	

	
	

	
	

	unspecifiedInternalReason
	Unspecified internal reason


7.3.7
CheckIntegrityOfFile (M)
7.3.7.1
Definition

IRPManager invokes this operation to check the integrity of the files transferred to IRPAgent through Itf-N. If the integrity of the files transferred to IRPAgent through Itf-N is detected to be broken, notifyFailureIntegrityCheck Notification will be emitted. This operation shall only be performed in a Security Session.
Editor Note: Integrity check mechanism is to be decided, so input parameter is also to be decided. The protection mechanism may be stored in the file descriptor. For example, if the file is encrypted using private key of the IRPManager, the IRPAgent can use IRPManager’s public key to check the integrity of the file later.

7.3.7.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	filePathList
	M
	List of <String>
	This parameter identifies the files whose integrity is to be checked.

	IntegrityInfo
	M
	String
	The information that is necessary for integrity check, e.g. a string generated when IRPManager encrypts the target file with its private key.


7.3.7.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.7.4
Pre-condition

performedInSecuritySession 

	Assertion Name
	Definition

	performedInSecuritySession
	“This operation shall only be performed in a Security Session.”


7.3.7.5
Post-condition.

alarmIntegrityCheckFail
	Assertion Name
	Definition

	alarmAuthorisationFail
	” if integrity check fails notifyNewAlarm (M) for repeated Integrity Check Failure is emitted”


7.3.7.6
Exceptions
	Exception Name
	Definition

	performedNotInSecuritySe
ssion
	“This operation is not performed in a Security Session.”

	integrityFail
	The integrity check of the file failed.

	unspecifiedInternalReason
	Unspecified internal reason


7.4
SecurityIRPNotification_Authentication Interface (M)
7.4.1 notifyAuthenticationSuccess (M)

7.4.1.1
Definition
The subscribed IRPManager instances are notified that a Security Session has been initiated successfully. This notification is triggered by successfully performed InitiateSecuritySession operation.
7.4.1.2 Input Parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyAuthenticationSuccess".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	securitySessionId
	M
	SecuritySession.securitySessionId
	

	iRPManagerId
	M
	IRPManager.iRPManagerId
	


7.4.1.3
Triggering Event

7.4.1.3.1
From-state
initiateSecuritySessionPerformed 
	Assertion Name
	Definition

	initiateSecuritySessionPerformed 
	The InitiateSecuritySession operation is performed.




7.4.1.3.2
To-state
securitySessionExists
	Assertion Name
	Definition

	securitySessionExists
	A new Security Session has been successfully initiated


7.4.2 notifyAuthenticationFailure (M)

7.4.2.1
Definition
The subscribed IRPManager instances are notified that a Security Session initiation was unsuccessful. This notification is triggered by failure to perform InitiateSecuritySession operation.
7.4.2.2Input Parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyAuthenticationFailure".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	securitySessionId
	M
	SecuritySession.securitySessionId
	

	iRPManagerId
	M
	IRPManager.iRPManagerId
	

	reason
	O
	“securitySessionExists”,
 “IRPManagerDisabled”, 

“InvalidIRPManagerIdOrAuthenticationData”,

“MaxNumberOfSecuritySessionReached”,

“MaxFailedAuthenticationLimitReached”,

“unspecifiedInternalReason”,
“authenticationMechanismNotSupported”,

“authenticationMethodNotSupported”
	It carries one or several failure reason.


7.4.2.3
Triggering Event

7.4.2.3.1
From-state
initiateSecuritySessionPerformed 
	Assertion Name
	Definition

	initiateSecuritySessionPerformed 
	The InitiateSecuritySession operation is performed.




7.4.2.3.2
To-state
securitySessionNonExistent
	Assertion Name
	Definition

	securitySessionNonExistent
	
The Security Session does not exist.


7.4.3 notifySecuritySessionTerminated (M)

7.4.3.1
Definition
The subscribed IRPManager instances are notified that a Security Session is terminated. This notification is triggered by successfully performed TerminateSecuritySession operation, by the session idle time limit being reached or by the session time limit being reached.
7.4.3.2Input Parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifySecuritySessionTerminated".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	securitySessionId
	M
	SecuritySession.securitySessionId
	

	iRPManagerId
	M
	IRPManager.iRPManagerId
	IRP Manager who terminated the session. If no IRPManager is identified the session was terminated by IRPAgent for internal reasons.

	reason
	
	“TimeLimitReached”,
“maxIdleTimeReached”,

“iRPManagerOperation”,
“authorisedIRPManagerRequest”,
“unspecifiedInternalReason”
	


7.4.3.3
Triggering Event

7.4.3.3.1
From-state
securitySessionExists
	Assertion Name
	Definition

	securitySessionExists
	A Security Session exists and is in the active state


7.4.3.3.2
To-state
securitySessionNonExistent
	Assertion Name
	Definition

	securitySessionTerminated
	The Security Session is in the terminated state.


7.4.4 notifyAuthorizationFailure (M)

7.4.4.1
Definition
When IRPManager requests an operation to be performed by IRPAgent within the context of the Security Session identified by securitySessionId, Authorize operation is performed by Security IRPAgent. If the operation requested by IRPManager is not permitted due to lack of privilege(s), this notification will be emitted to subscribed IRPManager instances.

7.4.4.2Input Parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyAuthorizationFailure".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	securitySessionId
	M
	SecuritySession.securitySessionId
	

	iRPManagerId
	M
	IRPManager.iRPManagerId
	

	reason
	M
	“operationNotPermitted” , “operationNotValid”,

“operationNotSupported”,

“unspecifiedReason”
	It carries authorization failure reason


7.4.4.3
Triggering Event

7.4.4.3.1
From-state
	Assertion Name
	Definition

	iRPManagerAuthorizedForOperation
	IRPManager identified by iRPManagerId used as input parameter is authorized to perform the operation that it requests to perform.


7.4.4.3.2
To-state
operationNotPermitted
	Assertion Name
	Definition

	operationNotPermitted
	The operation requested by the IRPManager identified by IRPManager is not permitted for lack of privilege(s).
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7.4.5 notifyFailureIntegrityCheck (M)

7.4.5.1
Definition
When the integrity of the file that is transferred from IRPManager to IRPAgent is detected to be broken, this notification is issued to IRPManager instances that have subscribed.

7.4.5.2Input Parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyFailureIntegrityCheck".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	filePath
	M
	--
	The location of the file whose integrity is detected as having been broken.


7.4.5.3
Triggering Event

7.4.5.3.1
From-state
IntegrityOfFileBroken

	Assertion Name
	Definition

	IntegrityOfFileBroken
	Integrity of the file that is transferred from IRPManager to IRPAgent is detected to be broken


7.4.5.3.2
To-state
	Assertion Name
	Definition


7.5
SecurityIRP Alarm Interface (M)
7.5.1 notifyNewAlarm (M) for repeated authentication failure 

7.5.1.1
Definition
The subscribed IRPManager instances are notified that an IRPManager has repeatedly failed to establish a Security Session with reason InvalidIRPManagerIdOrAuthenticationDataORAuthenticationMethodNotSupported OR AuthenticationMechanismNotSupported.
This notification is triggered by failure to perform InitiateSecuritySession operation for a number of times equalling maxFailedAuthenticationLimit.
7.5.1.2 Input Parameters

See [15] for parameter definition.

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyNewAlarm". 
	See [15]

	probableCause
	M
	"authenticationFailure"
	See [15]

	perceivedSeverity
	M
	"critical"
	See [15]

	alarmType
	M
	"securityServiceOrMechanismViolation”
	See [15]

	serviceUser
	M
	SecuritySession.iRPManagerId
	This contains identity of the service-user (IRPManager requesting the service)  See [15]

	serviceProvider
	M
	IRPAgent.systemDN.
	This shall identify the service-provider receiving a service request, from serviceUser. Namely IRPAgent. See [15]

	securityAlarmDetector
	M
	IRPAgent.systemDN.
	This shall identify the detector of the security alarm, namely IRPAgent. See [15]

	alarmId
	M
	--
	This parameter carries the identity of the alarm -See [15]

	securitySessionId
	M
	SecuritySession.securitySessionId
	


Editor’s Note: The need for inclusion of additional parameters such as sessionId and maxFailedAuthenticationLimit is for further study. Inclusion of these parameters requires modification to 32.111-2.

7.5.1.3
Triggering Event

7.5.1.3.1
initiateSecuritySessionPerformed and maxFailedAuthenticationLimit reached
	Assertion Name
	Definition

	initiateSecuritySessionPerformed 
	The InitiateSecuritySession operation is performed and maxFailedAuthenticationLimit reached.




7.5.1.3.2
To-state
iRPManagerDisabled
	Assertion Name
	Definition

	iRPManagerDisabled
	The IRPManager’s authentication is disabled for disabledPeriod


7.5.2 notifyNewAlarm (M) for repeated Authorisation Failure

7.5.2.1
Definition
The subscribed IRPManager instances are notified that an IRPManager has repeatedly failed authorize requests with reason authorisationFailed. 

This notification is triggered by failure to perform authorise operation for a number of times equalling maxFailedAuthorisationLimit.
7.5.2.2 Input Parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyNewAlarm". 
	See [15]

	probableCause
	M
	"unauthorisedAccessAttempt "
	See [15]

	perceivedSeverity
	M
	"critical", “major”, “minor” or “warning”
	See [15]

	alarmType
	M
	"securityServiceOrMechanismViolation”
	See [15]

	serviceUser
	M
	SecuritySession..iRPManagerId
	This contains identity of the service-user (IRPManager requesting the service)  See [15]

	serviceProvider
	M
	IRPAgent.systemDN.
	This shall identify the service-provider receiving a service request from service user. This shall identify the IRP that is the target of authorise. See [15]

	securityAlarmDetector
	M
	IRPAgent.systemDN.
	This shall identify the detector of the security alarm, namely IRPAgent.See [15]

	alarmId
	M
	--
	This parameter carries the identity of the alarm -See [15]


Editor’s Note: The need for inclusion of additional parameters such as sessionId, maxFailedAuthorisationLimit and requestedOperation is for further study. Inclusion of these parameters requires modification to 32.111-2.
7.5.2.3
Triggering Event

7.6.2.3.1
authorise performed and maxFailedAuthorisationLimit reached
	Assertion Name
	Definition

	initiateSecuritySessionPerformed 
	The authorise operation is performed and maxFailedAuthorisationLimit reached.




7.6.2.3.2
To-state
void

7.5.3 notifyNewAlarm (M) for file consistency check failure 

7.5.3.1
Definition
The subscribed IRPManager instances are notified when checkIntegrityOfFile operation fails. 

7.5.3.2 Input Parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyNewAlarm". 
	See [15]

	probableCause
	M
	"informationModificationDetected "
	See [15]

	perceivedSeverity
	M
	"critical"
	See [15]

	alarmType
	M
	" integrityViolation”
	See [15]

	serviceUser
	M
	securityInterface.iRPManagerId
	This contains identity of the service-user (IRPManager requesting the service). See [15]

	serviceProvider
	M
	IRPAgent.systemDN.
	This shall identify the service-provider receiving a service request from service user. This shall identify the IRP that is the target of authorise. See [15]

	securityAlarmDetector
	M
	IRPAgent.systemDN.
	This shall identify the detector of the security alarm, namely IRPAgent.See [15]

	alarmId
	M
	--
	This parameter carries the identity of the alarm -See [15]


Editor’s Note: The need for inclusion of additional parameters such as sessionId and file identification information as additional fields or as additional information is for further study. Inclusion of additional parameters requires modification of 32.111-2.
7.5.3.3
Triggering Event

7.5.3.3.1
checkIntegrityOfFile performed and status integrityFail 
	Assertion Name
	Definition

	checkIntegrityOfFileFail 
	The checkIntegrityOfFile operation is performed and status is integrityFail.




7.5.3.3.2
To-state
void
7.5.4 notifyNewAlarm (M) for ActivityLogCapacity threshold exceeded
7. 5.4.1
Definition
IRPAgent notifies all subscribed IRPManager instances that the Activity Log has crossed a capacity threshold defined by capacityAlarmThreshold. If the logFullAction attribute of ActivityLog is ‘Halt’, this notification implies that some Activity Log Records in the ActivityLog have to be cleared; If the LogFullAction attribute of ActivityLog is ‘Wrap’, this notification implies that the earliest Activity Log Records in the ActivityLog may be replaced by later Activity Log Records.
7 5.4.2 Input Parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyNewAlarm".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	activityLogId
	M
	
	

	logCapacity
	M
	--
	Current Activity Log capacity (currentSize/maxSize) 

	probableCause
	M
	"reducedLoggingCapability"
	See [15]

	perceivedSeverity
	M
	"critical", “major”, “minor”, “warning”
	See [15]

	alarmType
	M
	"qualityOfService”
	See [15]

	trendIndication
	M
	"Less severe", "no change", ""more severe":
	See [15]

	thresholdInfo
	M
	ActivityLog.capacityAlarmThreshold
ActivityLog.currentSize
	. See [15]

	alarmId
	M
	--
	This parameter carries the identity of the alarm -See [15]

	additionalInformation
	M
	ActivityLog.logId
	


7. 5.4.3
Triggering Event

7. 5.4.3.1
From-state

activityLogFull OR activityLogCapacityThresholdCrossed
	Assertion Name
	Definition

	activityLogCapacityThreasholdCrossed
	The number of log records within the log has crossed one of the threshold boundaries (50 %, 75 %, 90 %, 95 %).

	activitylogFull
	The log is full, that is, the number of log records contained within the log has exceeded the maximum number of log records that was established at log startup (log capacity has reached 100 %).


7.5.4.3.2
To-state
activityLogRecordMayBeLost
	Assertion Name
	Definition

	capacityExceeded
	The number of log records within the log has exceeded the maximum number of allowed log records (100 % capacity has been crossed). The logging of new records will cause the oldest records within the log to be deleted and replaced (first in, first out). The deletion of records may occur in a block, such that the log transitions back to the “started” state prior to any new records being written.

	logging
	The number of log records within the log is below the maximum number of allowed records.  The generation of the notification is done to inform the subscribed IRPManagers that the log is filling up.


7.5.5 notifyClearedAlarm (M) for ActivityLogCapacity threshold alarm cleared
7.5.5.1
Definition
IRPAgent notifies all subscribed IRPManager instances that the Activity Log has crossed a capacity threshold defined by capacityAlarmThreshold. If the logFullAction attribute of ActivityLog is ‘Halt’, this notification implies that some Activity Log Records in the ActivityLog have to be cleared; If the LogFullAction attribute of ActivityLog is ‘Wrap’, this notification implies that the earliest Activity Log Records in the ActivityLog may be replaced by later Activity Log Records.
7.5.5.2Input Parameters
	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M
	--
	This parameter and objectInstance together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	objectInstance
	M
	--
	This parameter and objectClass together carry the same semantics of IRPAgent.systemDN. Notification header - see 3GPP TS 32.302 [12]

	notificationId
	M
	
	Notification header - see 3GPP TS 32.302 [12]

	eventTime
	M
	--
	Notification header - see 3GPP TS 32.302 [12]

	notificationType
	M
	"notifyNewAlarm".
	Notification header - see 3GPP TS 32.302 [12]

	systemDN
	C
	IRPAgent.systemDN.
	It carries the DN of the IRPAgent that emits this notification. Notification header - see 3GPP TS 32.302 [12]

	activityLogId
	M
	
	

	logCapacity
	M
	--
	Current Activity Log capacity (currentSize/maxSize) 

	probableCause
	M
	"reducedLoggingCapability"
	See [15]

	perceivedSeverity
	M
	"cleared”
	See [15]

	alarmType
	M
	"qualityOfService”
	See [15]

	alarmId
	M
	--
	This parameter carries the identity of the alarm -See [15]


7.5.5.3
Triggering Event

7.5.5.3.1
From-state

logFull OR capacityThresholdCrossed

	Assertion Name
	Definition

	logFull
	The log is full, that is, the number of log records contained within the log has exceeded the maximum number of log records that was established at log startup (log capacity has reached 100 %).

	capacityThresholdCrossed
	The number of log records within the log has crossed one of the threshold boundaries (50 %, 75 %, 90 %, 95 %).


7..5.5.3.2 To-state

logging
	Assertion Name
	Definition

	logging
	The number of log records within the log is below the maximum number of allowed records.  The generation of the notification is done to inform the subscribed IRPManagers that the log is filling up.


Annex A (informative):
A.1 Security Session and Authorization Scenario

The Security Session and Authorization Scenario diagram below shows that 

1. IRPManager has to initiate a Security Session before it can request any service that IRPAgent provides.

2. IRPAgent authorizes IRPManager to make the request to the IRPAgent.

3. If the IRPManager is permitted to make the request

A. the request is performed by IRPAgent
B. else No request will be performed
4. IRPManager is able to repeat step 2 and 3.

5. IRPManager requests to terminate the Security Session.
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Figure Security Session and Authorization Scenario
A.2 Statefull Security Session 
. IRPManager initiates a Security Session and is authenticated by IRPAgent
2. For each request within the session

IRPAgent authorises IRPManager

If asuccessful IRPAgent performs the requested operation
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A.3 Stateless Security Session
For each request 

IRPManager initiates is authenticated by IRPAgent

If successful IRPAgent authorises IRPManager

If successful IRPAgent performs the requested operation
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Fig. 2 Stateless Security Session
A.4 Bulk CM Session
In a statefull security Session
Each Bulk CM operation may be performed in the same security session

A new security Session may be initiated for each Bulk CM operation
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A.5 File Integrity Protection Scenario

The File Integrity Protection diagram below shows that

1. File is transferred from IRPManager to IRPAgent.

2. IRPManager requests to check the integrity of the file transferred.

3. IRPManager requests to use the file transferred and checked in some way.
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