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1
Decision/action requested

Operators are, in particular, asked to consider the following scenario and determine that the behaviour is adequate for their maintenance centres.
2
References

SA5 #37 – tdoc S5-040122
SA5#37 bis – tdoc S5-046334
3
Rationale

Discussions are in progress with respect to security alarms. The current specified behaviour for these is, in Lucent's opinion, are not adequate.

This contribution provides an example scenario, and in particular requests operators to consider whether the current proposals are adequate for the purpose of maintaining the network.

4
Consequences and implications

To ensure that the maintenance of the network will not threatened by the current specifications defining the behaviour for sending security alarm notifications.

5
Issues of discussion

5.1 Background

Release 5 specifications were modified to include security type alarms.

This is relatively straightforward until we examine some particular behaviour of security alarms.

In summary, the agent system, for some security alarms, might never be able to provide "clear" after the security alarm has been raised.

This leaves an operator with an issue regarding what to do.

In the past Lucent has provided 2 alternate to try and help resolve this by:-

1.
Modifying the IRP to handle security alarms differently to 'non security' alarms (SA5 #37 S5-040122).


2.
To introduce an additional field in the structured event which would allow the IRP agent to indicate to the management system whether the IRP agent could clear the alarm or not.

 This was discussed in SA5#37 bis (S5-046334). No final conclusion was reached as delegates felt more time was required to study this aspect.

5.2 Scenario

Consider the typical running of a network, where there are alarms are constantly being raised.

It is typically expected that the repair activity, in response to an alarm having been raised will generate a clearance of the alarm.

It would be expected that all alarms show this type of behaviour.

 Any variants to this behaviour are likely to require some special handling, and also special ways of identifying these delinquent alarms. This is in order that these special alarms can be identified for special treatment by the network and service management operations systems.

Multi vendor integration at the network layer is going to experience a compounding of these problems.

This is due to the impact of vendor variant behaviour in sending similar security alarms to the network manager.

Factor into this problem the anticipated quantity of alarms that need to be processed and organized. The number of alarms being raised is dependant upon the size of the network.
On a single Element management to network management interface for a network comprising around 3000 NEs alarms can be expected to occur at a rate of 2000 per hour. i.e. 16000 per 8 hour working day, with  a lower rate outside of normal working hours.

Burst error rates have been seen in the order of 7000 per hour.

 Absolute rates obviously depend upon network size, maintenance activities and environmental effects such as building work, thunderstorms, location of the equipment etc.

In amongst this large number of alarms are some security alarms – which are potential indicators that unauthorized / fraudulent access is being attempted.

Questions to consider.

1. There is nothing associated with these alarms to indicate what the IRP agents' behaviour is.
The operator, or any application programme is left with indeterminate behaviour for security alarms.

The question is how does an operator determine what should be done ?.

The possible options are:-


a. Delete the alarm, but could this remove an alarm that requires genuine maintenance/preventative action to be carried out.

b. Leave the alarms undeleted and hope for some kind of clearance to occur as a matter of course.


2. Option b requires some determination of how to tidy up the alarm lists.
This has to be done in order to set work priorities.

Lucent expresses the opinion that the current free form behaviour of security alarms is not conducive to a well managed network and asks for operators to consider whether they need a solution for this. 

