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1 Introduction and Executive Summary

1.1 Session data
The RG session was held on Q1 and Q2 30/3/2004 May 13th

The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	Affected TS(s)
	Rel
	Title
	Source
	Input Status
	Reviewed
	Output Status

	Report
	S5-046311r3
	-
	-
	SWGC-37bis WT01-RG-report
	Convenor: Huawei
	New
	Yes
	RG Approved 

	LS
	S5-046483
	-
	-
	SG4 to SA5 re security management
	ITU-T
	New
	Yes
	RG noted

	Contribution
	S5-046479
	-
	   R6
	Protocols for IP Network Security to Support Itf-N
	Nortel
	New
	Yes
	RG noted

	Draft IS
	S5-046473
	32.372
	R6
	Huawei WT01 Security Activity log
	Huawei
	New
	Yes 
	Update and resubmit

	Draft  IS
	S5-046475
	32.372
	R6
	Huawei WT01 Authentication of IRPManager
	Huawei
	New
	No
	To be resubmitted

	Draft  IS
	S5-046476
	32.372
	R6
	Huawei WT01 Authorisation of IRPManager
	Huawei
	New
	No
	To be resubmitted

	Draft  IS
	S5-046474
	32.372
	R6
	Huawei WT01 Security Management  IS
	Huawei
	New
	No
	To be resubmitted

	Draft requirements
	S5-046478
	32.371
	R6
	Huawei WT01 Security Management : Concept and Requirement
	Huawei
	New
	No
	To be resubmitted

	Discussion paper
	S5-046470
	
	R6
	Bottom up approach to SecM IRP
	Ericsson
	No
	No
	To be resubmitted

	CR
	S5-046431
	
	R6
	Security Alarms Discussion
	Lucent
	Resubmitted 
	Yes
	Resubmit to CRC

	CR
	S5-046444
	
	R6
	Multi vendor security alarm considerations
	Lucent
	Resubmitted
	Yes
	Resubmit to CRC


1.2 Executive summary

1.2.1 Achievements of this meeting
6 of the 11 contributions submitted were reviewed in the meeting.
S5-046483 was noted including the invitation for SA5 to participate in ITU-T discussions

S5-046431 and S5-046444 should be resubmitted to CRC at the next meeting
S5-046479 content to be incorporated into WT01 specification

S5-046473 discussed in detail

1.2.2 Total achievements and progress of this WT/RG in the current release 

· Achievements:


LS response to ITU-T prepared

· Percentage of completion:
35%
· Problems:


Disagreement on architectural issues
.Action on Huawei to initiate e-mail discussion of Security IRP related architectural issues. This will be followed if possible by a conference call to review authorisation and authentication proposals prior to the #38bis meeting.
1.2.3 Action requested by (and information to be forwarded to) SWG-C/D / SA5 

1. Documents for approval to SA

None
2. For information to SA:

None
3. Documents requested to be withdrawn: 

None.
4. Any other action requested by SWG-C/D SA5:

None.
2 Approval of the last meeting report

The report from #37bis meeting in Sophia Antipolis was approved. 

3 Action items 

	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#37

.4
	Review S5-042107, liaison document from SG4 and Nortel initiate e-mail discussion before the next meeting
	
	Group
	Closed
	WT01
	Meeting 

#37bis

	#37.5
	Inform SWG-A about changing IP to transport and OAM to OAM&P in the architecture.
	Rel-6
	Huawei
	Closed
	WT01
	Meeting 

#38

	#37bis.1
	Include support for mutual authentication in authentication class diagram and include Use Case for security session and list security session, and sequence charts showing Bulk CM and Alarm IRP.
	Rel-6
	Huawei
	Closed
	WT01
	Meeting 

#38

	#37bis.2
	Check which notifications are standard or available in OMG
	Rel-6
	Huawei
	Open
	WT01
	Meeting 

#38bis

	#37bis.3
	Start E-mail discussion to decide what should be logged in Security Activity log.
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting 

#38

	#37bis.4
	Motorola and Huawei work together on log alignment
	Rel-6
	Huawei/Motorola
	Open
	WT01
	Meeting 

#38bis

	#37bis.5
	Granularity levels: everyone consider granularity levels for authorisation prior to next meeting. Ericsson will lead e-mail discussion.
	Rel-6
	Everyone/Ericsson
	Open
	WT01
	Meeting 

#38bis

	#37bis.6
	Nortel to draft a short security document describing lower layer security (IPsec, SSL/TLS and SSH) for securing the underlying transport network.
	Rel-6
	Nortel
	Closed
	WT01
	Meeting #38

	#38.1
	Continue e-mail discussion on Activity Log contents started by Huawei, Ericsson and Nortel
	REl-6
	All
	Open
	WT01
	Meeting #38bis

	#38.2
	Initiate e-mail discussion over where Transport Layer description should go in document structure
	Rel-6
	Huawei
	Open
	WT01
	Meeting #38bis

	#38.3
	Initiate e-mail discussion over architectural issues
	Rel-6
	Huawei
	Open
	WT01
	Meeting #38bis


4 Review of input documents
4.1 Tdoc S5- 046431 Security Alarm Discussion and S5-046444 Multi vendor security alarm considerations 

Presented by John Islip (Lucent) 

Questions: 

· None.

Comments:

· Release-5 introduced security alarms compliant with X.736 but there is no clearance of security alarms. Nothing in the alarms indicates what the behaviour of the alarm should be – namely cleared automatically or cleared by the operator.

· These Security Alarm contributions were moved to WT01 following discussion in CRC at the #37bis meeting.

· The RG felt that these contributions were not related directly to this WT and related to Fault Management and Alarm IRP, namely how to handle alarms. In WT01 behaviour of Alarm IRP should not be modified.
Conclusion:

· Ask SA5 where this discussion should go. 
4.2 Tdoc S5- S5-046483 Liaison from ITU-T SG4 to SA5 re security management

Presented by Dave Sidor (Nortel)
Questions: 

· None.

Comments:

· Shall is used too much in the draft ITU specification and will be changed to should. Use of shall gives problems of conformance because it makes requirements mandatory.

· ETSI believe that M.3016 is worthy of being updated and continued. ITU-T has agreed to produce a multi-part M.3016 series of recommendations.
· ITU-T expects users to define appropriate profiles and specify conformance.

· May25th at 10:00 to 12:00 EDT there is a conference to discuss the recommendations.

· If companies are not members of ITU-T their delegates may contact D. Sidor.

· A series of meetings is planned, content of parts identified, made available for final agreement Q1 2005.
Conclusion:

· Delegates must decide individually who will attend the conference

· Any attendees will report back to RG

· Note: delegates cannot represent SWG5 without prior authorisation at this conference.
4.3 Tdoc S5- 046479 Protocols for IP Network Security to Support Itf-N

Presented by Mike Lee (Nortel)
Questions: 

· None.

Comments:

· This contribution discussed how IP network protocols (IPsec, SSL/TLS and SSH) can be used to provide underlying security for Itf-N. 
· Discussion centred on how this document/information can be incorporated into the existing document structure. Choices include: new standalone document, annex to Security IS, additions to requirements, IS and SS documents, update to 32.101 annex. No RG consensus was reached

· The choice of transport security mechanisms/algorithms can be selected on a customer/market basis

· A modular approach needs to be taken

· Ericsson: For requirements reference 3GPP Security Concept and Requirements security tables.
· Siemens: Identify which requirements can be covered with which protocols.

Conclusion:

· Huawei to lead an e-mail discussion to decide how this information should be included into documentation structure.
4.4 Tdoc S5- 046473 Huawei WT01 Security Activity log

Presented by Veronica Ayers (Huawei)
Questions: 

· Can each IRP use the Security Activity log or only secured IRPs?
· Ericsson: should security notifications be sent across Itf-N or be kept privately and only go into the Security Activity Log?
· Should security related notifications go into this log or NL?
Comments:

· Discussion centred on relation to Notification Log, whether the Activity Log should inherit from NL or both should inherit from a base log object. No consensus was reached.
· Huawei: Notification Log and Activity log share some attributes but key differences.

· Notification log specification currently not stable. When agreement reached on NL then relationship with Activity Log can be defined.
· Activity Log Records – read qualifier should change from “M” to “-“, consider whether visibility should be “%”

· Ericsson, Nortel: Security Log should not wrap

Conclusion:

· Should make Security Activity log such that similarity to NL can be exploited and re-use of features is possible.
· Everyone to continue e-mail discussion started by Huawei, Ericsson and Nortel over what should go into the security log.

· Architectural issues also to be subject of e-mail discussion
5 Joint session(s) held with other RGs (if necessary)

None.
6 Any other business

None
7 Participants

For information about the attendees’ telephone numbers and/or email addresses, please refer to the SA5 document for registered participants (normally in S5-0x0x04).
	Attendee name
	Company

	Clemens Suerbaum
	Siemens

	Dave Sidor (first session only)
	Nortel

	Edwin Tse
	Ericsson

	Jerry Nan
	Ericsson

	Joerg Schmidt
	Motorola

	John Islip
	Lucent

	John Mudge
	Vodafone

	Li Yewen
	China Mobile

	LuoYunzhong
	CATT

	Mike Lee
	Nortel

	Mohan Rao
	Lucent

	Olaf Pollakowski (Thu)
	Siemens

	Tapinder Pal
	T-Mobile

	Thomas Tovinger
	Ericsson

	TongJian
	UTStarCom

	Trevor Pirt
	Motorola

	Veronica Ayers (rapporteur)
	Huawei

	WangEnxi
	Nokia

	YangLi 
	Huawei
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