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1
Decision/action requested

It is proposed that the below analysis be discussed and used as basis for work on 32.299.
2
References

[1] TS 23.125 Overall High Level Functionality and Architecture Impacts of Flow Based Charging, Stage 2, release 6

[2] DIAMETER Credit Control, draft-ietf-aaa-diameter-cc-04.txt, work in progress
3
Rationale

· The working assumption is to use Diameter Credit Control for Flow Based Charging (online case)
· SA5 needs to study how Diameter Credit Control fulfils the existing requirement in 23.125 and further 3GPP needs that SA5 may identify
· Any 3GPP specifics need to be identified so that they can be specified
4
Consequences and implications

Progress of Flow Based Charging specification.
5
Discussion

There are 3GPP specific requirements already defined in [1], and maybe additional ones that SA5 may think of, that are not covered in [2]. However, most of [2] should be re-used and provides for a general credit control interface as required. The below analysis shows an initial analysis of how most of Diameter Credit Control can be re-used and identifies some proposed needed enhancements.
4.1 Basic functionality

Diameter Credit Control provides for the basic framework required for online charging, and which is summarized in the below message flow:

    End-User              GGSN               AAA Server         CC Server      CGF

                      (DCC Client) 





    

       | PDP Context Create| AA request/answer(Authentication)       |          |

       |------------------>|<------------------>|                    |          |

       |                   | CCR(Initial,Credit-Control AVPs)        | 
     |

       |                   |---------------------------------------->|  
     |

       |                   |                    |  CCA(Granted-Units)|          |

       | PDP Context Resp  |<----------------------------------------|          |

       |<------------------|                    |                    |          |

       |                   |                    |                    |          |

       |                   |                    |                    |          |

       |                   | ACR(start,Accounting AVPs)              |          |

       |                   |------------------->|                    |          |

       |                   |                ACA |                    |          |

       | Service Delivery  |<-------------------|                    |          |

       |<----------------->|                    |                    |          |

       |         :         |                    |                    |          |

       |         :         | CCR(Update,Used-Units)                  |          |

       |                   |---------------------------------------->|          |

       |                   |                    |  CCA(Granted-Units)|          |

       |                   |<----------------------------------------|          |

       |         :         |                    |                    |          |

       |         :         |                    |                    |          |

       | End of Service    |                    |                    |          |

       |------------------>| CCR(Termination, Used-Units)            |          |

       |                   |---------------------------------------->|          |

       |                   |                    |               CCA  |          |

       |                   |<----------------------------------------|          |

       |                   |                    |                    |          |

       |                   | G-CDR DRT          |                    |          |

       |                   |--------------------------------------------------->|

       |                   |                    |                    |          |

       |                   | ACR(stop)          |                    |          |

       |                   |------------------->|                    |          |

       |                   |                    |                  G-CDR DRT Ack|

       |                   |<---------------------------------------------------|

       |                   |                ACA |                    |          |

       |                   |<-------------------|                    |          |

Figure 1: Basic session based Diameter Credit Control & post-paid billing message flow.

4.2 Diameter Credit Control session

As shown in figure 1, The Diameter Credit Control session is created upon the successful credit control authorization for the PDP context. If this is the first credit control session for the user login, the credit control server also creates a “user login” session. The credit control session remains active in both the client and server  until the PDP context is terminated (e.g. receipt or sending of a delete PDP context message). As such, a PDP context session equates to a Diameter Credit Control session, and both GTP PDP and Diameter Credit Control state is maintained for the duration of both application sessions.

A single subscriber login session may create and terminate multiple PDP contexts (primary and secondary) within a single user login session. Each of these PDP contexts are uniquely identified to the associated subscriber session by the combination of the user identity and PDP context identity information as described in 3GPP TS 29.060 and 3GPP TS 29.061. For example, the Diameter Credit Control server knows the user identity from user name and / or IP address/IMSI/MSISDN. Individual PDP contexts within the user session could be identified by NSAPI, by a unique Diameter Credit Control Session-Id, or by a Diameter sub-session id. In this way, the Diameter Credit Control server always knows the PDP contexts associated to each user login session and so the overall “user login session” state. This allows, for example, the diameter credit control server to re-authorise or terminate individual credit control sessions or all of the credit control sessions belonging to a user login session.

For consistency, the actual mechanism to identify the PDP context needs to be specified and used across Gx as well as Gy, so this could be discussed together with CN3.

Even though the Diameter credit control session spans the same time as a PDP context and a RADIUS Accounting session, individual resource quota sessions and states are maintained independently within the Diameter credit control session, for each service data flow.

The mapping of PDP, GTP’, RADIUS and Diameter session states enables simple and guaranteed correlation between each of the session applications as well as ensuring application inter-operability by remaining compliant to the Diameter Credit Control application specification [DIAMCC].

4.3 Signalling efficiency

At PDP context creation, the Diameter Credit Control server should have the ability to grant quota resources in anticipation of expected usage by the subscriber, thus reducing further the need to perform additional signalling between the Diameter credit control client and server. 

Mid Diameter CC session re-authorisations of multiple active resource quotas can also be achieved using a single Diameter Credit Control Request/Response message sequence, reducing signalling and maintaining event synchronicity. New quota allocations received by the GGSN override any remaining held quota resources after accounting for any resource usage while the re-authorisation was in progress.

At PDP context session termination, the Diameter Credit Control session is used to report all active resource quotas from the GGSN client to the server in a single request/response transaction, again, maintaining the single time-delimited-event nature of the session termination.

4.4 Tariff change

When a tariff time switch is reached, all the active user sessions must report their network usage up to the switch and receive new usage resources for the new tariff period.

In order to avoid the need for mass simultaneous quota refresh, the traffic usage can be split into resource usage before a tariff switch and resources used after a tariff switch. The credit control server provides dual usage quotas to the credit control client when a tariff change is approaching and likely to be crossed. This enables the server to allocate resources based upon the subscriber’s account balance, service usage and tariff time while minimizing the impact of subscriber credit fragmentation and Diameter control signalling. 

The "before" and "after" usage is then reported when the “after” resource has expired or at the end of the user session or when some other re-authorization event occurs (including before a tariff time switch). In this way, there is no spike of resource re-authorization at the tariff time switch.

The tariff time switch points can be configured on the GGSN, with many different tariff time switch profiles in order to provide different groups of users with different tariff time plans. The tariff time profile that is used for each user session can either be configured statically on the APN profile or it could also be returned by the AAA server in the Authentication Response message. 

To be able to have each resource to specify a tariff change time independently of other quotas, the Tariff-Time-Change AVP can be used to determine the tariff switch time as described by Diameter CC.

4.5 Termination action and Re-direction

The termination action needs to be sent over the Gy interface. This includes re-directing packets corresponding to a terminated service data flow to an application server. In this case the GGSN needs to be able to redirect user originated requests to a top-up server so that network access can be re-instated.

This functionality should be available using DCC with the credit control server returning a "Denied - redirect" result code and redirect-to URL in the Final-Units-Indication AVP of the Multiple-Services-Credit-Control AVP in place of the requested quota.

Upon receiving this result code, the GGSN needs to apply the redirection. The GGSN should be configured to categorise the redirected-to URL so that resource quota allocation is guaranteed.

At this point the user could be displayed either Advice of Charge information or permitted to top-up his account.
This functionality is available in Diameter Credit Control.

4.6 Diameter Credit Control messages

The table below lists the DCC and Diameter base commands required by 3GPP:

	Command-Name
	Abbrev.
	Direction

	Abort-Session-Request
	ASR
	OCS -> TPF

	Abort-Session-Answer
	ASA
	TPF -> OCS

	Capabilities-Exchange-Request
	CER
	Either

	Capabilities-Exchange-Answer
	CEA
	Either

	Credit-Control-Request
	CCR
	TPF -> OCS

	Credit-Control-Answer
	CCA
	OCS -> TPF

	Device-Watchdog-Request
	DWR
	Either

	Device-Watchdog-Answer
	DWA
	Either

	Re-Auth-Request
	RAR
	OCS -> TPF

	Re-Auth-Answer
	RAA
	TPF -> OCS


CER/CEA and DWR/DWA are generic Diameter capabilities for capabilities exchange and transport failure detection.
4.7 Charging Key

As described in 23.125, the category of the traffic which is used by the OCS to determine the appropriate rating is called a charging key.

In Diameter CC, it seems a good candidate for the charging key is the Rating-Group-Id AVP. Each quota allocated to a Diameter CC session has a unique Rating-Group-Id value. The use of this AVP does not imply that quota pooling within or across Diameter CC sessions is necessary, although it is possible as per requirements in 23.125.

4.8 Credit pooling

This is described in 23.125 and can be provided by IETF DCC. It allows for credit to be pooled for multiple (one or more) charging rules applied at the Traffic Plane Function. A pool of credit applying to a single charging rule is equivalent to an individual credit limit for that charging rule.

4.9 Additional (non GPRS specific) needs from IETF DCC

Trigger event AVPs are needed to instruct the DCC client to monitor for a specified event for the Diameter CC session. Once the event has been detected by the DCC client, the associated resource quota allocation takes the appropriate action specific to the event, e.g. re-authorise or return the quota or stop the quota usage timer.

Multiple Trigger AVPs may be associated to a single quota allocation.

The proposed identified (non GPRS) triggers are:

1. Re-authorisation threshold trigger: The Re-Auth-Threshold value is the usage threshold level of the quota e.g. a percentage of the quota allocation.

2. Idle Quota trigger AVP: idle threshold time of the quota in seconds, i.e. the number of seconds since traffic using the quota was last received by the DCC client. Once the quota has been unused for this period of time, the DCC client will return the quota to the credit control server.

3. Usage-Time-Trigger AVP: The usage-Timeout value is the discrete traffic threshold time of the quota in seconds. That is, the number of seconds since traffic using the quota was last received by the DCC client. If the quota is unused for this period of time, the decrementing of the quota time allocation is halted until new traffic is received for the quota. The quota is not returned to the credit control server when this trigger is hit. This is the critical difference with the Idle-Quota-Trigger AVP. 

This trigger is only valid a quota resource has a Time based quota allocation and is ignored if received for quota types where no Time unit usage is provided.

For example, a time unit quota is allocated for 100 seconds with a Usage-Time-Trigger AVP value of 4 seconds. A continuous stream of traffic using this quota lasts for 8. No traffic is received for 4 seconds at which point the Usage-Time-Trigger is hit. The quota timer is stopped. After a further 50 seconds, another stream of traffic is received for 9 seconds. No traffic is received for 4 seconds at which point the Usage-Time-Trigger is hit again. The quota timer is stopped. After a further 10 seconds the session is terminated. The total quota usage reported is 8 + 4 + 9 + 4 = 25 seconds. Even though the session was active for a total of 85 seconds. 

Nortel plans to provide an informational RFC to add those Trigger AVPs in IETF, since it may not be possible to produce a new version of DCC for process reasons. Those triggers are applicable to all network types and are not wireless specific. Support and input from other companies involved in 3GPP is welcomed.

Further, wireless specific, triggers should be added by 3GPP following the requirements already in spec TS 23.125 and are further explained below.

4.10 Additional (GPRS specific) needs from IETF DCC

As per 23.125 requirements, a number of session attributes may be needed by the credit control server.

These attributes may also change during the life of an active user session, causing a change in charging schemes or rating for the session.

It is proposed that 3GPP specifies how the GGSN/OCS use those GPRS attributes. The OCS instructs the GGSN to monitor for changes to these attributes using the Trigger-Info AVP from DCC. The proposed additional triggers are:

1. SGSN IP Address: present in all CCR messages, may change during the lifetime of the session.

2. End User Negotiated QoS Information

3. End User Location Information: The CGI contains the MCC, MNC values and optionally the Location Area Code (LAC) and Cell Identity (CI) information if it is known by the GGSN. The roaming status of a mobile subscriber can be determined based on the MCC/MNC information contained in the GTP RAI IE. This information can only be sent by the GGSN if it has been made available to it by the SGSN.
4. Radio Access Technology: indicates whether the SGSN is currently serving the UE through GERAN or UTRAN.

There are a number of mid-session service events (Trigger events), which might affect the rating of the current service usage, e.g. end user QoS changes or location updates. When allocating resources, the credit control server can instruct the GGSN client to re-authorize the quota upon a number of different session related events. In these cases a spontaneous credit re-authorization may be sent to the credit-control server including information related to the service event even if all the granted service units have not been used.
5
Summary

We propose the following to be agreed:
· Basic online charging functionality is to be provided by Diameter Credit Control following principles shown in 4.1
· Diameter credit control session spans the same time as a PDP context and a RADIUS Accounting session, but individual resource quota sessions and states are maintained independently within the Diameter credit control session, for each service data flow

· A mechanism is needed on Gy to identify the PDP context. This needs to be specified and used across Gx as well as Gy, so this could be discussed together with CN3. Two possibilities are: associate a PDP context with a Diameter session, or associate a PDP context with a Diameter sub-session

· Mid Diameter CC session re-authorisations of multiple active resource quotas can also be achieved using a single Diameter Credit Control Request/Response message sequence

· At PDP context session termination, the Diameter Credit Control session is used to report all active resource quotas from the GGSN client to the server in a single request/response transaction

· A mechanism for tariff time change which avoids signalling overload, is required. The tariff time profile that is used for each user session can be configured statically on the APN profile or it could be determined at Authentication Response. For each resource to specify a tariff change time independently of other quotas, the Tariff-Time-Change AVP as described by Diameter CC can be used. As previously agreed by SA5, both single and dual tariff quotas are possible.
· Re-direction can be achieved with the DCC mechanism using Final Units Indication AVP of the Multiple-Services-Credit-Control AVP in place of the requested quota. The GGSN applies the re-direction and should be configured to categorise the redirected-to URL so that resource quota allocation is guaranteed. The same mechanism can be used for Advice of Charge or account top-up.

· 3GPP shall use the ASR/ASA, CER/CEA, CCR/CCA, DWR/DWA and RAR/RAA messages for online charging functionality
· The Rating-Group-Id AVP provides for the charging key functionality in 23.125

· Credit pooling needs to be specified by 3GPP. The principle from DCC can be used. The mechanism applied to only one service/credit means that the GGSN deals with the credit individually.

· Additional trigger events and session characteristics, to those currently in DCC, are needed by 3GPP. In particular:
· For non wireless specific events: re-authorisation threshold trigger, idle quota trigger, usage time trigger

· For wireless specific session characteristics (and events): SGSN address (and change of), QoS (and change of), end user location (and change of), Radio Access Technology (and change of)

These principles need to be documented in 32.299. Relevant sections from section 4 can be used as the basis for drafting.







