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1
Decision/action requested

This contribution provides updates to Nortel Networks Security Threat Scenario slides as per the discussion held at the last meeting in Malaga.  Specifically this contribution moves the Masquerading Manager attacker shown on Slide 2 to the inside of the Itf-N, and removes the reference to denial of service attacks on slide 2 since these are not normal Itf-N protocols.

2
References

Minutes of Malaga meeting S5-046111r3           
3
Rationale

In a previous contribution (S5-046181) Nortel Networks recommended that lower layer security such as IPsec or SSL/TLS be combined with application layer authentication/authorization services as recommended in the Security IS to provide a complete security solution for the Itf-N.

A discussion was held at the last meeting as to whether the Masquerading Manager shown in slide 2 was meant to be inside or outside the Itf-N.  It was decided that the Masquerading Manager should be shown inside the Itf-N, and this contribution makes this change.  A discussion was also held as to the nature of the threats being protected against.  Specifically, it was felt that we are not protecting explicitly against Denial of Service attacks from non Itf-N protocols, but some mechanisms recommended may give this protection as a side benefit.  Therefore the reference to Denial of Service attacks has been removed from slide 2.
4
Consequences and implications

The results of the exercise to examine all threat scenarios and security services at different protocol layers may have impact on security recommendations to include for Release 6 as outlined in 3GPP TS 32.371.

5
Issues of discussion

The security services at all layers should be taken into consideration including application layer security mechanisms and lower layer security mechanisms.  For example lower layer security services (e.g. IPSec or SSL/TLS) can be used to provide data integrity, data confidentiality and machine-to-machine authentication services, which may be combined with application layer security services to provide manager/agent authentication and authorization.  (e.g password or X.509 certificate based).
