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1
Introduction

This contribution examines issues related to security that were raised at the meeting in Vancouver. It is for discussion among 3GPP participants.

The issues that are discussed here are:

1. What is the operational framework? What assumptions (if any) can be made about the way operators will run their networks?

2. What assumptions should be made about the security of the transport layer and the facilities provided by the transport layer?

3. Can a VPN give sufficient security?

4. Does “lower layer” security offer sufficient security for Release 6?

5. How is the IRPManager identified to the IRPAgent?

6. Is authentication at the application layer needed i.e. between IRPAgent and IRPManager?

7. How is the role an IRPManager is playing identified (and hence what access rights/privileges are permitted)?
8. Is a security session needed?

2
Origin of threats

Consideration has not been given to where security threats come from, although the threats have been identified. The threats that must be considered are:
· External to the organisation, e.g. hackers

· Internal to the organisation, e.g. authorised persons acting in an unauthorised way.

3
IRP Architecture

3.1
Physical architecture and IRP Manager’s identity

Fig 1 below shows the simplest architecture envisaged:

· A physical server communicating with a second physical server or Network Element across Itf-N

· A single IRP Manager application on the physical server communicates with an IRPAgent application on the 2nd server or NE
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Figure 1
The IRPManager is playing a role/performing a function (e.g. PM, FM) that gives it certain access rights to IRPAgent. The following questions are essential to our view of the security architecture.

· How the IRPManager and its role be identified?

· Can a physical server simultaneously host more than one logical IRPManager playing different roles?

· Will the server always be used to host an IRPManager playing the same role?

The physical server can be identified by:

· IP address

· Server name

IRPManager’s identity must not be equated to the server identity for the following reasons:

· Some physical servers will not always be used for the same purpose. For example a backup server may backup several servers running different applications.

· At night some operations centres may take over from other operations centres. Therefore the applications run at night may be different to the those run during the day.

· Host names can be changed or the usage of hosts changed, particularly when operational systems are upgraded.

· The relationship between physical NMS servers and applications is unknown, and should not be assumed, because this puts constraints on the NMS implementation. Thus the possibility that one physical server hosts multiple virtual servers must be allowed for. See fig. 2.

· If IRPAgent can only identify the server it may be impossible to identify who has done what. Internal threats of authorised users acting in an un-authorised manner are not countered. 
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Figure 2
Figure 2 shows a single physical server hosting two IRPManager applications which may be taking the same or different roles. For example PM may be a totally different application to FM. In this instance one physical server is hosting two virtual servers.

The conclusion is that the IRPManager identity must be a logical identifier that identifies the role played by the IRPManager. This may not relate directly to a host or location.

3.1.1
IRPManager Identity

The IRPManager can be identified by:

· The role it is playing

· The username of user owning the process/processes 

Across Itf-N IRPManager must provide a logical identity which will be known to IRPAgent. This identity will allow the IRPAgent to decide on the privileges/access rights that IRPManager has been given.

4
Transport Security

VPNs are provided using either IPsec or TLS/SSL. (Note: TLS is based on SSL 3.0 and is standardised by the IETF).

4.1
IPsec

IPsec sits in the protocol stack between IP and TCP/UDP.

IPsec can be used in 2 modes, namely “tunnel” mode and “transport” mode

IPsec in tunnel mode is typically used between routers that are used as security gateways and traffic between servers is passed transparently over the network. It is not used host to host.
When IPsec is used in transport mode the servers are aware of IPsec. However it only provides host to host security. The applications are not identified. It can provide

· Data origin authentication (based on IP address)

· Confidentiality 

· Data integrity

IPsec does not provide non-repudiation.
4.2
TLS Transport Layer Security
TLS architecture provides two layers which run over TCP:

1. TLS Record Protocol

· Data origin authentication using server keys

· Data integrity.

· Confidentiality.
2. Upper layer carrying:

TLS Handshake Protocol, Change Cipher Spec. Protocol, Alert Protocol, other application protocols 

Sessions are created by handshake protocol which provides
· Negotiation of authentication and security mechanisms

· Authentication of client and server. .

· Establishment of security keys
Authentication relates to the server (e.g. using the server’s public/private key and certificate) not the identity of the application and the role it is playing.

Note: In the context of Itf-N for TLS the IRPAgent will be the server and IRPManager the client.

4.3
Conclusion over Transport Security
Either TLS or IPsec provided they are correctly configured, can provide secure and reliable communication between IRPManager and IRPAgent servers, but neither identify IRPManager to IRPAgent or authenticate IRPManager. Therefore identification and authentication of IRPManager is required at the application layer.

5
Security Session

A security session has been proposed in the Security IRP IS to reduce the overheads of:

· Authentication for each request that IRPManager makes of IRPAgent.

· Establishing security parameters for each request

If in the future mutual authentication is selected instead use of a security session will provide a much larger saving. 

Note that CORBA security service can support a security session.
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