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1
Decision/action requested

To determine support for sending a reply liaison to ITU-T SG 4 regarding the SA5 #37 input document S5-042107 liaison statement from ITU-T SG4.
2
References

COM 4 – LS 27Rev2– E

M.mgmtsec
3
Rationale

ITU- SG4 Q18 is addressing shared concerns with respect to the security of the management plane.

It is desirable that 3GPP should be able to refer to a single international standard as the font of all security requirements to counter the numerous threats that a telecommunications network may be vulnerable to.

4
Consequences and implications

The use by 3GPP of an ITU-T specification by references requires that the specification is clear, unambiguous and easily use able via reference within 3GPP specifications.

This contribution identifies several concerns Lucent has with the current document.

5 Issues of discussion

Lucent support the direction of having an ITU-T recommendation, which draws together a core set of agreed international security needs for many different countries. We believe that doing this will make it easier for vendors to comply with particular country needs by developing to a single recommendation.

The document provides a great deal of background information. This information we suggest would be better placed in a tutorial type section, which would allow the scope to be more precise and focussed.

The document implies that all requirements have to be satisfied by the extensive usage of the word "Shall".

We have some concerns with the current document structure. IN its current form there is a mix of requirements, potential threats, counter measures and implementation directives / statements.

We would prefer an alternate approach to the recommendation structure. This is based on the observation that the current structure goes straight into detailed implementation requirements in section 6.

 We would propose the structure to comprise several related parts.

This is in order to identify sets of security vulnerability (e.g. physical access, internet access, file transfer,..etc) and for each vulnerability identify a set of potential security threats.

Then for each and every identified security threat there is a corresponding set of requirements to overcome, or mitigate that particular threat.

Note that it should be possible to balance the costs of implementing a particular security counter measure with the probability of the threat. It may also be possible for new threats to be identified, and so any counter measure should allow a vendor to implement something which is an improvement on current knowledge as technology advances.

Each of the requirements being easily identified so that they can be referenced from other standards bodies.

The current document refers to many federal standards (FIPS). We question whether this is appropriate for an international standard e.g. try and refer to equivalents international specifications. (e.g.  ITU-T or ISO specifications).

The current document refers as to other ITU-T specifications; it would be useful to determine and state how these specifications are to be used to address how ambiguity and conflicts are resolved.

There are security issues, which are specific to mobile networks. E.g. specification of security gateways, the relationship between these issues regarding 3GPP architecture and the ITU-T specifications are to be handled. E.g. not all Network elements should have a mandatory requirement for including security measures. This is related to the vulnerability and potential threats. 

