Page 1



3GPP TSG-SA5 (Telecom Management)
S5-046335

Meeting #37bis, Sophia Antipolis, FRANCE, 29 Mar - 2 Apr 2004
	CR-Form-v7

	CHANGE REQUEST

	

	(

	32.111-2
	CR
	CRNum
	(

rev
	-
	(

Current version:
	5.4.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	

	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	X

	

	Title:
(

	Define behaviour for Security Alarms.

	
	

	Source:
(

	SA5 (mohanr@lucent.com)

	
	

	Work item code:
(

	OAM-NIM
	
	Date: (

	02/04/2004

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-5

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	Security alarms are of a one-shot nature. There is no associated clear situation for a majority of alarms in this category. Security notifications share some attribute-name properties of other alarms, however their behaviour and purpose is very different The current definition does not allow for a different behaviour for security alarms. The need for this field has already been identified in TS 32.111-1, Sec 4.1.1.

	
	

	Summary of change:
(

	Addiiton of ‘nature’ field to the AlarmInformation & to the notifyNewAlarm(). This will enable vendors to implement specific behaviour for security alarms in a standardised manner. 

	
	

	Consequences if 
(

not approved:
	Generation of “clear” for security alarms amounts to a specification not consistent with industry practices. There is no associated clearance for such alarms and there should be provision to clear them manually. 

	
	

	Clauses affected:
(

	5.2.1, 5.3.1.2, 5.3.2.1, 5.5.1, 6.8.1.2, 6.8.1.2a, Annex A.

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	Rel-6 Mirror CR 32.111-2 in: S5-046350


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

KEEP the History box of the TS to be changed (see end of the present document), please

Change in Clause 5.2.1

5.2.1
Attributes and relationships
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End of Change in Clause 5.2.1

Change in Clause 5.3.1.2

5.3.1.2
Attribute

	Attribute name
	Support Qualifier

	alarmId
	M

	notificationId (note 1)
	M

	alarmRaisedTime
	M

	alarmClearedTime
	M

	alarmChangedTime
	O

	eventType
	M

	probableCause
	M

	perceivedSeverity
	M

	specificProblem
	O

	backedUpStatus
	O

	trendIndication
	O

	thresholdInfo
	O

	stateChangedDefinition
	O

	monitoredAttributes
	O

	proposedRepairActions
	O

	additionalText
	O

	additionalInformation
	O

	ackTime
	M

	ackUserId
	M

	ackSystemId
	O

	ackState
	M

	nature
	M (see note 4)

	clearUserId
	M (see note 2)

	clearSystemId
	O (see note 2)

	serviceUser
	O (see note 3)

	serviceProvider
	O (see note 3)

	securityAlarmDetector
	O (see note 3)

	NOTE 1:
This attribute may be "retired/removed" in Release 5 when Log IRP is introduced. Its removal implies that information carried in this attribute is no longer made accessible to IRPManager via the getAlarmList().

NOTE 2:
These attributes and qualifiers are applicable only if the IRPAgent supports clearAlarms() (they are absent if clearAlarms() is not supported).

NOTE 3:
These attributes must be supported if the IRPAgent emits notifyNewAlarm that carries security alarm information.
NOTE 4:   This attribute shall be supported when the AlarmInformation.eventType attribute has values “operational violation”, “physical violation”, “integrity violation”, “security services or mechanisms failure” or  “time domain violation”. For all other event types, it shall be optional. 


.

End of Change in Clause 5.3.1.2

Change in Clause 5.3.2.1

5.3.2.1
Definition

IRPAgent maintains an AlarmList. It contains all currently active alarms  (i.e. AlarmInformation whose perceivedSeverity is not Cleared) and alarms that are Cleared but not yet acknowledged. 
Security alarms are indications of events at a point in time and therefore do not clear automatically for a majority of the cases. The clearing of Security alarms is dependant on the value of Alarminformation.nature attribute. 
End of Change in Clause 5.3.2.1

Change in Clause 5.5.1

5.5.1
Definition and legal values

	Name
	Definition
	Legal Values

	alarmId
	It identifies one AlarmInformation in the AlarmList.  
	

	notificationId
	It identifies the notification that carries the AlarmInformation. 
	

	alarmRaisedTime
	It indicates the date and time when the alarm is first raised by the alarmed resource.  
	All values indicating valid time.

	alarmChangedTime
	It indicates the last date and time when the AlarmInformation is changed by the alarmed resource.  Changes to AlarmInformation caused by invocations of the IRPManager would not change this date and time. 
	All values indicating valid time.

	alarmClearedTime
	It indicates the date and time when the alarm is Cleared.
	All values indicating valid time.

	eventType
	It indicates the type of event.  See Annex A for information on event type.
	See Annex A.

	probableCause
	It qualifies alarm and provides further information than eventType.  See Annex B for a complete listing.
	See Annex B.

	perceivedSeverity
	It indicates the relative level of urgency for operator attention.   
	Critical, Major, Minor, Warning, Indeterminate, Cleared: see ITU-T Recommendation X.733 [2].  This IRP does not recommend the use of indeterminate.

	specificProblem
	It provides further qualification on the alarm than probableCause.  This attribute value shall be single-value and of simple type such as integer or string. See definition in ITU-T Recommendation X.733 [2] clause 8.1.2.2.
	Provided by vendor.

	backedUpStatus
	It indicates if an object (the MonitoredEntity) has a back up.  See definition in ITU-T Recommendation X.733 [2] clause 8.1.2.4.
	All values that carry the semantics of backedUpStatus defined by ITU-T X.733 [2] clause 8.1.2.4.

	trendIndication
	It indicates if some observed condition is getting better, worse, or not changing. 
	"Less severe", "no change", "more severe": see definition in ITU-T Recommendation X.733 [2] clause 8.1.2.6.

	thresholdInfo
	It indicates the direction of threshold crossing.
	See definitions in ITU-T Recommendation X.733 [2] clause 8.1.2.7.

	stateChangeDefinition
	It indicates MO attribute value changes.  See definition in ITU-T Recommendation X.733 [2] clause 8.1.2.10.
	

	monitoredAttributes
	It indicates MO attributes whose value changes are being monitored.  See definition in ITU-T Recommendation X.733 [2] clause 8.1.2.11.
	

	proposedRepairActions
	It indicates proposed repair actions.  See definition in ITU-T Recommendation X.733 [2] clause 8.1.2.12.
	

	additionalText
	It carries semantics that is outside the scope of this IRP specification.  It may provide the identity of the NE (e.g. RNC, Node-B) from which the alarm has been originated.  It corresponds to the "user label" attribute of the object class representing the NE in the Generic Network Resource Model [10]. 

It can contain further information on the alarm.
	N/A

	additionalInformation
	It contains information on the alarm and its semantics is outside the scope of this IRP.
	N/A

	ackTime
	It identifies the time when the alarm has been acknowledged or unacknowledged the last time.
	All values that indicate valid time that are later than that carried in alarmRaisedTime.

	ackUserId
	It identifies the last user who has changed the Acknowledgement State. 
	It can be used to identify the human operator such as "John Smith" or it can identify a group, such as "Team Six", or it can contain no information such as "".

	ackSystemId
	It identifies the system (EM or NM) from which the alarm has been acknowledged or unacknowledged the last time.
	It can be used to identify the system, such as "system 6" or it can contain no information such as "".

	ackState
	It identifies the Acknowledgement State of the alarm. 
	Acknowledged: the alarm has been acknowledged.

Unacknowledged: the alarm has been unacknowledged or the alarm has never been acknowledged.

	nature
	This attribute defines whether the fault is of category ADAC or ADMC.
	“ADMC” or “ADAC”. 
[It is recommended that security alarms be populated ADMC, but this is by no means mandatory.]

	commentTime
	It carries the time when the comment has been added to the alarm.
	

	commentText
	It carries the textual comment.
	

	commentUserId
	It carries the identification of the user who made the comment.
	

	commentSystemId
	It carries the identification of the system (EM or NM) from which the comment is made.  That system supports the user that made the comment.
	

	source
	It identifies one MonitoredEntity.
	All values that carry the semantics of DN.

	notificationIdSet
	It carries one or more notification identifiers.
	

	clearUserId
	It carries the identity of the user who invokes the clearAlarms operation.
	It can be used to identify the human operator such as "John Smith" or it can identify a group, such as "Team Six", or it can contain no information such as "".

	clearSystemId
	It carries the identity of the system in which the IRPManager runs.  That IRPManager supports the user who invokes the clearAlarms().
	It can be used to identify the system, such as "system 6" or it can contain no information such as "".

	serviceUser
	It identifies the service-user whose request for service provided by the serviceProvider led to the generation of the security alarm.
	This attribute may carry no information if the server user is not identifiable.

	serviceProvider
	It identifies the service-provider whose service is requested by the serviceUser and the service request provokes the generation of the security alarm. 
	

	securityAlarmDetector
	It carries the identity of the detector of the security alarm.
	This attribute may carry no information if the security alarm detector is not identifiable.


End of Change in Clause 5.5.1

Change in Clause 6.8.1.2

6.8.1.2
Input Parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M,F
	MonitoredEntity.objectClass where the MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation. 
	

	objectInstance
	M,F
	MonitoredEntity.objectInstance where the MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.
	

	notificationId
	M
	This carries the semantics of notification identifier.
	

	eventTime
	M,F
	AlarmInformation.alarmRaisedTime
	

	systemDN
	C,F
	IRPAgent.systemDN where the IRPAgent is related to the AlarmIRP that is related to this AlarmList.
	It carries the DN of the IRPAgent. 

	notificationType
	M,F
	"notifyNewAlarm". 
	

	probableCause
	M,F
	AlarmInformation.probableCause
	

	perceivedSeverity
	M,F
	AlarmInformation.perceivedSeverity
	

	alarmType
	M, F
	AlarmInformation.eventType
	The notification structure defined by this table is applicable if this parameter indicates "Communications Alarm", "Processing Error Alarm", "Environmental Alarm". "Quality Of Service Alarm" or "Equipment Alarm".

	specificProblem
	O
	AlarmInformation.specificProblem
	

	correlatedNotifications
	O
	The set of CorrelatedNotification related to this AlarmInformation.
	

	backedUpStatus
	O
	AlarmInformation.backedUpStatus
	

	backUpObject
	O
	MonitoredEntity.objectInstance where the MonitoredEntity is identified by relation-BackUpObject-AlarmInformation of the new AlarmInformation.
	It carries the DN of the back up object.

	trendIndication
	O
	AlarmInformation.trendIndication
	

	thresholdInfo
	O
	AlarmInformation.thresholdInfo
	

	stateChangeDefinition
	O
	AlarmInformation.stateChange 
	

	monitoredAttributes
	O
	AlarmInformation.monitoredAttributes
	

	proposedRepairActions
	O
	AlarmInformaton.proposedRepairActions
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	alarmId
	M
	AlarmInformation.alarmId
	

	nature
	O
	AlarmInformation.nature
	


End of Change in Clause 6.8.1.2

Change in Clause 6.8.1.2a

6.8.1.2a
Input Parameters for notification related to security alarm

	Parameter Name
	Qualifier
	Matching Information
	Comment

	objectClass
	M,F
	MonitoredEntity.objectClass where the MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation. 
	

	objectInstance
	M,F
	MonitoredEntity.objectInstance where the MonitoredEntity is identified by the relation-AlarmedObject-AlarmInformation of the new AlarmInformation.


	

	notificationId
	M
	This carries the semantics of notification identifier.
	

	eventTime
	M,F
	AlarmInformation.alarmRaisedTime
	

	SystemDN
	C,F
	IRPAgent.systemDN where the IRPAgent is related to the AlarmIRP that is related to this AlarmList.
	It carries the DN of the IRPAgent. 

	notificationType
	M,F
	"notifyNewAlarm". 
	

	probableCause
	M,F
	AlarmInformation.probableCause
	

	perceivedSeverity
	M,F
	AlarmInformation.perceivedSeverity
	

	alarmType
	M, F
	AlarmInformation.eventType
	The notification structure of this table is applicable if this parameter indicates "Integrity Violation", "Operational Violation", "Physical Violation", "Security Violation", "Time Domain Violation".

	correlatedNotifications
	O
	The set of CorrelatedNotification related to this AlarmInformation.
	

	additionalText
	O
	AlarmInformation.additionalText
	

	additionalInformation
	O
	AlarmInformation.additionalInformation
	

	serviceUser
	M
	AlarmInformation.serviceUser
	This may contain no information if the identify of the service-user (requesting the service) is not known.

	serviceProvider
	M
	AlarmInformation.serviceProvider
	This shall always identify the service-provider receiving a service request, from serviceUser, that provokes the security alarm. 

	securityAlarmDetector
	M
	AlarmInformation.securityAlarmDetector
	This may contain no information if the detector of the security alarm is the serviceProvider.

	alarmId
	M
	AlarmInformation.alarmId
	

	nature
	M
	AlarmInformation.nature
	


End of Change in Clause 6.8.1.2a

Change in Clause Annex A

Annex A (normative):
Event Types

This appendix lists and explains event types used by the present document.

Event type is defined in 3GPP TS 32.302 [5]. The table below lists some of the event types referred to in the present document. 

Notification IRP: Information Service in 3GPP TS 32.302 [5] defines a parameter called notificationType that shall be present in all notification. The present document defines a parameter called alarmType that shall be present in all notifications carrying alarm information. Examples of the notificationType are "notification of new alarm", "notification of AlarmList rebuilt", "notification of alarm cleared", etc. Examples of the alarmType are the event types defined in table below. 

The present document also defines an attribute of AlarmInformation called eventType. The mapping of this eventType (internal attribute and not visible to IRPManager) to notificationType or alarmType (both visible to IRPManager) is defined in relevant sections of the present document. The choice of using "eventType" is to keep the list of attributes of AlarmList unchanged (compared to Release 99). One can replace this eventType with two attributes, called notificationType and alarmType so that mapping of these two attributes to the externally visible parameters of the same name will be straightforward.

It is noted that the AlarmInformation.eventType can capture more information than the ITU-T defined event types in ITU-T Recommendation X.733 [2] and ITU-T X.736 [15]. One example is "notification of alarm list rebuilt".

It is noted that the mapping of the IS notificationType and alarmType to CMIP's event type or CORBA event_name or other fields are specified in the respective SS documents.
Table A.1: Event Types
	Event Types
	Explanation

	Communications Alarm
	An alarm of this type is associated with the procedure and/or process required conveying information from one point to another (ITU-T Recommendation X.733 [2]).

	Processing Error Alarm
	An alarm of this type is associated with a software or processing fault (ITU‑T Recommendation X.733 [2]).

	Environmental Alarm
	An alarm of this type is associated with a condition related to an enclosure in which the equipment resides (ITU-T Recommendation X.733 [2]).

	Quality of Service Alarm
	An alarm of this type is associated with degradation in the quality of a service (ITU‑T Recommendation X.733 [2]).

	Equipment Alarm 
	An alarm of this type is associated with an equipment fault (ITU-T Recommendation X.733 [2]).

	Integrity Violation 
	An indication that information may have been illegally modified, inserted or deleted.

	Operational Violation 
	An indication that the provision of the requested service was not possible due to the unavailability, malfunction or incorrect invocation of the service.

	Physical Violation
	An indication that a physical resource has been violated in a way that suggests a security attack.

	Security Service or Mechanism Violation
	An indication that a security attack has been detected by a security service or mechanism.

	Time Domain Violation
	An indication that an event has occurred at an unexpected or prohibited time.


End of Change in Annex A
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