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1
Decision/action requested

It is requested that the proposed approach be studied and accepted so as to enable a distinctive method to handle security alarms.
2
References

· S5-046187 Lu_securityAlarmIssues (SA5#37).

3
Rationale

· Lucent’s proposal above gave the reasons for the need of a distinctive approach to Security Alarms.

· Ericsson’s concern that the ‘delta time’ for the occurrence & clear of these alarms is very small cannot be accepted since an OMC cannot suddenly change its time scale from 1 sec to that of nano seconds just for the sake of an alarm. 

· Ericsson’s request to evaluate each probable cause to justify a different behaviour has been addressed in this contribution. 

· We acknowledge that our earlier proposal did have many issues and hence have made this new proposal.

· We propose the addition of another field in the Alarm Information, namely “nature”. This field would be optional for all normal alarms and be mandatory for security alarms and will have a value of  ‘ADMC’ or ‘ADAC’ depending on vendor implementation. Details of our complete proposal are presented in CRs S5-046335, S5-046349, S5-046350, S5-046351, S5-046352 & S5-046353.

· A requirement for this field has already been identified in TS 32.111-1, Sec 4.1.1. 

4
Consequences and implications

· All Security alarms would carry an additional field ‘nature’ in the alarm information. This field would be mandatory and will have a value of  ‘ADMC’ or ‘ADAC’ depending on vendor implementation.

· The new field ‘nature’ would be optional for all other alarms. 

5
Issues of discussion

Case-by-case Evaluation of all probable causes for security alarms:

	Probable Cause
	Event Type
	X.736 Definition
	Evaluation

	Authentication Failure
	Security Service or Mechanism Violation
	An indication that an attempt to authenticate a user was unsuccessful;
	One time event. There cannot be an auto-clear event for this type of alarm

	Breach of Confidentiality
	Security Service or Mechanism Violation
	An indication that information may have been read by an unauthorized user;
	One time event. There cannot be an auto-clear event for this type of alarm

	Cable Tamper
	Physical Violation
	An indication that a physical violation of a communications medium has occurred;
	One time event. There cannot be an auto-clear event for this type of alarm

	Delayed Information
	Time Domain Violation
	An indication that information has been received later than expected;
	One time event. There cannot be an auto-clear event for this type of alarm

	Denial of Service
	Operational Violation
	An indication that a valid request for service has been prevented or disallowed;
	There is a possibility that a clear for such an event may be auto-generated since “Denial of Service” has many sub causes.

	Duplicate Information
	Integrity Violation
	An indication that an item of information has been received more than once, and therefore may be a replay attack;
	One time event. There cannot be an auto-clear event for this type of alarm

	Information Missing
	Integrity Violation
	An indication that expected information has not been received;
	One time event. There cannot be an auto-clear event for this type of alarm

	Information Modification detected
	Integrity Violation
	An indication, for example by a data integrity mechanism, that information has been modified;
	One time event. There cannot be an auto-clear event for this type of alarm

	Information out of Sequence
	Integrity Violation
	An indication that information has been received in an incorrect sequence;
	One time event. There cannot be an auto-clear event for this type of alarm

	Intrusion Detection
	Physical Violation
	An indication that either the site on which the identified equipment is located may have been illegally entered, or the equipment itself has been violated;
	One time event. There cannot be an auto-clear event for this type of alarm

	Key Expired
	Time Domain Violation
	An indication that an out of date encipherment key has been presented or used;
	One time event. There cannot be an auto-clear event for this type of alarm

	Non-Repudiation Failure
	Security Service or Mechanism Violation
	An indication that communication has been prevented or halted due to the failure or unavailability of a non-repudiation service;
	One time event. There cannot be an auto-clear event for this type of alarm

	Out of Hours Activity
	Time Domain Violation
	An indication that resource utilization has occurred at an unexpected time;
	One time event. There cannot be an auto-clear event for this type of alarm

	Out of Service
	Operational Violation
	An indication that a valid request for service could not be satisfied due to the unavailability of the service provider
	There is a possibility that a clear for such an event may be auto-generated.

	Procedural Error
	Operational Violation
	An indication that an incorrect procedure has been used in invoking a service;
	One time event. There cannot be an auto-clear event for this type of alarm

	Unauthorised Access Attempt
	Security Service or Mechanism Violation
	An indication that an access control mechanism has detected an illegal attempt to access a resource
	One time event. There cannot be an auto-clear event for this type of alarm

	Unexpected Information
	Integrity Violation
	An indication that information that was not expected has been received;
	One time event. There cannot be an auto-clear event for this type of alarm

	Unspecified Reason
	Operational Violation
	An indication that an unspecified security-related event has occurred.
	N/A

	Unspecified Reason
	Physical Violation
	An indication that an unspecified security-related event has occurred.
	N/A

	Unspecified Reason
	Security Service or Mechanism Violation
	An indication that an unspecified security-related event has occurred.
	N/A


